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Why	  we	  worry	  about	  security	  in	  the	  Cloud?	  

•  Enterprises	  outsource	  security	  control	  and	  management	  
to	  a	  third	  party	  that	  hosts	  their	  IT	  assets	  (loss	  of	  control).	  	  

	  

•  Co-‐existence	   of	   assets	   of	   different	   tenants	   in	   the	   same	  
loca3on	  and	  using	  the	  same	  instance	  of	  the	  service.	  

•  The	  lack	  of	  security	  guarantees	  in	  the	  SLAs	  between	  the	  
cloud	  consumers	  and	  the	  cloud	  providers.	  

•  Hos3ng	  this	  set	  of	  valuable	  assets	  on	  publicly	  available	  
infrastructure	  increases	  the	  probability	  of	  aKacks.	  
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The	  cloud	  compu3ng	  security	  problem	  
(Exis3ng	  Efforts)	  
•  Cloud	  Security	  Alliance	  (CSA)	  and	  The	  cri?cal	  areas	  in	  cloud	  compu?ng.	  

–  Give	   a	   set	   of	   best	   prac3ces	   but	   missed	   the	   exis3ng	   problems	   and	   there	   rela3ve	  
causes.	  

•  Meiko	  et	  al	  and	  On	  Technical	  Security	  Issues	  in	  Cloud	  Compu?ng	  
–  Security	  issues	  related	  to	  XML-‐aKcks,	  Brower	  aKacks,	  and	  flooding	  aKacks	  

•  Subashini	   et	   al	   and	   A	   survey	   on	   security	   issues	   in	   service	   delivery	  
models	  of	  cloud	  compu?ng	  
–  Each	  service	  delivery	  model	  with	  the	  exsi?ng	  security	  issues	  (Focused	  on	  SaaS)	  

•  Krešimir	  	  et	  al	  and	  Cloud	  compu?ng	  security	  issues	  and	  challenges	  
–  List	   a	   set	   of	   security	   concerns	   in	   terms	   of	   ques3ons	   that	   should	   be	   answered	   by	  

community	  and	  the	  cloud	  providers	  

•  Balachandra	  	  et	  al	  and	  Cloud	  Security	  Issues	  
–  SLA	  with	  focus	  on	  security	  SLAs	  
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Cloud	  Compu3ng	  security	  Problem	  
(Proposed	  Approach)	  
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Analysis	  Dimension	   Issues	  Found	  

Cloud	  Architecture	  	   -‐ Public	  clouds	  are	  more	  vulnerable	  to	  aKacks	  
-‐ Different	  possible	  implementa3ons	  of	  each	  service	  delivery	  models	  

Cloud	  Characteris3cs	  	   -‐ Mul3-‐tenancy	  and	  Lack	  of	  Isola3on	  
-‐ 	  Loca3on	  transparency	  and	  legal	  issues	  

Cloud	  Stakeholders	  	   -‐ Different	  security	  requirements	  should	  be	  enforced	  on	  a	  service	  
instance.	  
-‐ 	  Lack	  of	  security	  SLAs	  
-‐ Loss	  of	  control	  on	  the	  assets	  and	  the	  cloud	  plaYorm	  

Cloud	  Dependency	  
stack	  	  

-‐ The	  long	  dependency	  stack	  and	  viola3on	  of	  lower	  layers.	  
-‐ Integra3on	  and	  coordina3on	  among	  BIG	  number	  of	  Sec	  Ctls.	  

Cloud	  Service	  Delivery	  
Models	  	  

-‐ IaaS	  security	  issues	  :	  virtualiza3on	  
-‐ PaaS	  security	  issues:	  SOA	  related,	  APIs	  	  
-‐ SaaS	  security	  issues:	  Web	  applica3ons’	  aKacks	  &	  miss	  configs.	  
-‐ Cloud	  management	  layer:	  	  
-‐ Cloud	  access	  methods:	  Web	  Browsers,	  APIs,	  VPN,	  	  



Observa3ons	  
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Problem	  Domain	   Solu?on	  domain	  

-‐	  The	  technology	  used	  (SOA,	  Virtualiza3on)	  
leads	  to	  a	  set	  of	  exis3ng	  security	  problems	  	  

Focus	  on	  the	  problem	  abstrac3on,	  using	  model-‐
based	  approaches	  

Mul3-‐tenancy	  and	  isola3on	  is	  a	  major	  
dimension	  in	  the	  cloud	  security	  problem	  

Be	  inherent	  in	  the	  cloud	  architecture.	  	  
	  
Support	  for	  mul3-‐tenancy	  and	  elas3city	  

Security	  management	  is	  very	  cri3cal	  to	  
control	  and	  manage	  this	  number	  of	  
requirements	  and	  controls.	  	  
	  

Support	  integra3on	  and	  coordina3on	  with	  other	  
security	  controls.	  
	  
Be	  Adap3ve	  



A	  proposed	  approach	  for	  cloud	  compu3ng	  security	  
management	  
Mo3va3ng	  scenario	  
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A	  proposed	  approach	  for	  cloud	  compu3ng	  security	  
management	  
	  SaaS	  Level	  Mo3va3ng	  scenario	  
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A	  proposed	  approach	  for	  cloud	  compu3ng	  security	  
management	  
High	  level	  architecture	  
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Q	  &	  A	  

Email:	  	  	  	  	  	  	  	  	  	  	  malmorsy@swin.edu.au	  	  
Phone:	  	  	  	  	  	  	  	  	  +61	  3	  9214	  8699	  
Fax:	  	  	  	  	  	  	  	  	  	  	  	  	  	  +61	  3	  9819	  0823	  
Office:	  	  	  	  	  	  	  	  	  	  EN403	  –	  desk	  32	  
Web	  page:	  	  	  HKp://www.ict.swin.edu.au/ictstaff/malmorsy	  
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