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Outline

Why human aspects critical to consider during Software Engineering –
and AI/Cybersecurty J

Examples of developer and end user human aspects and what 
happens when DON’T adequately consider
Examples of our recent work to improve the situation…
Research Roadmap needed
Summary
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Human aspects & Software 
Engineering/AI/Cybersecutity

Gender bias – UIs, health apps, reactions to 
phishing emails
Ethnic bias –don’t recognize faces, mis-classify
Culture bias – inappropriate words, phrases, 
colours, icons, workflow
Language bias – over-technical, wrong dialect, 
impersonal, confusing, distracting
Age bias – too complex, too simple, inappropriate 
words, symbols, workflow



Human aspects & Software 
Engineering/AI/Cybersecurity

Physical challenge bias – guesture, sound, sight, 
voice inappropriate
Cognitive challenge bias – raise anxiety, poor fit to 
mental model, doesn’t support neuro-atypical
Enjoyment bias – boring, unengaging, distracting
Emotional bias – stressful, anxiety-inducing, 
frightening, confusing, make mistakes
Personality bias – workflow, lack of engagement, 
disconnected
And… many others :-( 



Need for human aspects …

AI – more trustable, fair, explainable, de-biased, …
AI – more robust with diverse human data
AI – align to human values

Cybersecurity – do diverse humans act differently?
Cybersecurity – do developers understand their software users 
and context of use sufficiently well?
Cybersecurity – vulnerabilities introduced due to human-centric 
issues



Requirements Challenges

Some of the problems:
● What human aspects impact the RE process for AI/cybersecurity?
● Who are the stakeholders/users we need to take into account?
● How do we elicit/fully consider the human aspects of these 

stakeholders/users?
● How do we model and reason about their human aspects?

Solutions / research needs:
● Better ways to identify stakeholders, elicit requirements
● New ways to find, extract human aspect-related requirements 

Extend/new domain-specific (visual) languages to model these 



RE Process + Human aspects

From 2020 Systematic Literature 
Review:
-personality, emotions, motivation, 
human values studied
-communication, geographic 
location studied
Inconclusive which ones actually 
impact RE teams & their 
stakeholders…
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➢ Requirements Engineering (RE) is a critical phase of software engineering (SE)

which includes eliciting, analyzing, documenting, validating and maintaining

software requirements [1] [2].

➢ An effective collaboration of individuals is needed when engaging in RE [3].

➢ Hence, it is vital to identify various human aspects and their impact on the RE

process for the better or worse.

Motivation

A systematic Literature review (SLR) was conducted following the Kitchenham and Charters’ guideline [4] and Kitchenhams’ procedures [5].

Objectives

Results and Discussion

Major findings of the study;
1. Identified set of human aspects related to RE  that have been investigated to date –Human aspects were categorized into three groups –“individual", 

“technical" and “team" related human aspects based on the definitions in SE context (Figure 2).

➢ Individual-related human aspects -> highest number of studies -> Personality (32.4%), Emotions (23%), Motivation (20.3%), Human values (17.6%) and culture 
(17.6%) are the highest among them.

➢ Team-related human aspects -> second highest number of studies ->  Communication issues (33.8%), and Geographical distribution (8.1%) are the highest 
among them. 

➢ Technical- related human aspects -> A very few studies -> Majority was about Domain knowledge (5.4%).

2. Discovered the most affected RE phase due to human aspects (Figure 3).

➢ 24.6% of studies focused on identifying 
the most affected RE phases caused by 
human aspects.

➢ Requirements elicitation has been shown
to be the most affected RE phase. 

➢ No studies focused on the effect of human 
aspects in the requirements 
management phase. 

3. Identified the nature of the effect of human 
aspects in the RE process; Positive or 
Negative (Figure 4).

1. More studies are needed to directly focused on the effects of human aspects on 
RE - most of the studies focus on the SE process in general, including RE.

2. More practical guidelines and recommendations are required based on real-world 
RE processes.

3. More studies are required that consider multiple human aspects impacting on RE.
4. Identification of relationships between human aspects and their effects on RE. 
5. Need of a more comprehensive and agreed taxonomy of human aspects -

beneficial for the categorization of broadly different kinds of human aspects in SE 
in general.

Recommendations

➢ Identify and categorize various human aspects on RE that have 

been studied to date. 

➢ Systematically analyze the work done to identify the effects of 

human aspects on RE.

➢ Provide a set of recommendations for future research into the 

effects of human aspects on RE.

Method

RQs 
(SLR) & 
Review 

Protocol

Keyword 
based 

search (IEEE, 
ACM, 

Springer, 
Wiley)

Download 
Paper list 

(474)

Secondary 
Search 

(15)

Data 
extraction 

& 
Synthesis

Findings & 
Discussion

Resource 
Name

Initial 
Paper 
Count

Downloaded 
Paper Count

1st

Screening
2nd

Screening
3rd / Final 
Screening

Primary 
Search

IEEE 128 127 56 36 27
ACM DL 151 151 68 28 19
Springer 124 123 34 21 16

Wiley 71 71 22 7 4
Count 474 472 180 92 66

Secondary 
Search

Snowballing 16 16 16 8 8

Total final paper count (Primary + Secondary) 74

Table 1: Breakdown of the paper count [6]

Figure 3: Research studies on how human aspects impact on different RE phases [6]
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Figure 2: Categorization of the human aspects studied [6]

Figure 1: SLR Process

Figure 4: Nature of the impact of human aspect(s) on RE [6]

Positive
41%

Negative
31%

Both
26%

No impact
2%

Positive Negative Both No impact

Negative emotions;
->user rejection
->conflicts
->de-motivate individuals

Communication issues;
->lack of understanding of requirements
->missing/incomplete requirements
->wrong collection of requirements

Culture;
->miscommunication
->fear/mistrust/social issues

Geographic distribution;
->difficulties in discussions
->difficulties in handling information

Motivation;
->risk of conflicts
->efficiency

Improve;
->overall RE process
->quality of RE process
->effectiveness of RE phases
->decision-making
->open-mindedness & 

confidence
->novelty & creativity

Reduce errors in RE

Which ones impact AI/cybersecurity 

development???



Example: Multi-lingual Requirements

● Software developed by teams
● Teams may be diverse in many ways: Location, Language, Gender, 

Culture, Organization…

● Explored one aspect in Malaysian context with multi-lingual teams (also 
have multi-cultural aspect… and female-dominated teams!!)

● Added multi-lingual support to Essential use case-based requirements 
tool - MReq

● Used to capture several types of security requirements - MSecReq



Figure 2 outlines our MEReq approach that supports multi-lingual requirements 
engineering with EUCs. As shown in Figure 2, a new extraction engine (2) uses an 
essential interaction patterns library to map phrases (the essential interactions) to a list 
of abstract interactions. This list is then used to generate an initial EUC model in Malay 
or English. These models can be further refined by the RE and checked against the 
best-practice EUC patterns (developed by reusing our previous approach in [5]) and its 
proven enhancement of quality (4). Then, both generated EUC models can be 
compared to check for consistency between the different language models (3). 
Inconsistency or missing elements in the NL requirements are highlighted. 

 
Table 1. Example English and Malay Essential Interactions 

English Essential Interaction 
Patterns Library 

Malay Essential Interaction Patterns 
Library 

Essential 
Interaction 

Abstract 
Interaction 

Essential Interaction Abstract 
Interaction 

1. Save record 
2. Save information 
3. Save data 

Save 
information 

 

1. Menyimpan data (save 
data) 

2. 
Menyimpanmaklumatp
eribadi(save personal 
information) 

3. 
Menyimpanrekodjualan
(save sales record) 

SimpanMa
klumat(save 
information) 

 

 
Figure 2.Overview of our MEReq Approach. 

We use an example scenario of reserving a vehicle (PenempahanKenderaan) to 
illustrate capture of multi-lingual requirements and consistency checking with MEReq. 
Figure 3(1) shows some English language requirements and their extracted EUC. 
Figure 3(2) shows the translation of that EUC to Malay. MEReq maps the abstract 
interactions and interaction sequences from one language model to the other, taking 
into account the differences in the number and sequence of the abstract interactions in 
some situations due to differences in expressing the same concept in each underlying 
NL. This translation eases the burden on the requirements engineer to communicate 
with stakeholders who usually have better understanding of either one of the languages 
in use. 
 

 

Figure 4.Capturing multi lingual (English (1A) and Malay (1B)) Languages Requirements (1) in EUC; 
Compare Requirements: English language EUC with Malay language EUC (2) 
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Impact culture, language on AI/cybersecurity 

development???



Using personas to improve 
Requirements Engineering
•Software engineers do not understand many critical human aspects
•Example: “Smart” parking app Need: To quickly find a parking spot at 

peak hours
Human aspect: Suffers from (red) 
colour blindness
Issue: App uses the red colour to 
identify available parking spots

Frustrations: remember password, add banking info, 

confusing security, is data private???



Design Challenges

Problems:
● Do developers understand diverse human aspects?
● How do we translate human aspects of requirements to designs?
● How do we know these models are complete, correct, effective?
● How do we improve designs to address wide range of human aspects?
● How do we support developers to do this more effectively?

Solutions / research needed:
● Extend design models with human aspects
● “Design critic”-style analysis of requirements and design models
● Better leverage augmented design models, personas during SE
● Provide developers with guidelines, processes, tools to better address 

end user human aspects in design (and implementation) 



Impact of diverse human aspects 
on response to phishing emails
Conducted experiment to see if demographics/personality/online 
security behaviour could predict susceptibility to Phishing emails

68 uni students ; 27 male/41 female ; 19 < 25 ; 34 26-35 ; 15 > 35
Personality test via five factor model questionnaire
Online security behaviour questionnaire

Difference in male/female security behaviours; males trust a lot more
Extroverts, open to experience update passwords/details more
Conscientious more aware of threats, more careful
Training, proactive awareness, neuroticism +ve correlate to phishing 
susceptibility ;  extrovert, open, male  –ve correlate…



Implementation Challenges

Problems:
● How do we realise different designs for end user human aspects?
● Do we have multiple versions of app vs highly adaptable app or both?
● Can end users change their own apps to better suit them?

Solutions / research directions:
● End user development tools to support end users to build, reconfigure 

software
● Adaptive user interfaces and associated architectures
● End users specify their preferences for software to incorporate



Adaptive User Interfaces

Example on left of 
configuring web site for 
colour blindness, sight 
challenges, dyslexia, 
etc
Also done for hearing,
motor control issuesHow adapt to diff user personality, age, 

culture etc for better cybersecutity?



Evaluation Challenges

Problems:
● Personality of Software Testers vs Performance
● How do end users report human aspect-related defects in software?
● How do we present these human-centric defects to developers to help 

them understand, appreciate, and suitably fix the defects
● Can we leverage large datasets of user reviews to diagnose and fix 

human aspect defects in apps?
Solutions / research directions:
● Develop more human-centric defect reporting - better capture defects 

AND better support diverse end users reporting them
● Human values-based evaluation of app reviews to identify major 

problems



200 Testers & Developers, 50 question Five Factor personality test…
Tester personality vs others

Testers are from Mars, Developers from 
Venus…?

Sig diff in Agreeableness (Medium), 
Conscientiousness (High, Medium)

We expected Neuroticism to be more 
pronounced, but no sig diff…

In this survey we requested permission from the 12 LinkedIn
and 12 Yahoo! (software testing related) groups that gave us
permission in our preliminary survey of software testers in
previous work [39], [34]. Five Yahoo! and three LinkedIn
groups approved us making the group response rate 41.67%
and 25% for Yahoo! and LinkedIn, respectively.

In the purposive sampling process the sample is “hand
picked” on the basis of relevance and knowledge [23]. As part
of this process we attended a software testing related industry
conference in Australia and posted to an industry conference
email list related to software development. We also tweeted
on the Twitter feed of the developer conference with the help
of the organisers.

The participants could register for a draw of two $100
Amazon.com gift vouchers by providing their email addresses.
The email addresses were stored in a separate database table
and were not associated with their responses. The individual
response rate could not be determined since a participant can
be member of more than one group. Nor is it known how
many group members actually read the group emails.
G. Data Analysis

We report results with descriptive statistics. We used the
Mann-Whitney U test to find the significance of difference
of mean scores on five major personality traits. We used
Hedge’s g to find the effect size to quantify the difference in
mean. We also used power analysis to determine the statistical
significance of our findings.

V. RESULTS

A. Demographic information
A total of 182 software engineers participated in our survey,

and among them 45.1% were software testers. Among the
rest of the participants 57% were programmers and 28%
were managers. There were a small number of participants
whose roles included business analysts, consultants, architects,
software product designers. The gender and nationality of the
participants are given in Table I.

The majority of our participants were male irrespective of
their role. This is not surprising since the majority of practi-
tioners in the IT field are male [46]. It is notable that there were
a higher proportion of female participants among the software
testers than in other respondents. We found that most of our
participants were employed in IT companies. A small portion
of the participants worked in non IT organizations and a very
small portion of them were self employed. The majority of
our participants had more than 5 years of experience.
B. Personality distribution

Figure 1 shows the percentages of participants with different
levels of five major personality traits obtained in our study.
The numerical score on the five major personality traits were
categorized in three distinct levels: low, high and medium,
suggested by Johnson [33] and applied by Norsaremah et
al. [45] on a New Zealand based student sample. According to
the scheme, if the score lies within lowest 30% boundary, the
level is low, if the score lies within middle 40% the level is

TABLE I
GENDER AND NATIONALITY OF THE PARTICIPANTS

Criteria Software testers
(%)

Non testers (%)

Gender
Female 16.5 12.1
Male 28.6 42.9
Nationality
Australia 7.7 14.3
Bangladesh 8.2 8.2
Brazil 0 0.5
Canada 1.1 2.2
Croatia 0.5 0
Ecuador 0.5 0
Egypt 0.5 0
Germany 1.6 1.1
Hungary 0 0.5
India 4.9 2.7
Indonesia 0.5 0
Iran 0.5 0
Israel 0.5 0
Malaysia 0.5 0.5
Nepal 0.5 0
New Zealand 1.1 1.1
Pakistan 2.7 0
Peru 0.5 0
Philippines 0.5 0
Romania 1.1 1.6
Serbia 0 0.5
South Africa 0 0.5
Spain 0 1.1
Turkey 0 0.5
Ukraine 0.5 0
United Kingdom 2.7 2.7
United States of America 6 13.2
Not selected 1.6 3.3

Fig. 1. Personality distribution

medium and if the score lies within the highest 30% then the
level is high. From the distribution presented in Figure 1 we
see there were many more non-testers with medium conscien-
tiousness compared to testers who were highly conscientious.
Both testers and non testers were agreeable, extravert and open
to a close degree. However, we noticed a higher number of
non-testers with high neuroticism.

C. Tests of normality

To test whether our sample was normally distributed or
not, we have applied two well known tests of normality; the
Kolomogorov-Smirnov and Shapiro Wilk tests [8], as shown
in Table II. For these tests, if the significance value is less

Impact on implementing, tesing AI? 

Cybersecurity??



Key things we need to work on

● lack of a taxonomy of human aspects including keywords, phrases 
and examples – how do we talk about them??

● lack of diversity in software, AI, cybersecurity teams
● lack of studies focusing on how software engineers and software 

engineering teams influence and address end user human aspects 
in software  / AI / cybersecurity solutions

● lack of tools to identify challenging human aspects to address during 
development

● a range of design and evaluation guidelines and tools but lack of 
connectivity, consistency, and applicability of these tools in many 
domains e.g. for mobile app development, cybersecurity



Key things we need to work on

● overly-complex, inaccessible and incomplete design and 
implementation guidelines to address many challenging end user 
human aspects

● Lack of understanding of how dev teams are impacted by their own 
human aspects and their end user human aspects

● difficulty in end users reporting human aspect defects in software; 
difficulty in software engineers understanding these defects

● development processes that still don't sufficiently include diverse 
stakeholder perspectives

● deficiencies in the education of software engineers regarding 
human aspects of their end users and their team mates



Summary

Stakeholders and end users of software are very diverse
Software developers often quite different to their stakeholders
We currently don’t have good ways to incorporate end user human diversity 
into software, AI & cybersecurity engineering
Software engineers themselves are humans (yes, true!! J) with many 
diverse human aspects that impact DOING software engineering and 
WORKING with stakeholders (and each other)...
Need ways to fully engage, include end users/stakeholders
Need ways to better capture, model, reason about, design and implement 
for, adapt, evaluate, receive feedback on and improve software
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