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eHealth apps are mobile apps that help in self-management of critical illnesses, provide home-based disease
management, and assist with personalized care through education, sensing, and interaction. Users of eHealth
apps are naturally very diverse in terms of their human aspects, e.g., their emotional reactions to the apps,
varying language proficiency, socioeconomic status, educational level, cognitive style, physical and mental
challenges, gender, age, personality, etc. Unfortunately, many eHealth apps do not take these user differences
sufficiently into account, making them ineffective or even unusable. This paper presents our enhanced
and actionable guidelines developed to better support human aspects in mobile eHealth apps. Some of these
guidelines are specific, such as collecting minimal personal data or requirements, while others are more generic,
applicable specifically to eHealth apps. We discuss how key human aspects, such as usability, accessibility,
reliability, and validity, as well as diverse user issues can be addressed in practice with real-life eHealth app
examples. We then collected feedback from expert mobile app developers, software engineers, and other
relevant eHealth app stakeholders to assess the usefulness and applicability of the proposed guidelines and to
identify areas where further refinement and development are needed.
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1 INTRODUCTION
In today’s world, over 68% of the global population uses smartphones [1]. The number of smart-
phones, over 6.5 billion, exceeds the number of individual users due to multiple device ownership.
Additionally, the number of smartphone users has increased by more than 40% over the past four
years [2]. Mobile app usage for daily activities has been increasing at an average rate of 7.71%
per year since 2021 [3]. In 2022, smartphone users downloaded 255 billion mobile apps, up from
230 billion and 218 billion downloads in the two preceding years, respectively [4, 5]. Revenue
from these apps exceeded $580 billion in 2021, an increase of over $119 billion from 2019, and is
expected to reach $935 billion in 2023 [6]. Among these apps, health-related mobile applications
– we term hereafter as ‘eHealth apps’ – have become extremely popular. The revenue earned
by these eHealth apps is expected to exceed $102.35 billion in 2023, around 11% of all payments
received by the mobile apps in that year [7]. These eHealth apps help people take greater control
over their health and aim to support them in managing chronic disease and living more healthier
lives. Additionally, demand from health professionals to push monitoring, education and care-plan
implementation further motivate eHealth app usage and development.
Developing a modern eHealth app is not a trivial exercise [8]. Key steps in app development

include requirements gathering, platform selection, target user identification, constraint mapping,
and problem modeling. During design, app developers draw approximate User Interface (UI)
sketches. They may also use a prototyping tool to create the model aspects of the visual design
and the navigation flow. The architecture of the app is designed based on needed functionality and
user interface mockups. Finally, the app is coded and the clients download it (mainly from app
repositories), use and provide feedback on the app [9]. However, many apps still fail to address
the diverse human aspects of many of their end users, i.e., impact of end user age, gender, physical
and mental challenges, socio-economic status, language and education, personality and emotions,
and/or other human differences that may impact eHealth app usage [10].

In this paper, we focus on how to better take into account diverse human aspects that significantly
impact how eHealth apps are used. We define ‘human aspects’ as differing key characteristics
of human users, including age, culture, gender, cognitive ability, emotions, language, educational
attainment, socioeconomic status, personality and related attributes. The related attributes influence
how end-users interact with eHealth apps and the role these apps play in their daily lives. They
include elements like technological proficiency, diversity of app end users, health literacy, personal
beliefs and values, and even the influence of friends and family – all of which can affect the design
and usage of eHealth apps [11, 12]. Incorporating these diverse human aspects into the eHealth app
development process is challenging, e.g., addressing varying needs of differently aged end-users,
users having a wide range of differing physical and mental challenges, users with diverse languages
and language proficiency, users from differing cultures and socioeconomic backgrounds, and so
on. Our recent systematic literature review [3] and user studies [10, 13] also identified that human
aspects and their impact on mobile app development and usage requires further attention.
Consider an example representative eHealth app ‘TeleDoc’, which allows patients to consult

remotely with healthcare professionals, manage prescriptions, medical certificates and referrals.
The design and work process of TeleDoc should address a wide range of human aspects of its users,
including varying levels of technological literacy, medical knowledge, and emotional states. The
apps’ front-end (app interface) and back-end (data exchange mechanisms) should not affect the
day-to-day lives of the patients, their families and friends, as well as clinicians and community
workers. TeleDoc work process (usages) should also appropriately align with the expectations of
patients, healthcare providers’ expertise, and even the technological proficiency of family members
assisting patients in consultations. The app should also be designed to be attractive to a diverse user
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base that varies in terms of age, language, culture, and gender. This is crucial, especially since the
majority of app/software developers are young, English-speaking men from countries like Australia
and the United States, whereas over one-fourth of app users are non-native English speakers, with
a significant portion being women and elderly [14].
The TeleDoc app also needs to address different emotional responses and personality types

among its users. For example, it should be intuitive for those who prefer a flexible dialogue with
doctors, as well as for those who like a more structured, step-by-step consultation. Reliability
aspects, e.g., encryption and authentication for data protection and robust back-end infrastructure
for uninterrupted consultation, should not negatively impact the app’s performance and interface.
The accessibility of the app needs to be considered for people with physical tremors, poor eyesight,
those who are wheelchair-bound or cognitive decline. The usability of this app for various groups
should also address their varied needs, incorporating modified interface to accommodate different
ages, genders, cultures, and languages of the users through intuitive use of text, colors, and symbols.
The failure of developers to incorporate such human aspects in their eHealth apps can result in apps
that are unsuitable for the audience for which they are designed, introducing confusing, possibly
unsettling and invasive, and even potentially dangerous technology.
Recently [10, 13], we systematically identified the range and nature of human aspects that

need to be addressed in the eHealth app domain. For example, we identified the most important
human aspects that are essential for different eHealth app end-user groups, collected stakeholders’
perceptions and needs regarding these aspects, distinguished which ones are missing/poorly
handled, specified how app developers are addressing different aspects in practice, and determined
how we can proficiently incorporate important human aspects to improve the produced eHealth
apps, e.g., how some of the existing human aspects such as usability or accessibility-related aspects
can be addressed in the current environment or future protocol(s) design. Findings from these
research works revealed that we need an improved approach for better supporting human aspects
in the eHealth app domain.
In this paper, we propose an improved approach for better supporting human aspects in the

eHealth apps domain for their diverse user groups in the form of improved actionable guidelines,
best practice examples, and evaluation methods. To do this, we explored gaps in the current
guidelines/standards and integrated our findings from the previous research works [3, 10, 13]
to develop these new and enhanced sets of guidelines. These measures collectively enhance the
applicability of the proposed guidelines in practice. We also collected feedback from 35 experienced
eHealth app developers, software engineers, and other relevant stakeholders to evaluate and verify
the proposed guidelines’ strengths, limitations, practicality, and feasibility in real-world scenarios to
produce more effective eHealth apps. Finally, we discussed potential challenges and recommended
future actions to produce more human-centric eHealth apps. The key contributions of this research
include:

❖ We propose an integrated approach to better emphasize human aspects in eHealth apps to
make them more effective by developing improved actionable guidelines, best practice exam-
ples, and evaluation techniques. These promote user-centered design, usability, accessibility,
reliability and validity, diverse user issue in the eHealth app development process.

❖ We explore real-life eHealth app examples to demonstrate how some key human aspects can
be addressed in practice and what app developers need to do to produce more human-centric
eHealth apps, i.e., offer them comprehensive guidance to create more human-centric eHealth
apps.

❖ We have collected feedback from expert mobile app developers, software engineers, and
other relevant eHealth app stakeholders to assess the usefulness and applicability of the
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proposed guidelines in practice. We collected and analyzed data from 35 survey responses to
validate our proposed guidelines. This included identifying areas where further refinement
and development of our proposed eHealth app development guidelines may be necessary.

❖ We identify potential challenges in this domain and recommend corresponding actions for the
future. We find that personalized and customizable eHealth apps can better address diverse
user needs and offer a better user experience, while standardized protocols and evaluation
metrics can ensure better effectiveness and reliability.

The rest of this paper is structured as follows: Section 2 describes the related work, Section 3
outlines the research methodologies we used, and presents our proposed guidelines. An overall
discussion, validation results, threats to validity, and conclusion with key future directions are
presented in Section 5, Section 6 and Section 7, respectively.

2 RELATEDWORK
Approaches to integrate human aspects into mobile eHealth apps have been reported in the
literature, although not explicitly labeled under ‘human aspects’. Most of these studies have focused
on addressing only one aspect, e.g., usability, accessibility, or reliability. In this section, we present
the related work required to understand our proposed guidelines for better supporting human
aspects in eHealth apps.

2.1 Accessibility in eHealth Apps
Accessibility in eHealth apps is defined as the degree to which the apps can be used equally
by people with and without disabilities [15]. This includes users’ ability to effectively access app
contents and features irrespective of their conditions, such as physical tremors, poor eyesight,
being wheelchair-bound, cognitive decline, context-specific impairments, or users with no medical
issues [16, 17]. It also aims to improve user engagement with eHealth apps by incorporating the
following key components:

❖ Perceivable: The capability of eHealth apps to effectively present content and information
to end-users, irrespective of their conditions or abilities. For example, the perceivable charac-
teristic allows individuals with vision impairments to use screen readers to access and benefit
from the app features and content, while users who are deaf or have hearing impairments
can rely on video captions to obtain the necessary information.

❖ Operable: The capability of eHealth apps to enable end-users to interact with and operate
the app effectively, regardless of their physical or cognitive abilities. For instance, opera-
ble characteristic ensures appropriate input and output mechanisms other than graphical
interfaces for users with hand deformities to interact and operate apps with ease.

❖ Understandable: The capability of eHealth apps to enable end-users to clearly understand
apps functions, feature set and user interface operations. For example, the understandable
characteristic ensures that users from various educational backgrounds have the ability to
interpret the app’s data and information accurately without any barriers to comprehension.

❖ Robust: The capability of eHealth apps to guarantee that end-users can accurately and
reliably interpret information through assistive technologies. This encompasses ensuring app
content is accurate and error-free, preventing any potential risks to end-users, and providing
appropriate support to end-users when needed.
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Accessibility has been well studied in eHealth app literature. In 2021, Radclief et al.[18] developed
a systematic protocol to evaluate eHealth app accessibility for people with disabilities, highlighting
the need for improvement in future apps. The evaluation protocol was designed to assess existing
eHealth apps and contribute to a curation website to assist consumers in finding better accessible
eHealth apps and inform developers about opportunities for improvement. Zhou et al.[19] investi-
gated accessibility issues for people with a fine motor impairment or lack of dexterity in eHealth
apps. They aimed to improve app accessibility by adding customizable features. The work of [20]
provided an architecture for an accessible eHealth app, while [21] investigated accessibility in the
input system for end-users. A comprehensive review of research works that focus on improving
eHealth app accessibility for vulnerable end-users can be found in [22].

A systematic review study by Paiva et al. [23] explored accessibility in the software development
process. Recently, Bi et al. [24] investigated the key challenges and benefits of incorporating
accessibility into software development and design from the practitioners’ perspective. The authors
discovered a significant gap in understanding accessibility issues between practitioners with and
without relevant work experience. These gaps influence how accessibility aspects are addressed
during software design and development. Additionally, the authors provide some recommendations
to help practitioners become more aware of accessibility challenges and potential advantages.
The accessibility guidelines from the World Wide Web Consortium (W3C) [25] and the World

Health Organization (WHO) [26] have become the standard for accessibility and are often adopted
by governments and organizations worldwide. Both WHO’s Accessibility of Health Facilities
guidelines and the W3C’s Web Content Accessibility Guidelines (WCAG) can be applied to the
eHealth app domain, with at least the minimum recommended compliance level. WCAG 2.0, released
over a decade ago, includes twelve significant guidelines for digital accessibility. In 2018, WCAG 2.1
was introduced, adding seventeen additional criteria related to mobile app accessibility, including
examples for each issue. Some other works explicitly investigate methods for evaluating accessibility
in eHealth apps [18, 27], and discussed de facto standards to consider in eHealth apps [28].

2.2 Usability in eHealth Apps
Usability in eHealth apps is defined as the simplicity of app usage under specified conditions [29].
We found that eHealth app usability is an essential measurement criterion to fulfill the app usage
objectives satisfactorily and effectively, offering users more choices with four key components:

❖ Understandability: The capability of eHealth apps to enable end-users to determine whether
the apps are appropriate for their needs, comprehend their intended purposes, and understand
how to use them effectively.

❖ Learnability: The capability of eHealth apps to enable end-users to acquire knowledge of
basic app functions effortlessly, i.e., how easy it is for the end-users to perform fundamental
tasks when using the app for the first time.

❖ Memorability, error protection and recovery: The capability of eHealth apps to enable
end-users to operate and control the app proficiently. For example, how adeptly do users use
the app after they learn its usage? how many errors do users make during their daily app
usage, how severe are these, and how easily can users resolve them? how easily can users
regain app use proficiency after a period of inactivity?

❖ Usefulness and satisfaction: The capability of eHealth apps to fulfill the desire, need, or
expectation of their end-users, i.e., how eHealth apps assist end-users with their health-related
issues and how satisfied they are with the app. This also involves attracting app users in
daily usage, e.g., how pleasant it is to use the apps.
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Usability for eHealth apps has also been well explored in the literature. In 2017, a three-phase
human-centered design framework was presented to enhance the usability, human factors, and
user experience between eHealth apps and connected systems [30]. The authors explored a set of
use case documents to demonstrate how usability could be assessed and how expert reviews can
improve overall usability prototypes. Recently, Farao et al. [31] identified usability requirements
in the eHealth app domain using an Information Systems Research (ISR) framework and design
thinking approach. The authors employed the combined framework to redesign an eHealth app
for tuberculin skin test reading. They then collaborated with end-users and found many usability-
related challenges and limitations in existing apps, especially for image capture and a lack of clarity
in the app instruction set. Both of these approaches [30, 31] enable contextually aware and low-cost
eHealth app development, and facilitate proper consumer engagement in development process.
In 2019, the Xcertia guidelines were introduced to specifically address usability concerns in

eHealth app domain [28]. Since then, it become a leading resource in the eHealth app usability
ecosystem. The guidelines consist of ten distinct sections addressing key usability issues for eHealth
apps, as summarized below:

i. Visual design: Suggests actions for creating user-friendly interfaces.
ii. Readability: Advises how to ensure clarity and conciseness of app content
iii. App navigation: Proposes smooth and logical navigation best practices
iv. Onboarding: Outlines strategies for registration and initial interaction
v. App feedback: Highlights ways to provide relevant actionable feedback
vi. Notifications: Guides on designing appropriate notification strategies
vii. Alerts and alarms: Explains recommendations for alerts and alarms
viii. Historical data: Covers approaches to access and analyze data in apps
ix. Ongoing app evaluation: Recommends practices for regular assessment of app performance

and effectiveness, along with necessary improvements
x. Help resources and troubleshooting: Indicates how to integrate support materials and

recommends troubleshooting advice.

The Xcertia guidelines were then examined by Roy et al. [32] to further assists eHealth app
stakeholders in developing safe and intuitive apps. Recently, Huang et al. [33] conducted a systematic
review ofmobile app usability. They explored the relationships among usability principles, attributes,
and design features to inform mobile app usability design. Furthermore, they emphasized a set
of standard usability design features common in mobile apps and pinpointed specific usability
features essential for certain app categories. An excellent systematic review for existing usability
definitions (reliance on the ISO 9241-11 definitions), attributes and measures to recognize all
associated aspects in mobile app context is presented in [34]. Some official and de facto standards
and guidelines are also available for different usability elements [35, 36], including respective
evaluation methods [27, 37, 38].

2.3 Reliability and Validity in eHealth Apps
Reliability in eHealth apps refers to the app’s ability to perform intended tasks accurately and
consistently while remaining trustworthy [39]. Validity in eHealth apps refers to the accuracy of
the app outcomes, including data collection, measurement, recommendations, and results [40]. We
found that reliability and validity characteristics significantly build confidence among end-users
and developers of eHealth apps. For users, it ensures that the app provides reliable and accurate
information, while developers can ensure that the developed app serves its intended purpose. We
also found that reliability and validity aspects in eHealth apps have been significantly influenced
by the usability and accessibility guidelines and evaluation methods.
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In 2018, Nouri et al. [41] conducted a systematic literature review on tools and methods for
evaluating the eHealth apps’ reliability and validity aspects. They identified thirty-eight primary
assessment criteria and consolidated them into seven higher-level classes – Design, Information/-
Content, Usage, Functionality, Ethical issues, Security and Privacy, and User-perceived value. The
authors pointed out that in-app heterogeneity features can negatively impact eHealth apps’ reli-
ability and validity. They then suggested a set of recommendations to improve the distinctness
among features for better apps. A similar review was conducted in [42] for clinically accessible
apps to help clinicians quantify clinical measurement and test app reliability and validity.
Recently, Nurgaliva et al. [43] conducted a comprehensive scoping review for the evaluation

frameworks and techniques available until 2020 that assess security, privacy, and overall reliability
for eHealth apps. The study examined existing evaluation methods and encompassed research-
based guidelines, recommendations, and best practices to better support security and privacy,
facilitating more reliable and trustworthy eHealth app development. Aufa et al. [44] developed a
set of trustworthiness checklists to evaluate five reliability related sub-aspects in eHealth apps –
informational content, organizational attributes, societal influence, technology-related features, and
user control factors. They then modified some of its contents based on eHealth app stakeholders’
ratings and report the results in [45].

The European Commission has developed guidelines and criteria lists to enhance eHealth apps’
usage, development, recommendation, and evaluation by assessing their safety, quality, reliability,
and validity [39]. The Mobile App Rating Scale (MARS) [46] has become the most widely adopted
tool for systematically evaluating the quality of eHealth apps, including their reliability and validity.
Additionally, different reliability and validity elements are addressed by various standards and
guidelines [35, 36, 39], accompanied by their respective evaluation methods [47, 48].

2.4 Diverse User Issues in eHealth Apps
We define Diverse User Issues in eHealth apps as the app’s ability to be effectively used by a
wide range of users and accommodate their needs, e.g., those with varying language proficiency,
socioeconomic status, educational level, cognitive style, physical and mental challenges, gender,
age, personality, and many more [10, 11]. This also includes catering to various user requirements
appropriately integrating different technologies, methods, and practices. We found that diverse
user issues in eHealth apps are not well-categorized as discussed earlier. As a result, there exists
limited guidelines, standards, and frameworks addressing diverse user issues in eHealth apps
within the literature. Nevertheless, some works have explored the challenges related to user age,
gender, vulnerability, cultural sensitivity, language, and socioeconomic status in the eHealth app
domain [10–13].
An early human-centered eHealth app design approach for elderly users is discussed in [49].

The authors developed a mobile app prototype and evaluated its effectiveness, efficiency, and user
satisfaction. Their findings indicated that pre-assigned paths (for task completion) and guided
activities (for app usage) were more effective for end-users than self-planning/learning. Some other
works examined elderly user issues and provided similar recommendations [50]. Majeed-Ariss
et al. [51] examined young user issues in eHealth apps. The authors identified a need for more
evidence-based apps and insufficient data to assess eHealth apps’ effectiveness conclusively. They
also provided recommendations for evaluating eHealth apps to manage adolescents’ chronic and
physical conditions, including their impact on young users. A summarized set of guidelines for
age-appropriate app design were presented in [52].
Recently, Llorens-Vernet et al. [53] systematically reviewed eHealth app standards and recom-

mended guideline development strategies for addressing end-user gender, culture, and working
conditions. Grene et al. [54] emphasized the importance of designing eHealth apps with linguistic
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diversity and discussed the relative requirements. A best practice recommendation for language-
related issues in eHealth apps is discussed in [55]. Wang et al. [56] demonstrated how sex and
gender impact all aspects of health apps and discussed current best practices to address them. Some
other guidelines [26, 57] and review [58] discussed how to better address the dynamics of gender
equality in eHealth app design, development, and deployment.
Several other studies have reviewed vulnerable user issues in eHealth apps and proposed pre-

liminary guidelines to address them [22, 59]. Nadal et al. [60] investigated challenges related to
technology acceptance in the eHealth domain and proposed a Technology Acceptance Lifecycle
method to establish a common terminology and measurement framework. The guidelines for
developing geographically sensitive eHealth apps are presented in [61]. Sharma et al.[62] developed
a framework for evaluating issues in eHealth apps for low-income users. The framework facilitates
the development of culturally, educationally, and socioeconomically appropriate eHealth apps
connecting clinicians and patient advisory groups.

3 RESEARCH APPROACH
The research project progressed in three stages, as depicted in Figure 1: (i) Related work, literature
review, and app analysis; (ii) Identifying key human aspects and collecting stakeholder perceptions;
and (iii) Developing and validating guidelines to better support human aspects in eHealth apps.
The first two stages of this research have already been published; in this paper, we mainly report
the third part of this project. However, we briefly discuss the research approach for all stages to
help readers better understand the proposed guidelines development process.

3.1 Related Work, Literature Review and App Analysis
Initially, we performed an extensive Systematic Literature Review (SLR) on mobile apps and tools.
Our review was not limited solely to eHealth apps; instead, we investigated the development of all
mobile apps. This inclusive approach enabled us to understand a broad range of methodologies
and strategies, and then use them to identify relevant issues and develop solutions, locating and
synthesizing relevant academic literature in eHealth app domain. Our SLR search protocol identified
a total of 1,042 peer-reviewed academic research papers from four major software engineering
databases. These papers were subsequently filtered, and 55 high quality relevant studies were
selected for analysis, synthesis, and reporting. We investigated what methodologies have been used
to date to support app development, how these techniques have been employed, and identified key
benefits, gaps, and future research potential. These findings have been published in [3].

We then investigated a reverse engineering-based approach to analyze a total of 24,652 Android
apps, including eHealth apps to identify the underlying issues, called REACT. We adopted a
general approach that encompassed not only eHealth apps but also all types of mobile apps for
better methodological inclusivity and broader understanding. We did this by curating the well
known CHABADA dataset [63] (not obtainable from the authors) and utilizing new topic modeling
approaches. We also evaluated our approach on our newly curated dataset and discuss how our
reconstructed testing datasets and tools can be enhanced for different research purposes i.e.,
identify human aspect patterns in eHealth apps. We made our REACT dataset and tools publicly
available in [64] which provide all necessary information for replication and reuse. For example,
Dataset_1.xlsx contains all data extracted from each app. Dataset_2.xlsx includes preprocessed
and clean data, while analysis results are in Dataset_4.xlsx and MALLET Result.xlsx. The
eHealth Apps Analysis Results.xlsx file lists all the eHealth apps that were exclusively
reviewed. A curated subset of key eHealth apps linked to the guidelines it adheres to and areas
where it could benefit from further improvements is shown in Appendix A. Interested readers can
refer to our replication package in [64] and [65] for more detail.
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Fig. 1. Diagram of our enhanced eHealth app guidelines research approach

3.2 Identifying Key Human Aspects and Stakeholder Perceptions for eHealth Apps
Our literature review, app analysis, and related works (discussed in Section 3.1) indicate that
creating eHealth apps that better address end-user human aspects is an outstanding challenge.
Thus, we investigated eHealth app stakeholders (developers and end-users) perspectives on critical
challenges and benefits of incorporating human aspects into eHealth app development and usage.
We obtained our Human Subject Ethics Committee approval for these studies (Project ID: 25988
and Reference: 2021-25988-54639). In these studies, we explored how different human aspects are
being addressed in practice, identified the most important human aspects for different user groups,
and determined which ones are currently absent or poorly handled in eHealth apps through two
sets of surveys and interviews. We gathered and analyzed data from 240 online survey responses
and 25 detailed interviews within the same study, validating the results. Preliminary results of
the user study were presented at a CORE A conference [13], and the full version of the research
study has recently been published in a journal as a research article [10]. Below, we briefly present
the methods and results of this study to help readers better understand the proposed guidelines
development.

3.2.1 Surveys. We designed two distinct online surveys based on the guidelines provided by
Kitchenham et al [66]. The first survey focused on mobile app developers’ issues in supporting hu-
man aspects in eHealth apps, including suggestions and recommendations for future improvements,
while the second survey aimed to identify critical end-user issues in the current eHealth app usage
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and associated future needs. We distributed the survey links via our social media channels, within
our own network, and through our contacts who have large networks in app development, health,
education, business, and service domains. We collected participants’ views on human aspects in
eHealth apps using multiple-choice and open-ended questions. The multiple-choice responses
helped us structure the findings, identify statistical significance, and highlight differences between
different aspects. Participant answers to open-ended questions allowed us to delve deeper into
their perceptions of human aspects in eHealth apps, corresponding challenges in identifying and
addressing different aspects, sorting outstanding issues, and retrieving required actions.

3.2.2 Interviews. The first author conducted a series of interviews with participants from each
group (developers and end-users) who had consented during the surveys. Although interviewees
were selected from survey participants, there was no overlap in the roles covered between sur-
vey responses and interviews. The interviews were designed based on Seaman’s guidelines for
qualitative research methods in empirical software engineering [67]. We recruited app developers
experienced in different domains, such as front-end development, back-end development, data
processing, quality assurance (QA), project management, and so on, who consented to be inter-
viewed during the survey. For the end-user interviews, we selected different types of end-users of
the eHealth apps such as policy makers, medical practitioners, admin personnel, business person-
nel, general users from different age groups, cultural diversity, socioeconomic status, and so on,
who consented to be interviewed during the survey. The interviews were semi-structured, all the
questions were open-ended and each interview was completed in around 50-60 minutes. Interviews
had the following four parts:

❖ We initially asked demographic questions about their experience in eHealth app development
and usage. We then asked the app developers to select a mobile app development project
they had worked on and to discuss the human-centric challenges they encountered during
the project. Similarly, we asked the end-users to choose a mobile app they had used or were
familiar with and to discuss the human-centric characteristics they observed or found lacking,
including the impact of these characteristics.

❖ Secondly, we tried to identify when app developers encountered key human aspects, which
aspects were specifically found during which phase of app development and who highlighted
them. We asked end-users when they noticed human aspects related issues in a different part
of the app, e.g., UI, design, working process, and recommendation/outcome.

❖ We then tried to find out the key limitations in current app development approaches for
recognizing or handling some human aspects, and whether they use any particular design
approach, tools, coding, APIs or test cases to fix them. In contrast, we asked the end-users
how their friends and family discussed about human aspects in eHealth apps, and whether
they use additional hardware, devices or plugins to help address human aspects in eHealth
apps.

❖ We ended the interview by asking all participants for their suggestions and comments about
the interview, eHealth apps in general, and human aspects impacting eHealth apps.

The first author transcribed interview recordings and coded the contents using qualitative data
analysis software (NVivo). We combined thematic analysis with open coding to identify themes as
underlying codes emerged. We categorized the textual interview data into codes that generated
concepts and categories by comparing open-ended answers, i.e., quotes to code, then codes into
concepts (sub-themes), and concepts into categories (higher level themes).
During transcription and analysis, we invited two senior researchers to verify the initial anal-

ysis for a set of transcripts (3 end-user and 3 developer interviews) and provide suggestions for
improvement. The research fellows have over two decades of experience in academia and industry,
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specializing in digital health and software engineering. The first author then analyzed the codes and
sorted them into potential themes for all transcripts. All authors discussed the expert researchers’
suggestions along with the revised analysis to resolve differences. The code list was considered
stable when the concepts and themes reached saturation, and no new codes appeared. To reduce
bias, all authors reviewed and agreed on the final set of themes after three iterations. Themes were
chosen after the analysis was completed. Sentences unrelated to app development, app usage, and
human aspects were dropped during the coding process.

3.2.3 User Study Results. Our participants specified which human aspects need support in eHealth
apps and which are most affected, including assessed and experienced issues. We categorized survey
and interview findings about human aspects impacting eHealth apps into four high-level aspects:
Accessibility, Usability, Reliability and Validity, and Diverse User Issues. Our developers pointed
out that accessibility issues were easy to identify but challenging to cover, while diverse user issues
were hard to comprehend during the first phase of app development (requirements), and reliability
issues were harder to manage. Our end-users indicated that the app interface and performance
mainly impact accessibility and user experience, while usability and diverse user issues were least
affected by app business logic and data sources. We also found that incorporating human aspects
into eHealth app development stages is essential but time-consuming. The importance of guidelines,
checklists, or standards for incorporating human aspects into eHealth apps was highly emphasized.
Further discussion on these results is beyond the scope of this paper; interested readers can refer to
our open-source publication [10].

3.3 Developing and validating guidelines to better support human aspects in eHealth
apps

From the previous two research tasks, we found that we need an improved approach for better
supporting human aspects in eHealth apps. Thus, the final task of this research project focused on
developing improved ways to support human aspects in eHealth apps. To do this, we developed a
set of enhanced guidelines to better support human aspects in eHealth app development, aiming to
improve their effectiveness, acceptance and take-up, which we report in this paper. Our proposed
guidelines emerged from the analysis of key findings from previous research tasks and aimed to
address identified gaps in key human aspects such as accessibility, usability, reliability, and diverse
user issues. Some of these guidelines are specific, e.g., collecting minimal personal health-related
data for specific diseases. Others are more generic, e.g., considering age, gender, socioeconomic
diversity, culture, technological acceptance challenges, health literacy, and more. We framed the
guidelines based on the analysis of key findings of previous research works, e.g., evaluations of
existing methods and state-of-the-art techniques, current standards, guidelines, checklists, and
industry practices.
In the previous section (Section 2), we provided an overview of related works, including state-

of-the-art guidelines, frameworks, and evaluation methods that consider human aspects in the
eHealth app domain. In Section 4, we present our proposed set of new and enhanced actionable
guidelines, best practices, and evaluation methods for better supporting human aspects in eHealth
apps. Following that, we present collected feedback from app developers, software engineers, and
other relevant eHealth app stakeholders to evaluate and verify the proposed guidelines’ strengths,
limitations, practicality, and feasibility in real-world scenarios in Section 5. We also discuss potential
challenges and recommend future actions to produce more human-centric eHealth apps throughout
the following sections.
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Table 1. Comparison of Existing and Enhanced Guidelines

Aspect Existing Guidelines Proposed Enhanced Guidelines
Usability General usability principles focus-

ing on basic interface design.
Detailed usability metrics, including specific recommendations
for different user demographics and contextual usage scenarios.

Accessibility Basic accessibility features such as
screen reader compatibility.

Comprehensive accessibility measures including support for
cognitive disabilities, customizable interface options, and
context-aware accessibility adaptations.

Reliability Focus on basic functional reliability
and uptime.

Advanced reliability strategies incorporating user feedback
mechanisms and dynamic performance tuning.

Validity General guidelines on data accuracy
and consistency.

Enhanced validity protocols with detailed validation processes
for user-generated data and cross-referencing with medical
standards.

Diverse User
Issues

Limited considerations for diverse
user needs.

Extensive guidelines addressing diverse user issues includ-
ing cultural sensitivity, age-related adjustments, and socio-
economic status considerations.

4 GUIDELINES FOR BETTER SUPPORTING HUMAN ASPECTS
This section presents our proposed set of enhanced and actionable guidelines to better support
human aspects in eHealth app development. Table 1 illustrates the enhancements of the proposed
guidelines compared to the existing ones. The table also highlights the specific improvements and
additions made to address various human aspects more effectively in the proposed guidelines. Our
guidelines are aligned with the four high-level human aspects categories introduced in Section 2
— Accessibility, Usability, Reliability and Validity, and Diverse User Issues. We have labelled the
guidelines to enable referencing, for example, when creating design check-lists, evaluation check-
lists or defect reports. Top-level labels are A (Accessibility), U (Usability), R (Reliability and Validity),
and D (Diverse User Issues). Next level guidelines within these are labelled 1, 2, 3, ... and so on.
Finally, specific guidelines are labelled a, b, c etc. For example, Accessibility functionality guidelines
around anticipation of behaviour is guideline A.2.b.

4.1 Guidelines for Better Supporting (A)ccessibility in eHealth Apps
Careful consideration of accessibility in eHealth apps is particularly critical. Many app users may
have physical or mental challenges due to their health conditions and/or age, which can exacerbate
accessibility issues. For example, in the TeleDoc app, users with visual or motor impairments
need help inputting data, and integrating an accessible virtual keyboard with large keys and a
high-contrast interface greatly helps such users. Similarly, users with cognitive impairments benefit
from step-by-step voice-guided instructions and clear operational guidelines in the TeleDoc app.
Recognizing these challenges, we developed a set of accessibility guidelines to address them. These
guidelines are divided into content and functionality dimensions, based on the key accessibility
components in eHealth apps discussed in Section 2.1. The accessibility content guidelines address
issues related to content format, standards, hardware compatibility, user preferences, and validation.
The accessibility functionality guidelines cover aspects such as communication, predictability, com-
patibility with assistive technologies, user assistance, reversibility, motion control, programmatic
actions, testing, and feedback.

4.1.1 A.1. Accessible Input/Output. eHealth apps should facilitate accessible content and pro-
vide diverse input-output mechanisms for all users, regardless of any physical or cognitive limita-
tions they may or may not have [21, 22, 28]. We found that addressing accessibility issues related
to content and input-output in eHealth apps involves providing alternative input-output options,
adjusting presentation styles, color schemes, and fonts, properly labeling components, and ensuring
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adaptability, hardware compatibility, and user-specific customizations. Due to the diverse and
accessibility challenged nature of many eHealth app users, multiple input/output mechanisms are
particularly important.

❖ A.1.a. eHealth app components should maintain consistency to allow end-users to
better understand the app’s operation and reduce cognitive load during app use [22]. To ensure
consistency in app components, best practice standards and templates and prototypes [25]
should be followed. This is especially important for input/output, information presentation,
and the shape, size, and visual location of actionable elements. These consistencies ensure that
users use the app more confidently and effectively, aiding them in making informed health
decisions. Decision-making with health-related data means that component consistency
is critically important for effective app usage, particularly to prevent misunderstandings,
incorrect interpretations, or errors during app use.

❖ A.1.b. Default settings should accommodate standards and common patterns, such
as auto-updates running in parallel with other content; the touch targets size should be at
least 44dp×44dp; actionable elements should support different input modes; apps should
facilitate one-handed use; and auto-complete should be provided where possible for standard
inputs [68, 69]. Limiting auto-interaction should only be done when essential or to ensure app
security. For instance, in the TeleDoc app, unexpected auto-updates might cause users to miss
crucial alerts during consultations, while the lack of support for different input modes can
hinder user interaction, leading to data inconsistencies and incorrect outcomes. Following
standards and common patterns in default settings significantly mitigates these risks [53].

❖ A.1.c. Hardware should not impact eHealth app operation, and the app should auto-
matically adjust data usage, processing power, and displays to accommodate various sensors,
screen sizes, and hardware configurations [68, 69]. Due to the diverse eHealth app users and
usage contexts, many eHealth apps need to run on very diverse devices with greatly varying
sized and capable phones, tablets, wearables and even smart home devices. When hardware
doesn’t hinder the app’s functionality, the eHealth app remains appropriately accessible,
optimized, and adaptable for all users.

❖ A.1.d. Developers should prioritize supporting adaptable app features such as simpler
layouts, scalable fonts, alternate color schemes etc., that ensure eHealth app content is
visible and legible on all devices. Alternative input-output modes – such as text alternatives,
voice commands, touch gestures, sign language, captions, and audio descriptions – should
be compatible with assistive technologie and adaptable to users with diverse physical and
cognitive abilities [11, 22]. This is particularly important for users who have their devices
mounted in a fixed orientation, such as on a wheelchair arm, or those with limited motor
skills who struggle to rotate their devices but still want to access app, i.e., content format
should not affect app users.

❖ A.1.e. Users should have the flexibility to choose and adjust their input-output preferences
during app installation and switch between options as needed while the app is in use. This
adaptability is crucial, as users’ needs and preferences may change over time, or different
circumstances may require alternative configurations [28]. As noted above, users of many
ehealth apps are highly diverse, use highly diverse devices, and many eHealth apps are used
in very diverse usage contexts.

❖ A.1.f. Users should be able to track and validate their inputs through responsive design
and actions. For instance, voice commands may produce inexact results, so users should be
able to validate and correct them [25]. Users should also be able to adjust time limits without
unexpected changes in-app content or context and suppress or postpone interruptions if
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necessary. For many health-related data inputs and confirmations, accurate input is critical
and can even significantly impact user health and safety.

❖ A.1.g. Users should have the option to customize presentation styles, foreground, and
background colors, and contrast ratios to suit their needs. Enabling text resizing up to 200
percent without horizontal scrolling or content bypassing is recommended [25, 28]. For
instance, consider a visually challenged user of our example TeleDoc app with age-related
impairments. Allowing this user to customize contrast ratios, foreground, and background
colors can significantly improve the app’s operability and understandability [59] ( both are
key components of accessibility as discussed in Section 2.1). Such customization ensures
proper interaction and guarantees accurate interpretation of the TeleDoc app’s content [70],
addressing the robustness component of eHealth app accessibility.

4.1.2 A.2. Functionality and assistance. eHealth apps should integrate accessibility features
throughout the key app functionalities [13, 25]. We found that addressing accessibility issues
related to app functionality involves providing clear operation instructions, compatibility with
technologies, effective feedback loops, ensuring efficiency, accuracy, compatibility, and maintaining
a visually appealing appearance.

❖ A.2.a. Developers should provide clear and concise operational instructions within
eHealth apps that are understandable to all users. This includes using clear and straightfor-
ward language [54], enabling accessibility features such as text-to-speech or closed caption-
ing [17], and explaining complex instructions [21]. This primarily helps users with cognitive
disabilities, low literacy, and non-native speakers and ensures that apps are effective and
adequately usable by all. For instance, in the TeleDoc app, consider a user with low literacy
or a non-native speaker. Providing clear and straightforward operational instructions, along
with text-to-speech and closed captioning features, significantly enhances the app’s usability
for this user. Similarly, complex gesture controls that require multiple fingers or taps for
navigation present significant challenges for users with dexterity impairments and limited
motor disabilities [59]. Then, ensuring clear guidance on enabling accessibility features from
the outset of the app development process supports better accessibility [19].

❖ A.2.b. End-users should be able to anticipate the behavior of eHealth app elements,
ensuring that they function predictably. This guideline mainly encompasses navigation op-
tions [70] such as those hidden behind menu icons, coded with links, or embedded within list
structures, which should be easily identifiable and actionable by users of varying experience
levels and abilities. This is particularly important in eHealth apps implementing care plans,
including exercise and medication instructions.

❖ A.2.c. Assistive technologies should not change an eHealth app’s operational context
without user input. Developers need to avoid duplicate attributes in control elements for
clear recognition by assistive tools, ensuring the app performs consistently across various
devices. For instance, alternative keyboards utilizing head pointers, single switches, sip/puff,
or other specialized input devices should maintain the same functionality, regardless of the
device used. Evaluation with these devices and ideally with experienced end users of these
devices is ideal.

❖ A.2.d. eHealth apps should offer adequate assistance during data input to ensure
ease of use for all users. This includes suggesting appropriate auto-corrections when input
errors are detected [25], verifying critical inputs to minimize errors [25], and providing
context-sensitive help [71]. Accuracy in health-related data input is particularly critical in
the eHealth app domain, not only for effectiveness but also for user safety [10].
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❖ A.2.e. eHealth apps should enable users to reverse actions and offer reduced motion
control options during task completion and overall app usage. This includes options to
cancel accidental triggers through undo, abort, or backspace [72]. This feature benefits not
only individuals with disabilities, such as cerebral palsy, who may experience involuntary
movements or blind users relying on screen readers who want to disable motion control, but
also general users without any medical conditions. Additionally, it helps minimize distractions
and discomfort caused by animated or moving content [22].

❖ A.2.f. eHealth app developers should ensure all UI components have programmat-
ically accessible states, properties, and values that users can use and interact with
ease [17, 68]. For example, an image with a text description should include an ‘ALT’ tag
describing the content [25], enabling screen readers to offer audio descriptions for users who
cannot see the image [22]. Then, Notifications for changes should always be available within
the app [26].

❖ A.2.g. eHealth apps should undergo rigorous, diverse user accessibility testing and
provide user feedback. This includes offering feedback through visual or auditory cues and
availing feedback loops [28]. App developers should also collaborate with diverse users and
conduct standard accessibility testing to better ensure suitable accessibility support during
app usage [18, 27, 73].

4.2 Guidelines for Better Supporting (U)sability in eHealth Apps
Usability in eHealth apps is equally important as accessibility. Given that the audience can include
individuals with diverse health conditions or those from various age/culture/socioeconomic groups,
the app’s design and work flow should be intuitive and user-friendly. For example, in our TeleDoc
app, providing clear and simple operational instructions ensures that users with varying levels of
literacy can navigate the app effectively. Therefore, we have devised a set of usability guidelines to
address issues commonly encountered in eHealth apps. These guidelines are structured into three
primary dimensions: app design, navigation, and user support, each reflecting the key usability
components in eHealth apps as discussed earlier in Section 2.2. The app design guidelines address
considerations related to layout, color schemes, screen elements, text formatting, paragraph struc-
tures, and information organization. The navigation guidelines emphasize maintaining a consistent
app state and simplicity, providing best practices for effective user interaction. Lastly, the user
support guidelines address issues related to user requirements, the inclusion of help sections, clear
communication channels, and timely notifications.

4.2.1 U.1. eHealth App design. eHealth apps should adhere to best practice design standards
and reference guidelines, e.g., as those provided by Android [35] or iOS [36]. Our findings indicate
that addressing usability issues in eHealth app designs also requires attention to – layout, color,
graphics (screen elements), text, fonts, information, and functionalities – to ensure meaningful
presentation and appropriate functionalities [13, 28]. Due to diverse device usage by end users of
many eHealth apps, usability can easily be adversely impacted.

❖ U.1.a. eHealth apps should offer adaptable landscape and portrait orientations to
ensure consistent usability across diverse devices, users, and environments. This involves
displaying information equally well in both landscape and portrait modes [28] and allowing
users to easily adjust screens that extend beyond scroll lines [32].

❖ U.1.b. eHealth apps should utilize contrasting colors for backgrounds, contents,
icons, and labels to help users distinguish different app elements efficiently. Developers
should consider cultural acceptability for color choice and accommodate users with visual
impairments or color blindness [74]. The recommended contrast ratio for body text is 4.5:1,

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article . Publication date: February 2025.



16 Md Shamsujjoha, John Grundy, Qinghua Lu, Hourieh Khalajzadeh, and Li Li

and 3:1 for larger text such as headings [25, 28]. For some eHealth apps, the ability of users
to accurately understand charts, tables and other complex information is critical for effective
app usage.

❖ U.1.c. eHealth app elements should clearly indicate their actionability through
distinct designs. The ideal dimensions for actionable elements are 7-to-10 millimeters in
both length and width [28], with appropriate spacing to prevent accidental taps or clicks [32].
Many studies have shown over-complexity of app interfaces is a major challenge in eHealth
apps. App developers should also ensure that every element on the screen serves a purpose,
provide selectable options for data input whenever possible, and minimize extraneous text,
graphics, and animations from the front screen [10, 11].

❖ U.1.d. eHealth apps should use clear language (well-known terminologies), appropri-
ate text format, font size, and line spacing for better supporting readability. App users
should easily distinguish between headers and paragraph text [37]. Adhering to platform
standards such as 17-point text for iOS, 14-scale text for Android paragraphs, and 1.2 times of
font’s height line spacing is recommended [35, 36]. Easy user access to definitions of complex
health terms, explanations of visual data presentation, and ability to ask for assistance are
highly recommended [10].

❖ U.1.e. eHealth app developers should facilitate information grouping (clustering)
in app information and content presentations. This involves emphasizing essential app
elements [12], presenting information above the scrolling line [32], and avoiding long para-
graphs to ensure that key information and app functions remain visible on the screen during
usage [28, 74]. For instance, in the TeleDoc app, consolidating information such as upcoming
appointments, recent consultations, and prescription refills onto a single screen allows users
to quickly access relevant details without excessive scrolling. This streamlined presenta-
tion significantly enhances both the app’s usability and overall user experience. Leveraging
the health condition the app targets to structure presentation of information may assist
developers to improve usability.

4.2.2 U.2. eHealth App navigation. eHealth app developers should prioritize intuitive and seam-
less navigation to enable users to complete their desired tasks effectively. Our findings suggest that
addressing usability issues in eHealth app navigation entails addressing issues for destination paths
and states [28], actions required for task completion [38], and adhering to established standards
and best practices [74]. When implementing a care plan for a health condition in an eHealth app,
characteristics of the health condition and associated care plan steps may be leveraged to assist in
more intuitive app navigation design.

❖ U.2.a. eHealth apps should enable users to determine their current location within
the app and provide straightforward navigational paths to reach desired destinations.
This involves providing clear indications of the user’s position within the app and imple-
menting best practice principles, such as temporal locality, which facilitates faster access
to recently accessed screens, and spatial locality, enabling direct access to screens closely
related to the current screen [33, 34]. Leveraging characteristics of the health condition and
associated care plan steps may assist in more intuitive app navigation design.

❖ U.2.b. eHealth app developers should streamline navigation and minimize user
interactions within eHealth apps for more effective task completion. This includes reducing
the number of taps, swipes, or screens required for tasks and offering reversible actions to
return to previous pages [72]. Furthermore, the app should present user-friendly options for
registration, common types of health data entry, recovery, re-entry, and storage, with each

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article . Publication date: February 2025.



Better Supporting Human Aspects in Mobile eHealth Apps: Development and Validation of Enhanced Guidelines 17

option clearly communicating its purpose [28]. Common terminology and appearance of
health-related inputs and outputs across eHealth apps will assist users of the apps.
For example, in the TeleDoc app, a feature that allows users to book an appointment or
schedule a consultation with a one-click reschedule button and pre-filled patient information
significantly enhances usability and efficiency. This is particularly beneficial for users with
limited technological proficiency or physical impairments, ensuring a seamless and accessible
experience.

❖ U.2.c. eHealth apps should incorporate familiar menu designs. This includes placing
menus on the top or left side of the screen or using a hamburger icon [28, 37]. Additionally, en-
abling end-users to bypass detailed instructions, non-essential information, and unnecessary
personal data entry enhances app usability, particularly for users with cognitive disabilities,
low literacy, and limited technological proficiency [50, 74]. Furthermore, offering returning
users the option to skip registration, onboarding, and walkthrough tutorials improves overall
app usability [28, 32].

4.2.3 U.3. User support. eHealth apps should ensure comprehensive technical support and help
features to prevent user dissatisfaction and improve overall app usability. We found that addressing
user support-related issues involves providing a well-structured help section, offering feedback
during app usage, supplying walkthrough materials, assisting with feature customization, and
delivering notifications for critical events such as abnormal health conditions or user-specified
reminders and alarms [10, 33].

❖ U.3.a. eHealth apps should feature a comprehensive and concise help section to assist
end-users. This includes offering informative links for complex issues [37], pop-ups with
suggestions [32], health condition taxonomies [11, 12], health condition definitions [29],
step-by-step guidance for addressing technical problems, error messages and app usage [10],
and incorporating visual aids, e.g., charts, graphics, or videos to complement text-based
descriptions and explanations of app functions [68–70]. Assistance-related communications
should be presented clearly and concisely using language understandable to all users, irrespec-
tive of their background, expertise, or medical condition [55, 62]. For example, in the TeleDoc
app, providing a comprehensive help section with pop-ups for suggestions, step-by-step
guides for troubleshooting, and instructional videos ensures that users, regardless of their
technical proficiency or medical background, can easily understand and utilize the app’s
features, significantly enhancing their app usage experience.

❖ U.3.b. eHealth apps should provide notifications for critical events or changes within
the app to keep users informed about them. This includes alerts for low storage or battery,
necessary data deletion, registration requirements, feedback reception, or errors [28]. No-
tifications should adhere to best practices, such as displaying near input fields or in top or
side panes of the app, while non-urgent notifications should not obstruct or disrupt app
operation [25]. Then, app update notifications or new feature announcements are essential
in eHealth apps but can be deferred or ignored without affecting critical app functions [75].
Furthermore, users should be able to customize notifications for various events based on their
preferred settings [38]. As many eHealth apps may be used in diverse contexts, pro-active
warnings may better assist users e.g. charge before leaving home / time of day vs at set
battery level.

❖ U.3.c. Reminders and alarms in eHealth apps should be designed to capture users’
attention effectively. This involves utilizing redundant signals and requiring users to ac-
knowledge them before continuing with other tasks within the app [28]. Implementing
such a design strategy ensures that users are consistently aware of important events such
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as medicine intake or doctor appointments. Linking reminders and alarms to health care
plan steps and step information may assist users to better adhere to care plans, especially
important for the eHealth app domain.

❖ U.3.d. Informing users of minimum system requirements is crucial for eHealth app
effectiveness. Users should know the necessary prerequisites during installation or setup,
such as password requirements, data entry, storage space, and operating system updates [28].
Testing connectivity to diverse devices e.g. wearables, sensors needed for a number of eHealth
apps is essential as this is a very common usability problem for users [76].

4.3 Guidelines for Better Supporting Reliability and Validity in eHealth Apps
Ensuring reliability and validity in eHealth apps is crucial, as they significantly influence users’
trust based on the app’s consistent performance and the authenticity of its information. For
instance, in our TeleDoc app, clear communication about data handling practices and transparent
privacy policies build user trust. This gives users confidence that their data is appropriately used
and protected, leading to greater uptake and usage of the app. To address these issues, we have
developed a set of reliability and validity guidelines categorized into app information, disclosure,
development, and maintenance. Each segment reflects the core reliability and validity components
discussed earlier in Section 2.3. Within the app information segment, the guidelines emphasize
content clarity, compliance with established standards, user consent, and thorough verification
processes. The development segment explores clear communication, timely updates, user safety
assurances, rigorous data privacy protocols, strict policy adherence, and efficient feedback channels.

4.3.1 R.1. App information and policies. eHealth apps should guarantee reliable and valid
information to establish trust and credibility in user communities. We found that addressing the re-
liability and validity of information in eHealth apps involves verifying the accuracy and consistency
of data [39], maintaining transparency in sources [44, 45], updating content regularly [40], and
ensuring adherence to policies and guidelines for user safety and privacy [42, 48]. In the eHealth
domain, adherence to these is especially critical due to the education, monitoring and/or treatment
applications of the apps.

❖ R.1.a. Developers should ensure transparent and truthful eHealth app descriptions.
This includes providing accurate information about the app’s capabilities [48], avoiding
misleading claims [77], and explicitly pointing out any relevant disclosures [39]. This approach
helps users make informed decisions, builds trust within the user community, and ensures
the app is used effectively and as intended. For many users, maintaining trust of the app is
essential to ensure appropriate take-up and usage [11].

❖ R.1.b. eHealth app developers should document all health-related content with
references to support better credibility of information, users’ trust, and overall effectiveness.
This includes citing recognizable, authentic, and credible sources [28], especially health-
related ones, aligning content with current practices [25, 42], and providing documentation
for content formulation when sources are not identifiable [39]. This primarily helps users
verify the app’s information’s trustworthiness and ensures that the app adheres to required
regulations [10, 77]. For example, in the TeleDoc app, documenting all health-related content
with references to credible sources ensures that users can trust the information provided.
This practice enhances the app’s credibility, builds user trust, and ultimately boosts their
confidence and reliability in using the app for health-related decisions.

❖ R.1.c. eHelath app users should be able to clearly distinguish between app informa-
tion and any advertising via clear and distinct designs and presentations within app, i.e.,
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incorporate transparent advertising practices. This includes placing advertisements unam-
biguously [39], complying with regulatory requirements and copyright policies and disclosing
any advertising within the app [78]. This primarily helps users avoid confusion between
educational content and promotional material. Then, misleading users with false claims or
overemphasizing the benefits of advertised products can create distrust and hinder the app’s
overall effectiveness [10, 13].

4.3.2 R.2. App development and maintenance. eHealth app developers should prioritize
continuous maintenance to ensure consistency and accuracy of outcomes, particularly in data
collection, measurement, recommendations, and results. We found that addressing such issues
entails updating security patches, enhancing app functionality, and resolving bugs to avert data
breaches [28, 47].

❖ R.2.a. eHealth app developers should emphasize regular content updates and com-
municate key changes in the app to the users. For example, in the TeleDoc app, providing
regular content updates and clear communication about key changes ensures that users are
always informed about the latest clinical recommendations and guidelines. Additionally, by
validating and explaining deviations from the original guidelines, the TeleDoc app helps users
understand the relevance of updates, building trust in the app’s information. This approach
significantly enhances user confidence and reliability in using the app for health-related deci-
sions. Addressing content update needs involves adhering to protocols [78], informing users
of significant changes resulting from updated clinical or medical guidelines [42], validating
and explaining any deviations from the original source [48], and providing credible sources
to support recommendations [39].

❖ R.2.b. eHealth apps should appropriately integrate with other healthcare informa-
tion systems, such as electronic health records, without compromising data security or
user privacy. App developers should ensure proper interoperability [79], employing stan-
dardized protocols [28] and formats for data exchange and other essential communication
processes [78]. Increasingly health apps interact with wearables, smart home sensors or
similar technologies, and a common problem reported by users are connectivity issues [76].

❖ R.2.c. eHealth app developers should prioritize the following of safety guidelines
throughout the development process. Addressing safety concerns involves considering users’
conditions and offering relevant information to help them make informed decisions [39].
This also involves providing clear instructions on app usage and outlining potential risks and
side effects, and providing contact details (of developers or customer service) in case users
encounter issues while using the app [28].

❖ R.2.d. eHealth apps should collect minimal personal data required for app functionality
and proper operating. For example, a medication tracking app may only needs to collect the
name of the medication, dosage, and frequency, sometime user age, not the user’s address,
phone number, or other personal information. Addressing related privacy concerns involves
limiting the app to share the user data with third parties [43, 78], fostering trust, and empow-
ering them to decide which data should be stored, deleted, or processed i.e., end-users should
have complete control over their own information [12, 44]. eHealth apps should not store
data for longer than it is needed and should not pass it to third parties without explicit user
consent.

❖ R.2.e. eHealth app developers should emphasize user privacy in app design and devel-
opment, consequently, their usage. This involves adopting practices such as anonymizing and
encrypting app-generated data, protecting users’ personal information from unauthorized ac-
cess or theft by ensuring non-identifiability, even in potential security breaches [39, 80]. Clear
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and consistent and usable privacy policies should be provided using language understandable
to end users.

❖ R.2.f. eHealth apps should always maintain transparent terms of service policy
statements, using easily understandable language free from technical jargon and legal terms.
Displaying policy statements during the app onboarding process and conveying information
about data handling practices is strongly recommended [28, 78, 80]. It should be very clear to
users what they are consenting to when using the app.

4.4 Guidelines for Better Supporting (D)iverse User Issues in eHealth Apps
The diversity of eHealth app users necessitates an emphasis on catering to their diverse needs.
Our proposed guidelines for Diverse User Issues (defined in Section 2.4) encompass human aspects
in eHealth apps addressing issues related to – age, gender, culture, language, cognitive style,
working conditions, socioeconomic diversity, technological acceptance challenges, vulnerable users,
marginalized people, and health literacy. For example, in our TeleDoc app, incorporating age-
appropriate designs, multilingual support, and culturally sensitive health advice ensures that users
of different ages, languages, and cultural backgrounds can effectively use the app, enhancing their
overall experience. We do not explicitly mention the term ‘user experience’ in the guidelines, but it
is encompassed throughout, particularly when discussing presentation, functionality, performance,
and interactive behavior issues.

4.4.1 D.1. User age. eHealth apps should cater to users of varying ages and recognize that elderly
users may have distinct needs and preferences compared to younger users and app developers. Our
findings suggest that addressing age-related concerns in eHealth apps involves better interface
design, feature set customization, component adherence, and availing personalized experiences [81].
Any apps to be used by children require appropriate privacy and safety considerations, as well as
consent of guardian and use of appropriate language and concepts.

❖ D.1.a. eHealth apps should prioritize user-friendly interfaces tailored to user age,
e.g., larger font sizes and simplified navigation for elderly users [70], audio prompts and
reminders for individuals with visual or cognitive impairments [82], and age-appropriate
designs for younger users [51].

❖ D.1.b. eHealth apps should ensure age appropriate user engagement. This involves
integrating social media platforms and interactive component such as chatbots [28]. We found
that connecting users with peers facing similar health concerns or interests enhances their
experience and encourages app usage [10, 13]. App developers can follow the standard and
best practice examples to achieve this [25, 35, 36]. Incorporating social media features, such
as sharing achievements, joining support groups, or connecting with healthcare professionals,
can make eHealth apps more effective.

❖ D.1.c. eHealth apps should collect user age ranges during onboarding and customize
app components to address age-specific needs, which enhance overall user satisfaction and
app effectiveness. For example, in the TeleDoc app, collecting user age during onboarding
allows the app to provide tailored advice and features. Younger users receive interactive
health education tools, while elderly users get medication reminders and easier access to
medical consultations. Additionally, this ensures that users under the age of consent require
a guardian’s permission for treatments and data provision. This process includes proper
age data collection, its intended use, and implementing protective measures [78]. Regular
automatic updates of user age information can enable relevant, age-specific recommendations
and actions, particularly when utilizing machine learning algorithms [3, 10].
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4.4.2 D.2. Gender identity. eHealth apps should carefully consider gender-based user preferences
and needs, presenting features and information tailored to various genders while upholding an
inclusive atmosphere. This involves personalizing the user experience, supplying pertinent health
resources, nurturing support and recognizing diverse gender identities within user communities [56,
58].

❖ D.2.a. eHealth apps should enable users to self-identify their gender. For example,
in the TeleDoc app, allowing users to self-identify their gender helps provide more person-
alized health recommendations and services. This approach not only addresses the threat
of developers’ unconscious biases and gender-based presumptions but also ensures that the
app provides appropriate advice for certain health conditions and remains inclusive to the
diverse needs of its user base. [57].

❖ D.2.b. eHealth app developers should consider that not all users are identified as
male or female and should accommodate users of diverse gender identities by refraining
from gendered language that could exclude non-binary or transgender individuals. This
involves utilizing gender-neutral terms like ‘they’ or ‘the user’ in the documentation and
information presentations instead of gender-specific pronouns like ‘he’ or ‘she’ [56].

❖ D.2.c. Developers should test and evaluate eHealth apps to uncover instances where
language, imagery, or features inadvertently exclude or misrepresent specific gender identities
before app release. This allow app developers to rectify the issues and create a genuinely
inclusive and pertinent eHealth app for users of all genders [57, 58].

4.4.3 D.3. Language and communication. eHealth apps should cater to users with various lan-
guage and communication needs, which entails providing multilingual support, ensuring linguistic
appropriateness in medical language usage, language complexity, and offering clear explanations
for different terms [54, 55].

❖ D.3.a. eHealth apps should address language concerns appropriately, including multilin-
gual assistance and linguistic diversity. This involves enabling users to choose their preferred
language during onboarding, allowing them to conveniently switch between languages at
any time while using the app [54, 83].

❖ D.3.b. eHealth apps should utilize simple language structures and minimize technical
jargon or medical terminology to convey health information clearly and effortlessly [55].
For instance, while reminding users about their vaccine schedule, the TeleDoc app should
use simple language such as ‘It’s time for your vaccine shot’ instead of ‘You need to book a
consultation to update your immunoprophylaxis’. This approach ensures users understand
the importance and timing of their vaccines without being confused by complex terms [54]

❖ D.3.c. eHealth apps should clarify any medical or technical terms, enabling diverse
users to understand better the information presented. For instance, in our running vaccina-
tions example, the TeleDoc app might clarify the importance of a vaccine by explaining its
protective role against certain diseases and outlining its potential risks and benefits. This
approach ensures that users are fully informed about why the vaccine is necessary, how it
helps prevent illness, and what to expect in terms of possible side effects [54].

4.4.4 D.4. Cultural diversity. eHealth app developers should prioritize addressing users’ cul-
tural diversity in app design and development processes. This involves addressing distinct user
communities’ social values, beliefs, and norms [10, 84].

❖ D.4.a. eHealth apps should avoid cultural stereotypes or assumptions that might offend
or alienate app users based on their cultural heritage. A development team having varied
cultural backgrounds can better address cultural perspectives in the developed apps [13, 85].
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At the least, evaluation of eHealth apps with diverse users and user personas should be
undertaken prior to release or update release.

❖ D.4.b. eHealth app developers should consider addressing the cultural sensitivity,
including diverse concepts of health of app users during app design and development.
This involves assessing user cultural context, adapting relevant information and resources,
and incorporating features that accommodate cultural beliefs and healthcare practices [84].
For instance, the TeleDoc app could provide culturally appropriate healthcare advice by
offering tips for managing health during cultural events like Ramadan or Diwali. The app
might include reminders to adjust medication schedules around fasting hours in Ramadan
or provide dietary advice that aligns with users’ religious practices. Additionally, the app
should offer health recommendations that consider dietary restrictions and guidance tailored
to users cultural and religious practices.

❖ D.4.c. Testing and evaluating eHealth apps with participants from diverse cultural
origins is recommended to identify unintentional biases or assumptions and enable devel-
opers to address these issues [27].

4.4.5 D.5. Cognitive style and working conditions. eHealth apps should consider the diverse
cognitive styles and working conditions of end-users. This involves catering various learning
preferences incorporating adjustable settings[86], and ensuring seamless integration with different
work settings of user that fosters app efficiency, accuracy, and satisfaction [39].

❖ D.5.a. eHealth app developers should prioritize strategies to reduce users’ cogni-
tive load during app interactions, especially when completing tasks or following up on
recommendations and outcomes. For instance, when designing a mental health care app
like ‘Wysa [87]’, developers should consider users who might face challenges managing
anxiety or depression. These intuitive work processes, interfaces, instructions, and simplified
navigation aid users in focusing on their health issues without feeling overwhelmed of app
usage [70, 86].

❖ D.5.b. eHealth apps should incorporate adaptable solutions for dynamicwork process
implementing needs of their diverse user base. For example, our running mental health
management example app, could offer visual cues to guide users through breathing exercises
to alleviate anxiety when identifying related symptom [17, 88].

❖ D.5.c. eHealth apps should address the varying working conditions of app users. This
involves providing app features and content tailored to user contexts, ensuring users can
access context-specific information based on their work environments [71]. For instance, our
running mental health example app could offer clinical guidelines when used by doctors while
providing resources for addressing mental health issues in emergency response situations
when used by firefighters [10, 37]. This is similar for our TeleDoc app as well. The app could
offer different interfaces and resources when used by patients at home versus healthcare
professionals in a clinical setting, ensuring each user group receives relevant information
and support tailored to their needs.

❖ D.5.d. Determining user working conditions dynamically can be challenging, but the
modern sensor and AI-based technology may facilitate easy automation [10, 12]. For example,
the mental health app could utilize microphone sensors to monitor the ambient noise levels
of their users and act accordingly. Similarly, the TeleDoc app could utilize GPS sensors to
detect if a user is at home or traveling and adjust appointment reminders, a nutrition app
could analyze the time of day for meal plan recommendations, or a sleep tracking app could
employ accelerometer sensors to identify non-standard work hours.
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4.4.6 D.6. Socioeconomic diversity. eHealth apps should consider the socioeconomic issues of
end-users. This entails adapting to their financial and educational circumstances [11, 62], collab-
orating with community organizations during app design and development [10], and leveraging
user data for targeted services in diverse socioeconomic contexts [61].

❖ D.6.a. eHealth app developers should address concerns related to users’ educational
levels, living situations, incomes, and other socioeconomic factors. For instance, apps
targeting common health issues like fever, headache, and nausea should provide easy-to-
understand information [55] and recommend affordable remedies for users with limited
healthcare access [61]. Similarly, the TeleDoc app could include a feature to recommend
cost-effective healthcare options and generic medications for users with limited income,
ensuring that they receive necessary care without financial strain.

❖ D.6.b. Determining users’ socioeconomic conditions is challenging, and providing app
service accordingly is not trivial. However, analyzing factors such as device configuration,
geo-location data, and mobile carrier data can assist developers in understanding user so-
cioeconomic conditions [10, 11], allowing them to tailor app services to suit different user
groups based on these findings.
D.6.c. Developers should collaborate with community-based organizations during
app design to gather valuable insights into user needs and preferences. As trusted informa-
tion sources, these organizations can also enhance awareness of eHealth app services and
benefits [39, 42], reaching a wide range of user groups, including those who might be hesitant
to try eHealth app services, particularly users in underdeveloped and rural areas who depend
heavily on their community leaders [54].

4.4.7 D.7. Technological acceptance challenges. eHealth apps should address technological
acceptance challenges to ensure seamless operation and user satisfaction. This involves tackling
issues related to devices, operating systems, platforms, updates, and incorporating intelligent
systems.

❖ D.7.a. eHealth apps should function equally well across various devices, operating
systems, and hardware and software versions. For instance, our example TeleDoc app should
perform equally well on smartphones and tablets with different screen sizes, adapting the
interface and functionality for different platforms such as iOS and Android. Otherwise, users
may experience compatibility issues, leading to reduced user satisfaction, limited adoption,
and potentially causing adverse outcomes due to a suboptimal user experience [60, 89].

❖ D.7.b. eHealth apps should incorporate interactive forms or automated tools to guide
users through data collection processes, addressing technological acceptance challenges and
enhancing user experience [10, 60].

❖ D.7.c. App developers should conduct compatibility and performance optimization
testing to ensure that developed eHealth apps are tailored to users’ needs and expectations
while addressing technological acceptance challenges, or it will decrease trust in the user
base, lower adoption rates, and potentially compromise patient care [10, 12, 24].

❖ D.7.d. eHealth apps should be routinely updated to adapt to current technologies, related
challenges and integrate features following a formal release and update process [78], ensuring
that updates resolve identified technical issues and bugs without negatively impacting app
usage [60].

❖ D.7.e. Addressing technological acceptance challenges in eHealth apps can be costly.
Agile methodologies, which involve breaking down projects into smaller sprint phases, use
of feedback loops and compatibility testing, significantly help developers to solve relative
technical issues as they arise, and manage project budget and deadlines [26, 28].
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4.4.8 D.8. Vulnerable users, marginalised people and health literacy. eHealth apps should
address the unique challenges faced by vulnerable and marginalized user groups, ensuring that
features and design elements cater to their needs and overcome physical, cognitive, and emotional
barriers [22].

❖ D.8.a. eHealth apps should address health literacy challenges for vulnerable and
marginalized user groups, as discussed earlier. This includes using plain language for users
with limited health literacy [54], incorporating culturally appropriate visual aids [84], and
providing contextually relevant health information [90] tailored to the specific needs of these
user groups.

❖ D.8.b. eHealth app developers should actively collect feedback from vulnerable
and marginalized users during app development to identify areas where the eHealth app
may not adequately meet their needs. For instance, an app designed for maternal health
care such as ‘Healofy -Pregnancy & Parenting [91]’, may need to account for community
practices and beliefs of racial and ethnic minorities, which can only be identified by gathering
input from these user groups. Similarly, the TeleDoc app could include tailoring features for
non-native speakers, improving connectivity for rural users with light versions of the app,
and offering culturally sensitive telemedicine services. This also helps enhance culturally
sensitive in the apps [28], such as including traditional practices for indigenous communities
during pregnancy, or providing baby birth information on healthcare access procedures for
immigrants and refugees [13, 86].

5 EVALUATION OF THE PROPOSED GUIDELINES
We conducted an online survey among expert app developers, software engineers, and other relevant
eHealth app stakeholders to evaluate the effectiveness of the proposed guidelines in producing
more human-centric and effective eHealth apps. The study was approved by Monash University
Human Research Ethics Committee (Project ID: 36592).

In the survey, we assisted the respondents with definitions of the eHealth app and human aspect.
We also shared our guidelines with the participants via publicly accessible links. Initially, we
collected demographic information from our respondents, but no identifying information was
collected. This helped us to decide whether we had reached our target audience and how closely
the collected samples represented the target population. Following this, We collected participants’
views and assessment on the proposed guidelines using multiple-choice and open answer questions.
We explicitly asked the participants to assess the applicability of the proposed guidelines in practice,
provide feedback on the guidelines’ strengths and limitations, and suggest future improvements.
The responses to the multiple-choice questions helped us in organizing the evaluation results
(findings and ratings), determining statistical significance, and assessing various segments of the
guidelines. Meanwhile, participant responses to open-ended questions enabled us to gain a deeper
understanding of their assessment of the proposed guidelines, addressing outstanding issues, and
identifying necessary actions for future implementation. We have a clear understanding of the
diverse needs and challenges faced by different user types from our previous works [12, 92], which
we have integrated into our guidelines assessment.

Table 2 presents a relative ranking and measurement criteria for each guideline to facilitate
more effective eHealth app development. The guidelines are categorized into three levels: Critical,
Important, and Helpful. This ranking assists developers in prioritizing efforts and in systematically
assessing app implementation in practice. Guidelines ranked as Critical are essential for the func-
tioning, safety, and usability of all eHealth apps. Such guidelines directly impact user experience,
accessibility, and data integrity. For example, in the TeleDoc app, clear operational instructions
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Table 2. Ranking and Summarized Subjects for the Proposed Guidelines

Item Subject Rank Item Subject Rank
A.1.a Component consistency standard Critical A.1.b Customizable default settings Important
A.1.c Optimal hardware configurations Critical A.1.d Adaptable features and assistive tech. Important
A.1.e Input-output preferences Critical A.1.f Input validation and tracking Critical
A.1.g Presentation styles and accessibility Important A.2.a Operational instructions Critical
A.2.b App behavior predictability Important A.2.c Performance consistency Critical
A.2.d Data input assistance Critical A.2.e Reverse actions and motion control Helpful
A.2.f Programmatically accessible component Critical A.2.g Accessibility testing and user feedback Critical
U.1.a Adaptable orientations Important U.1.b Color contrast for app elements Critical
U.1.c Design for app elements actionability Critical U.1.d Language and text format Critical
U.1.e Information grouping Important U.2.a Location and navigational paths Critical
U.2.b Streamlined navigation Important U.2.c Menu designs standard Important
U.3.a Comprehensive help section Critical U.3.b Notifications for events Critical
U.3.c Reminders and alarms Important U.3.d System requirements information Helpful
R.1.a App descriptions Critical R.1.b Documentation and reference Important
R.1.c Information and advertisement Helpful R.2.a Content updates and communication Critical
R.2.b Integration with existing systems Critical R.2.c Prioritize safety guidelines Critical
R.2.d Personal data collection Important R.2.e User privacy issues Critical
R.2.f Terms of service policy Helpful D.1.a Age-tailored interface design Critical
D.1.b User engagement Important D.1.c Age-tailored customization Helpful
D.2.a Gender identification Critical D.2.b Gender-neutral documentation Helpful
D.2.c Gender inclusive evaluation Important D.3.a Multilingual assistance Critical
D.3.b Language structure Important D.3.c Clarification of terms Critical
D.4.a Cultural stereotypes avoidance Critical D.4.b Cultural sensitivity context Critical
D.4.c Testing with participants Important D.5.a Strategies for cognitive load Critical
D.5.b Adaptable and dynamic solutions Important D.5.c Users working conditions Critical
D.5.d Sensors and AI usages Important D.6.a Socioeconomic factors in app design Critical
D.6.b Data analysis to know user conditions Important D.6.c Community collaboration Critical
D.7.a Equal functionality Critical D.7.b Interactive form or automated tool use Important
D.7.c Test compatibility and performance Critical D.7.d Routine app update Important
D.7.e Technological acceptance challenges Critical D.8.a Health literacy challenges Critical
D.8.b Feedback collection Critical

(A.2.a) were implemented during the early stages of development to ensure accessibility for users
with varied levels of technological proficiency. Similarly, transparent and accurate app descrip-
tions (R.1.a) were prioritized to enhance trust and support informed decision-making. In contrast,
Important guidelines are necessary for proper operation and overall effectiveness, but are more
context-dependent and developers may chose to implement them progressively. For instance, in
TeleDoc, flexible features (D.5.b: adaptable and dynamic solutions) were introduced at later stages
of development to accommodate diverse needs. The Helpful guidelines are valuable but have a
lower impact on functionality and user experience. They can be implemented as resources become
available. For example, in TeleDoc, optional features such as motion control (A.2.e) or gender-
neutral documentation (D.2.b) were added later to enhance user convenience and engagement. In
practice, an app development team should begin by addressing Critical guidelines to establish a
robust and reliable foundation. They would then incorporate Important guidelines, focusing on
refining features to better serve a diverse user base. Finally, they could adopt Helpful guidelines.

Table 3 presents a systematic mapping of the identified use cases to their corresponding guidelines.
Each use case – such as voice-guided instructions, text-to-speech features, and simplified interfaces
– aligns with specific guidelines it addresses. This mapping assists app developers in understanding
the practical application of these guidelines and demonstrates how the use cases exemplify them in
real-world scenarios.
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Table 3. Systematic mapping of use cases to the guidelines

Use Cases Accessibility
(A.x)

Usability
(U.x)

Reliability/
Validity
(R.x)

Diverse
user issues
(D.x)

TeleDoc: Accessible virtual keyboard (visual/motor) A.1.d, A.1.g,
A.2.f

U.1.c, U.3.a R.2.b D.7.e, D.8.a

TeleDoc: Voice-guided instructions (cognitive) A.2.a, A.2.d U.1.d, U.3.a R.2.b D.5.a, D.8.a
TeleDoc: Text to speech & close captioning (low
literacy/non-native)

A.2.a U.3.a R.1.c D.3.b, D.8.a

TeleDoc: Clear/simple instructions (varying literacy) A.2.a, A.2.b U.3.a R.1.a D.3.b, D.8.a
TeleDoc: Prevent unexpected auto-updates A.1.b, A.1.c U.3.b R.2.a D.7.d
TeleDoc: Custom contrast/colors/fonts (visual) A.1.g U.1.b, U.1.d - D.8.a
Users (cerebral palsy/ blind): Reversible actions A.2.e U.2.b - D.1.a, D.8.a
TeleDoc: One-click reschedule appointments - U.2.b - D.1.b, D.5.b
TeleDoc: Comprehensive help section A.1.d U.3.a R.1.b D.1.b, D.6.a
TeleDoc: Transparent data handling A.1.f - R.1.a, R.1.b -
TeleDoc: Document content with references - U.1.d R.1.b D.4.b
TeleDoc: Regular updates/guideline deviations A.1.a U.2.a R.2.a D.1.b
TeleDoc: Age-appropriate, multilingual, culturally sensi-
tive & age for tailored features

A.1.d U.3.a R.2.a D.1.a, D.1.c,
D.3.a, D.4.b

TeleDoc: Different interfaces (patients vs professionals) A.1.b U.1.a, U.1.d R.2.b D.1.a, D.5.c
TeleDoc: Non-native/rural/marginalized support - - R.1.c D.3.a, D.8.b
eHealth: Integrate social media/chatbots (engagement) - U.2.a, U.3.b R.2.d, R.2.e D.1.b
Wysa: Simplified interface (anxiety/depression) A.1.e, A.2.d U.3.a R.2.b D.5.a
Mental health app: Information for doctors vs firefighters A.1.b U.1.a, U.3.c - D.5.c, D.6.b
Mental health app: Microphone sensors (ambient noise) A.1.a, A.1.d U.3.d R.2.b D.5.d, D.7.a
eHealth app: Interactive forms (tech acceptance), Afford-
able remedies (low-income), Community collaborations,

A.1.e, A.2.D U.1.c - D.2.c, D.6.a ,
D.6.c, D.7.b

Healofy: Simple language & visuals A.1.d, A.2.d U.3.a R.1.a, D.5.a, D.8.a
Maternal health app: Feedback, minority communities,
traditional practices

A.2.g - R.2.f D.2.c, D.4.c,
D.8.b, D.7.c

5.1 Pilot Study Analysis Results
After obtaining ethics approval, we conducted a pilot study among the target population to identify
any issues with the survey design and assess the clarity of the questions and response options. Our
pilot study participants were generally satisfied with the survey, two typos in writing were pointed
out, and no suggestions were received to reform the questionnaire or response options.
Table 4 summarizes the pilot study evaluation results. The five pilot study participants had

significant experiences in industries, with three having more than five but less than ten years of
experience and two having ten-plus years of experience. They worked in various eHealth app
sub-domains, as summarized in the table’s seventh row.
In the pilot study, respondents from four countries expressed satisfaction with the proposed

guidelines for managing human aspects at different stages of eHealth app development. Of the five
developers, 80% indicated they were happy to use the guidelines with high confidence, while the
remaining 20% said they would use them confidently. Additionally, all participants agreed that the
guidelines were helpful in addressing human aspects in eHealth apps.
Two participants suggested adding regulatory checklists for AI and API usage in eHealth apps

in the next version of the guidelines. Another participant recommended regularly updating the
guidelines to stay aligned with current best practices. Two emphasized the importance of providing
training and support through tutorials, open-source materials, and videos. We excluded these pilot
study responses from the results presented in the remainder of this section.
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Table 4. Summarized results of the pilot surveys for guideline evaluations

Criterion Results

Et
hn

og
ra
ph

ic
In
fo
rm

at
io
n Countries Australia (20%), Bangladesh (40%), Singapore (20%), USA (20%)

Age groups 31-40 (60%), 41-50 (40%)
Gender Male (40%), Female (60%)
Qualification Bachelor (60%), Masters or Above (40%)
Current role Programmer and UIs’ developers (40%), Software architect (20%), Business consultant

(20%), Project manager (20%)
eHealth domain
experience

5-10 years (60%), 10+ years (40%) in industries
Domains: Telehealth and telemedicine, Consumer health IT data, Health and Fitness
tracking, Virtual healthcare, Electronic Medical Records, Health app for social
activities, Mobile health decision making, Health IT systems

V
ie
w
s
on

th
e
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Assist Developers Strongly Agree (96.67%), Agree (3.33%)
Observations: Easy to follow, need to be compact a bit more.

Key aspects
management at app
development phases

Extremely helpful (84%), Very helpful (12%), Helpful (4%)
Observations: Guidelines have – explore key human aspects in a structured way,
strong focus on usability and UX, aligned best practices, provide a foundation to
produce effective and engaging eHealth apps.

Confident on using
our proposed
guidelines

Highly confident (80%), Confident (20%)
Observations: Guidelines are – well-structured, can significantly improve the quality
of produce eHealth apps to meet the diverse user needs.

Overall Feedback The proposed guidelines represent a comprehensive and advanced approach for
addressing key issues in human-centric eHealth app development, surpassing existing
guidelines with their completeness and integration of best practices.

5.2 Survey Participants
We distributed the survey links to our industry contacts and professionals from renowned software
development companies worldwide. We also requested that they disseminate our survey links to
their contacts and colleagues. Additionally, we publicized our survey links via our professional social
media channels. We received over 60 online survey responses. However, we excluded incomplete
responses and those without direct or indirect app development experience. Finally, we had 35 valid
responses for our analysis. Like most software engineering studies, we used Convenience Sampling,
though did some Purposive and Snowball Sampling to increase the reach of our survey and its
representativeness [93]. Although our sample size may seem limited, this study is exploratory and
aims to identify primary trends and patterns. Similar sample sizes are commonly employed in
software engineering research [93, 94]. The range of professional backgrounds, range of diverse
eHealth app development experience, and years of experience of our respondents enhance the
credibility of their feedback on our proposed guidelines. While the findings may not be statistically
generalizable, they provide a solid foundation for future investigations. The survey questions are
available in a publicly accessible GitHub repository [65].

Figure 2(A) shows the distribution of age ranges of our survey participants. 80% of the developers
were aged between 21 to 40, while the rest were over 41. Our participants reside in 13 different
countries across five continents, and of these, 65.71% were male, and 34.28% were female. Figure 2(B)
shows the distribution of organizational size for the participating developers’ companies. Out of the
35 participants, 11 (31.43%) work for organizations with more than a thousand employees, 3 (8.57%)
work for organizations with a size of 500-1000 employees, 8 (22.86%) work for organizations with a
size of 51-200 employees, and the remaining participants work in relatively small scale companies.
These distributions show that the proposed guidelines are well evaluated with the diverse eHealth
stakeholders. A more detailed discussion is presented in Section 6.2.
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Fig. 2. Distribution of survey participants based on (A) Age range and (B) Their current organization size
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Fig. 3. Distribution of survey participants based on their current roles within their organizations.

Figure 3 shows the current job roles held by the survey participants. The most common roles
were project manager (22.85%), programmer (31.43%), requirements analyst (20%), and UI/GUI
developer (20%). In contrast, business consultant (8.57%), software architect (8.57%), app animator
(11.43%), and QA engineer (8.57%) were the least frequently reported roles.

We then found that all our survey participants either had a bachelor’s or master’s degree
in Computer Science, Computer Engineering, Information Science, Information Technology, or
Software Engineering, except for two who had their masters in Embedded System Development
and Management Information System, and one who held a Diploma in Computing and IT.
Figure 4 shows the distribution of app types that our survey participants have worked on. We

found that 45.71% of participants have worked on more than one eHealth app development project
in their careers. The maximum experience reported was 15 years in app development, with 37.14%
of participants having over 5 years of industry experience, 25.71% having 2-to-5 years of working
experience, and the rest having ≤2 years of experience.
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Fig. 4. Distribution of survey participants based on the eHealth app types they have recently worked on.

5.3 Effectiveness of Our Proposed Guidelines
We evaluated the effectiveness of our proposed guidelines using the following four criteria derived
from the survey findings:

i. Addressing key end-user issues to measure how well the guidelines identify and address
the primary concerns and challenges faced by the diverse end-users of eHealth apps, ensuring
that their needs are met appropriately.

ii. Managing human aspects at different phases of eHealth app development to evaluate
the extent to which the proposed guidelines emphasize understanding and catering to different
human aspects throughout various stages of app development.

iii. Confidence in using the proposed guidelines in comparison to existing standalone
ones, and alignment with current best practices for ease of use to ensure that the
guidelines comply with standards and regulations, and that they promote the development
of eHealth apps that are user-centric, intuitive, and effective.

iv. Evaluating the strengths, limitations, and suggestions for enhancement to understand
what the guidelines excel at, identify areas of potential improvement, and suggestion for
further refinement and evolution.

5.3.1 Addressing key end-user issues. We asked survey participants to indicate whether the
guidelines would helped them address key end-user issues in their eHealth apps. The response
options provided were: Strongly Agree, Agree, Undecided, Disagree, and Strongly Disagree. Ad-
ditionally, we requested them to list and indicate any issues that need to be added, edited, or
removed from the proposed guidelines, along with the key reasons for such suggestions. Figure 5(A)
summarizes participants’ ratings on how well the guidelines help address key end-user issues. In
this figure, we aggregated the received responses into three categories to provide a clearer summary
of participant sentiment and enhance visual clarity by merging ‘Strongly Agree’ and ‘Agree’ into
one category, ‘Undecided’, and ‘Disagree’ and ‘Strongly Disagree’ into another category.
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Our survey results indicate that most developer participants found our proposed guidelines
helpful for addressing key end-user issues in eHealth apps. On average, 85.24% agreed or strongly
agreed that the guidelines were helpful, while only 3.10% disagreed or strongly disagreed, and
11.67% remained undecided. The guidelines were found to effectively address concerns for various
user groups, such as the elderly, very young users, users with accessibility or cognitive challenges,
mental health issues, and users with limited language proficiency or discomfort with technology. As
shown in the figure, The highest agreement rate was observed for addressing users’ gender identity
(94.29%), with cultural diversity and socio-economic status also receiving strong support (82.86%
and 88.57%, respectively). Most participants (80%) found the guidelines helpful for addressing other
vulnerable users or aspects, with a small percentage (2.86%) disagreeing. Some example comments
we received include:

‘The guideline[s] discuss the needs for eHealth apps users to [cater to their] diverse human aspects and
[associated] issues, ... such as age, gender, culture, language, cognitive patterns, physical and mental
challenges, and others. ... The guidelines also [encapsulate how to well address] these varied user issues
... in eHealth apps.’ [Requirements Analyst and Project Manager]
‘I [particularly] like the guidelines on diverse user issues ... and how they were initiated with hypo-
thetical scenarios, ... the discussion of technical guidelines to address them (diver user issues) are well
[articulated and] comprehensive.’ [Programmer and QA Engineer]
‘The emphasis on eHealth apps to support the varied needs [of users] have been well-integrated in the
proposed guidelines. ... The guidelines also provide actionable insights ... [which] I found very helpful.’
[Software Engineer & UX Specialist]

Our developer participants then shared their experiences and several suggestions for addressing
key end-user issues in the eHealth apps using the proposed guidelines. For instance, a senior
developer recommended to include an executive summary of key end-user issues at the beginning
of the guidelines, and pointed that this would make developers more conscious of critical issues
when designing apps and help them quickly understand main concepts. Most participants praised
the inclusion of real-life eHealth app examples in the guidelines. One developer commented
that these examples would benefit newcomers to the field and serve as case studies. Another
participant emphasized that the guidelines enable developers to create more inclusive and human-
centric eHealth apps that cater to a wide range of user needs. Overall, the guidelines were widely
acknowledged as effective in addressing diverse end-user needs.

5.3.2 Managing key human aspects at different phases of eHealth app development. We
asked our developer participants to assess the effectiveness of our proposed guidelines in managing
key human aspects during various eHealth app development stages, i.e., requirements elicitation;
solution design; implementation - coding in; testing and evaluation; and maintenance, bug fixing
and others. They used a numeric scale from 1 to 5, where 1 stands for ‘extremely helpful’, 2 for ‘very
helpful’, 3 for ‘somewhat helpful’, 4 for ‘not very helpful’, and 5 for ‘not at all helpful’. Figure 5(B)
displays participants’ ratings of the guidelines’ effectiveness in managing key human aspects
during various eHealth app development phases. On average, the guidelines received ratings of
extremely helpful or helpful for all aspects (73.94%), with usability and accessibility receiving the
highest ratings (71.43% to 80.00% as extremely helpful/helpful). However, 25.43% of participants
were neutral or did not respond for at least one human aspect. We observed the following patterns
in the ratings across various stages of eHealth app development for different human aspects:

❖ For usability aspects, requirements elicitation, solution design, and implementation received
high ratings (extremely helpful/helpful) of 85.71%, 80.00%, and 80.00%, respectively. However,
during both the testing and evaluation phase, as well as the maintenance, bug fixing &
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others phase, the ‘helpful’ ratings decreased to 68.57%, while a notable 31.43% of participants
provided either neutral feedback or chose not to respond.

❖ For accessibility aspects, requirements elicitation and implementation both secured high
ratings (being extremely helpful/helpful) of 80.00%. During the solution design and testing
phases, the ’extremely helpful/helpful’ ratings dropped to 71.43%, while in the maintenance,
bug fixing & others phase, the ratings slightly improved to 74.29%. However, a significant
25.71% of participants either offered neutral feedback or opted not to respond.

❖ For managing reliability and validity aspects in eHealth apps, the testing and evaluation
phase recorded the highest ratings, with 80.00% of participants rating the guidelines as either
extremely helpful or helpful. In other phases of eHealth app development, the ratings for
being extremely helpful or helpful varied as follows: solution design was rated at 65.71%
as extremely helpful/helpful, with 34.29% being neutral or non-responses; implementation -
coding in was rated at 71.43% as extremely helpful/helpful, with 25.71% being neutral or non-
responses; and maintenance was rated at 68.57% as extremely helpful/helpful, complemented
by 28.57% neutral or non-responses.

❖ For addressing diverse user issues, the solution design, implementation, and testing phases
secured high ratings (extremely helpful/helpful) of 77.14%. Then, the requirements elicita-
tion and maintenance phases were rated as extremely helpful or helpful by 65.71% of the
participants. Notably, 22.86% of participants either provided neutral feedback or chose not to
respond for the solution design, implementation, and testing phases, while this percentage
increased to 34.29% for the requirements elicitation and maintenance phases.

These findings suggest that the proposed guidelines effectively assist in managing essential
human aspects throughout the eHealth app development process. The guidelines are especially
useful during the early and foundational stages of app development. However, inherent complexities
in testing, evaluating, and maintaining eHealth apps in real-world settings present challenges in
the later developmental and operational stages. Our survey participants also provided feedback in
conjunction with their ratings, highlighting aspects of the guidelines that should be added, edited,
or removed, and explaining their reasons for these suggestions. For instance, one developer felt
that the guidelines could delve deeper into accessibility testing and related issues. Another QA
engineer emphasized the importance of gathering feedback, especially for eHealth apps aimed
at minority user groups in specific regions should be more enhanced. A project manager found
socioeconomic diversity part as the key to addresses the diverse needs and challenges faced by the
eHealth app users. Some other valuable feedback we received includes:
‘The proposed guidelines ... [have the potential to guide] developers in dealing with essential human
aspects throughout app development life cycle. ... I like the specific design, navigation, and assistance
recommendation. ... I [also appreciate] the recommendation [of] including feedback loops and regular
real world user testing case, ... this is really helpful ... in early detection and address[ing] human centric
issues [during] app development.’ [Senior Software Engineering)]
‘The proposed guidelines ... meets the requirements for addressing [essential] human aspects [in
different app development stages]. ... These guidelines will be useful for producing more effective
eHealth apps.’ [User Interface Designer]
‘The guidelines propose a much-needed human-centric design approach for eHealth apps. ... It’s great
to see such valuable input coming from the [academia]...’ [Senior App Developer]
‘This guideline is [helpful in addressing] human-centric issues we face daily in developing apps and
[related] duties.’ [Programmer]
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Fig. 6. Distribution of survey participants’ ratings for the proposed guidelines on (A) Making it easy to use
in line with current best practices. (B) Their preference (confidence) of using them over existing standalone
guidelines

5.3.3 Confidence in using the proposed guidelines and aligning with best practices. In
our survey, we asked participants to evaluate the ease of use of our proposed guidelines in line
with current mobile app development and software engineering best practices for addressing key
human aspects in eHealth apps. They used a numeric scale from 1 to 5 for the evaluation, where 1
represented ‘very easy’, 2 represented ‘easy’, 3 ‘represented neutral’ (i.e., neither easy nor difficult), 4
represented ‘difficult’, and 5 represented ‘very difficult’. The participants’ ratings of their preference
are summarized in Figure 6 (A). These results shows that three-fourths of the participants (74.29%)
found the proposed guidelines either extremely easy or easy to use in line with current (best)
practices. About 22.86% had a neutral response, and one developer found them challenging due to
her usual way of working and her unfamiliarity with the concepts.
The survey participants also rated their confidence in using the guidelines over existing stan-

dalone guidelines for addressing human aspects in eHealth apps using a scale: ‘highly confident’,
‘moderately confident’, and ‘slightly confident’, and ‘not confident at all’. The participants’ ratings
of their confidence is shown in Figure 6 (B). These results show that most participants (91.43%)
expressed confidence in using the proposed guidelines over existing ones, while a small percentage
(8.57%) was doubtful. This doubt is mainly due to the adjustment they need to make from their
routine practices and the need to adopt new methods, as identified from their comments.

We also found that participants consistently praised the proposed guidelines for their comprehen-
siveness and clarity. For example, one senior developer commented that the guidelines are among
the best resources for new app developers to address human aspects with ease and confidence.
Another project manager mentioned that the guidelines would improve the development workflow
and make developers more comfortable addressing human aspects in eHealth apps. A consultant
expressed appreciation for the valuable guidelines emerging from academia and confirmed they
will soon be applicable in the industry on a large scale. One developer participant particularly ap-
preciated how the proposed guidelines segmented various aspects to stay in line with best practices.
Another developer emphasized that by centering on key human aspects only, the guidelines remain
concise and user-friendly for them. Additional feedback we received are as follows:
‘Your guidelines ... ensure that the eHealth apps are not only functional but also resonate with the
target audience, ... facilitating engagement and fostering long-term adoption [in industry].’ [Software
Architect )]
‘The need for eHealth apps to consider the diverse human aspects of their users is nicely accommodated.
... The real-world scenarios [included the guidelines] provide ... a solid foundation for developers to
create contextually relevant, [effective] and empathetic [eHealth app] solutions, ... [also help] enhancing
the overall user experience..’ [App Animator]
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‘The included recommendations ... provide a comprehensive overview of best practices and industry
standards, ... [The guidelines also] detail the necessary precautions to protect sensitive user data and
maintain compliance with relevant regulations. This can help build trust between users, developers, and
developed eHealth apps, ... [that helps] individuals feel confident using these digital tools to manage
their health and well-being..’ [Project Manager]

5.3.4 Highlighted additional strengths, limitations, and suggestions. Our survey partici-
pants provided several comments highlighting additional strengths and limitations of the proposed
guidelines. The majority acknowledged the guidelines’ strong focus on prioritizing user-centered
design, accessibility, and inclusivity for a variety of eHealth app development. The guidelines’
emphasis on quality assurance while ensuring functionality, as well as their use of easy and under-
standable language were also mentioned. Some explicitly highlighted the guidelines’ commitment
to ensuring secure eHealth apps and the adoption of the universal design principle. App developers
and UI designers specifically praised the categorization of diverse user issues in the proposed
guidelines and their corresponding addressability concepts. Some related feedback we received is
as follows:

‘The user focused approach is the key [in your work]’ [Requirement Analyst]
‘The primary advantages ... are that you prioritize user-centered design, ... [which also] promote more
user satisfaction [with the developed apps and their] acceptance’ [QA Engineer]
‘Your guidelines [are] well [resonate with] universal design principal ... [for example,] I like how you
recommend using W3C or GDPR regulations.’ [App Developer]
‘The guidelines helps to build apps that are more inclusive, ... practically possible and ... [commercially]
feasible.’ [Business Consultant]
‘The guidelines recommendations help [to] build trust [among] users, developers and [developed
eHealth] apps.’ [Project Manager]
‘The language is easy to understand ... this is quite helpful [for industry audience].’ [App Developer
and Programmer]

Our survey participants also highlighted a few potential limitations and recommended sug-
gestions. These comments mainly involved addressing technology changes over time and the
generalizability of the guidelines to domains other than eHealth apps. One participant commented
on enhancing sensor-related issue adjustments in the testing process; three suggested creating a
toolset, and two requested customizing the guidelines for specific populations and usage locations.
We received a request to make the guidelines open-source. Other feedback and suggestions included
adding a summary at the beginning of the guidelines and providing more specific case studies or
examples related to the reliability aspects, similar to diverse user issues. Some related feedback we
received is as follows:

‘[To follow] this guideline might require advanced technology or specialized development environment.
[Project Manager]
‘Different cultures may have different perspectives on health and wellness, ... [which could affect] how
the guidelines are interpreted and applied.’ [Requirement Analyst]
‘ User’s data collection and privacy concerns could be discussed more elaborately. [App Developer]
‘One suggestion [is] to ... include more specific case studies or examples of successful implementation
of the guidelines in existing app domain. ... This help demonstrat[ing] the practical application of the
guidelines and make them more relatable to other [non-eHealth] app developers and designers. [Senior
Software Engineer]
‘[please consider] converting this one into a tool or tool-set, ... automatic checking would be much
more helpful [Operations Engineer]
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6 THREATS TO VALIDITY
Several threats exist to the proposed guidelines’ development and their evaluation approaches.
Below we identify, categorize, and summarize how we attempted to mitigate these threats.

6.1 Construct Threats to Validity
The primary construct threat in developing the proposed guidelines is the potential incompleteness
(quantification) of key human aspects. Additionally, some aspects may have been prioritized over
others in the guidelines, resulting in the incorrect measurement of the studied constructs (the
guidelines). To mitigate these two threats, we have focused on essential human aspects only for
eHealth apps through a literature review, collected stakeholders’ perceptions, and consulted with
experts in the eHealth app domain before the guidelines’ development as discussed in Section 3.
Furthermore, the validation of the proposed guidelines largely depends on the opinions of app

developers, software engineers, and other related stakeholders. To mitigate this threat, we followed
a well-established methodology for user studies (referred to Section 5), obtained full ethics approval,
and conducted a pilot study (discussed in Section 5.1). Additionally, we provided detailed explanatory
statements, definitions, and examples to assist participants in understanding the constructs so
that they could capture all critical factors. Another construct threat arises from the structuring of
survey questions to evaluate the overall satisfaction with macro-categories of guidelines. This could
potentially confound the responses as several guidelines are evaluated under a single question.
To mitigate this, we included other options and open-ended questions, allowing respondents to
elaborate on specific guidelines and provide detailed feedback on particular aspects they found
satisfactory or unsatisfactory. Even then, there is still a possibility that participants may not have
identified all relevant concerns regarding the developed guidelines. For instance, respondents may
indicate agreement with ‘Usability’ as a whole but fail to address specific issues such as ‘learnability’
or ‘error protection and recovery’. While open-ended questions provided opportunities to capture
such details, they did not guarantee complete coverage of all sub-guidelines. To further mitigate this
risk, we provided as much detailed coverage as possible for each human aspect and explained them
with real-life eHealth app examples in the guidelines and survey questionnaires. We categorized the
proposed guidelines into sections, subsections, points, and enhancing existing works. This helped
our participants to identify and provide any missed or important aspects/issues. We also encouraged
our participants to provide suggestions and feedback that could enhance the comprehensiveness of
the developed guidelines.

6.2 External Threats to Validity
The primary external threat to the proposed guidelines is that they may need to be more generalized.
In the developed guidelines, we considered only the target population of eHealth apps and the
contexts of human aspects. We mitigated relative barriers by engaging with diverse stakeholders
in the eHealth app domain, such as end-users, medical practitioners, app developers, software
engineers, and other related personnel during the guidelines’ development stages as discussed
in Section 3. Even then, our respondents may not represent a fully complete pool, which makes it
difficult to evaluate the guidelines from all viewpoints, especially during the guideline evaluation
phase. For example, health perspectives from Euro-centric versus South Asian contexts might
require different wordings, workflows, and approaches in the proposed guidelines. This is a common
challenge (ensuring comprehensive feedback from all possible viewpoints) for all empirical software
engineering research. We have tried to engage a diverse range of participants to mitigate this issue
as much as possible. This is the only version of the guidelines, and we plan to regularly update
them to reflect changes in the eHealth apps and human aspects landscape.

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article . Publication date: February 2025.



36 Md Shamsujjoha, John Grundy, Qinghua Lu, Hourieh Khalajzadeh, and Li Li

An additional external threat to this study is the representativeness of the respondents during
the evaluation of the guidelines. We had participants from 13 countries across five continents, with
ages ranging from 21 to 60, academic qualifications from Diploma to Ph.D., and 1 to 15 years of
experience in the app industry. Most of our participants worked in large and renowned companies
worldwide. For example, 31.43% of our participants worked in an organization with over 1000
developers/software engineers. They also worked on 12 types of varying eHealth app development
projects. Even then, our findings may not be general enough to capture all concepts and concerns.
For example, most of our app developers were below 60 years old and might need support in
understanding some guidelines presented in the Age section (under diverse user issues). We have
an explicit understanding of such problems and the action required to reduce relative risk from our
previous studies and works [10, 11, 13]. To further mitigate this threat, we asked participants to
explicitly point out the issues with our guidelines, human aspects, and eHealth apps, including
strengths, limitations, and suggestions theymight have. To enhance cultural representation in future
investigations, the following two key measures can be adopted: (i) Expanding survey dissemination
efforts to reach culturally diverse regions and underrepresented communities through targeted
collaborations with local organizations, universities, and industry professionals. (ii) Conducting
both cross-regional and region-specific studies to capture cultural nuances and perspectives more
comprehensively.

6.3 Internal Threats to Validity
The primary internal threat to this study is whether we have appropriately evaluated the proposed
guidelines. We provided brief explanations for each question and asked participants to clarify their
comments with examples when relevant. We included ‘not applicable/other/no clue’ options in our
surveys and made most questions optional to help reduce this risk further. Even then, our findings
may also be subject to interpretation and bias. To mitigate this, we discussed our interpretations
among experts until a consensus was reached for each finding. Finally, we may have biased findings
addressing only expert needs. To counter this, we included participants from various roles and
localities and provided participants an option to articulate their opinions after each question in the
survey. We also asked participants for suggestions, comments, and examples, including topics that
may not have been highlighted.

7 FUTUREWORK
Although our proposed guidelines are based on extensive research and feedback from experts
in the eHealth fields, the rapidly evolving eHealth app landscape and varying relative contexts
may require further refinement and adaptation over time. While, overall results suggest that the
proposd guidelines provide a valuable resource for developers, researchers, and other eHealth app
stakeholders to emphasize human aspects, several potential areas of future work have emerged,
which we outline and categorize below:

(i) Expanding guidelines for broader app categories: While our primary focus has been
on eHealth apps, the universality of human aspects suggests that the proposed guidelines can
potentially be adapted for other app categories, such as financial apps, educational apps, and mobile
games. For example, understanding human aspects within financial apps can lead to the development
of tools that better cater to users’ financial behaviors, risk tolerances, and educational needs. This
ensures that apps are not only secure but also user-friendly and effective in promoting financial
literacy. In the context of educational apps, incorporating human aspects can enhance personalized
learning experiences, adapt to different learning styles, and ensure the content remains engaging
and interactive for users of varying age groups and educational backgrounds. Similarly, for mobile
games, a deeper understanding of human aspects can significantly improve user engagement, tailor
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game mechanics to diverse user personas, and optimize the gaming experience to be both enjoyable
and cognitively enriching. These future enhancement requires contextualizing and adapting the
proposed guidelines to meet the unique challenges and requirements of the defined app category
that is significantly different from eHealth apps but is still related.
(ii) Engaging with app development companies: The most significant outstanding future

work of this project is engaging with app development companies to conduct observational studies
for a set of current eHealth apps they develop with and without the proposed guidelines. This
engagement will provide valuable insights into the practical implications of the proposed rec-
ommendations and their impact on various eHealth app development aspects. The learning will
help to develop new app development processes and make existing techniques more efficient to
address the related issues, identify outstanding human aspects, better understand how different
human aspects impact the app stakeholders themselves, and how we might better address these
aspects in the future eHealth apps. Additionally, such partnerships will facilitate the development
of more comprehensive performance indicators to better measure the developed apps’ effective-
ness, user-friendliness, privacy, security, dependability, and overall quality. This will ultimately
contribute to producing eHealth apps that better address diverse user needs and human aspects
while maintaining user trust, rigorous standards, and quality compliance benchmarks.

(iii) Updating our proposed guidelines from use in practice: Key future work entails
updating the proposed guidelines based on insights gained from industry collaborations and
observational studies. In this regard, the primary actions include developing a set of tools derived
from the guidelines to streamline their real-world implementation. This will further assist app
developers with practical resources for incorporating human aspects in eHealth app projects.
Simultaneously, the guidelines should be continually reviewed and updated in response to the
evolving eHealth app landscape, ensuring their relevance, effectiveness, and adaptability to the
changing user needs and stakeholder preferences.
(iv) Establishing a collaborative platform for co-design:Many eHealth apps seem to lack

sufficient end user input into their design. A key future work is thus in establishing a collaborative
platform for co-design and evaluation of eHealth apps that unite researchers, app developers,
healthcare professionals, users, and related stakeholders. This collaboration will facilitate more
comprehensive understanding of user trends, needs, preferences, and concerns. This will also lead
to produce eHealth apps that better incorporate their stakeholder requirements, support seamless
user-developers knowledge exchange, and easy sharing of best practices, eventually contribute to
the advancement of human-centric eHealth app research and development.

8 SUMMARY
Appropriately incorporating human aspects in eHealth app design can lead to more effective apps
and better user experience. Our proposed guidelines for integrating human aspects into eHealth
apps encourages app developers and stakeholders to address these factors according to best practices
and to optimize the app’s overall quality. Our proposed guidelines emphasize user-centered design,
usability, accessibility, reliability, validity, and diverse user issues in the eHealth app development
process. The guidelines also include real-life eHealth app example scenarios to demonstrate how
some key human aspects can be better addressed in practice. We presented analysis results from 35
survey responses to perform an initial validation of our proposed guidelines. The results show that
our proposed guidelines are well-formulated to offer more human-centric and effective eHealth
apps for their diverse user groups.
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APPENDIX A: LIST OF KEY REPRESENTATIVE EHEALTH APPS

Table 5. Subset of key eHealth apps exclusively reviewed and their relevance to the proposed guidelines

App Name eHealth Sub-domain Description Relevance to Guidelines
(Adheres and Needs Im-
provement)

TeleDoc Telemedicine and Re-
mote Consultation

Offers remote consultations with clear instruc-
tions and varied input methods.

Adheres: A.1.a, A.2.a
Needs: D.3.b

Wysa Mental Health Provides a chatbot that supports anxiety relief,
depression, and stress management.

Adheres: D.5.a, U.1.c
Needs: A.1.d

Healofy Maternal Health, Parent-
ing

Provides a platform for pregnancy, parenting,
and women’s health.

Adheres: D.4.a, R.1.a
Needs: R.2.d

CDC Vac-
cine Sch.

Vaccination Manage-
ment

Provides recommended immunization time-
lines for children, adolescents, and adults.

Adheres: A.1.g, R.2.c
Needs: D.8.a

Health2Sync Diabetes Management Helps manage diabetes with tools for tracking
blood sugar and health data.

Adheres: D.3.a, U.3.a
Needs: D.4.b

MyFitnessPal Diet & Exercise Track-
ing

Tracks calories, nutrition, and exercise to sup-
port health goals.

Adheres: U.2.b, A.2.d
Needs: A.1.e

Headspace Meditation & Mindful-
ness

Offers guided meditation and mindfulness ses-
sions for stress, sleep, and focus.

Adheres: U.1.d, D.5.b
Needs: D.3.c

Strava Fitness & Social Net-
works

Tracks workouts with social features for shar-
ing and competition.

Adheres: D.1.b, U.1.a
Needs: R.2.e

Medisafe Medication Manage-
ment

Provides reminders for taking pills and track-
ing medication adherence.

Adheres: U.3.b, A.2.f
Needs: A.1.f

Fitbit Activity & Health Track-
ing

Integrates wearables to track activity, heart
rate, sleep, and workouts.

Adheres: D.7.a, U.1.e
Needs: D.2.a

Calm Sleep/Meditation Offers guided sessions, music, and stories for
stress reduction.

Adheres: A.1.b, R.2.a
Needs: A.2.g

Glow Reproductive Health Provides insights for tracking fertility, ovula-
tion, periods, and pregnancy.

Adheres: D.2.b, D.6.a
Needs: D.2.c

Kardia Cardiac Health Works with devices to monitor heart health,
record ECGs, and detect heart conditions.

Adheres: R.1.b, R.2.c
Needs: D.8.b

Noom Weight Loss Combines psychology-based coaching with
food and exercise tracking to promote health-
ier habits.

Adheres: U.2.a, D.6.c
Needs: A.2.c

Sleep Cycle Sleep Tracking Tracks sleep patterns and wakes users during
their lightest sleep phase.

Adheres: D.5.d, U.3.d
Needs: R.2.f

Pregnancy+ Pregnancy Tracking Tracks pregnancy progress with updates, baby
development insights, and personalized tools
for expecting parents.

Adheres: D.1.a, D.7.b
Needs: D.3.b

Couch to 5K Fitness Trains beginners to run 5K through guided
workouts.

Adheres: A.2.e, D.5.c
Needs: U.1.b

Endomondo Fitness Social & Tracks workouts with social features
for motivation.

Adheres: D.4.a, U.3.c
Needs: D.7.c

WebMD Health Information Provides medical information, symptom check-
ers, and tools for managing health conditions.

Adheres: R.1.c, D.3.c
Needs: R.2.d

Habitica Health Management Gamifies task management, turning habits and
to-do lists into a role-playing game.

Adheres: U.1.a, D.3.a
Needs: D.7.e

MySugr Diabetes (Gamified) Tracks blood sugar, carbs, and insulin to sim-
plify diabetes care.

Adheres: A.1.c, D.1.c
Needs: A.2.b

Nudge Health Data Integration Combines lifestyle tracking and coaching to
improve wellness habits.

Adheres: R.2.b, D.6.b
Needs: D.5.a

Aaptiv Workouts Provides audio-guided workouts for various
exercises.

Adheres: A.2.d, D.7.a
Needs: U.2.c

Freeletics Fitness Offers AI-powered personalized workout plans
and bodyweight exercises.

Adheres: U.1.d, D.5.b
Needs: D.4.b
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human-centered design methodology to enhance the usability, human factors, and user experience of connected
health systems: A three-phase methodology,” JMIR human factors, vol. 4, no. 1, p. e5443, 2017. [Online]. Available:
https://doi.org/10.2196/humanfactors.5443

[31] J. Farao, B. Malila, N. Conrad, T. Mutsvangwa, M. X. Rangaka, and T. S. Douglas, “A user-centred design framework for
mHealth,” PloS one, vol. 15, no. 8, pp. 1–18, 2020. [Online]. Available: https://doi.org/10.1371/journal.pone.0237910

[32] B. Roy, M. Call, and N. Abts, “Development of usability guidelines for mobile health applications,” in Proceedings of the
21st International Conference on HCI (Posters). Orlando, FL, USA: Springer, 2019, pp. 500–506. [Online]. Available:
https://doi.org/10.1007/978-3-030-23525-3_68

[33] Z. Huang and M. Benyoucef, “A systematic literature review of mobile application usability: Addressing
the design perspective,” Univers. Access Inf. Soc., vol. 22, no. 3, p. 715–735, aug 2022. [Online]. Available:
https://doi.org/10.1007/s10209-022-00903-w

[34] P. Weichbroth, “Usability of mobile applications: A systematic literature study,” IEEE Access, vol. 8, pp. 55 563–55 577,
2020. [Online]. Available: https://doi.org/10.1109/ACCESS.2020.2981892

[35] Google LLC, “Android developers reference,” 2022, Last accessed on Jan.-2023. [Online]. Available: https:
//developer.android.com/design/index.html

[36] Apple Inc., “iOS human interface guidelines,” 2022, Last accessed on Jan.-2023. [Online]. Available: https:
//developer.apple.com/design/human-interface-guidelines/platforms/designing-for-ios/

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article . Publication date: February 2025.

https://doi.org/10.3390/ijerph18073669
https://doi.org/10.2196/15060
https://doi.org/10.1145/1631097.1631109
https://doi.org/10.1109/PACRIM.2013.6625497
https://doi.org/10.1145/3173574.3173589
https://doi.org/10.1016/j.jss.2020.110819
https://doi.org/10.1145/3503508
https://www.w3.org/WAI/standards-guidelines/mobile/
https://www.w3.org/WAI/standards-guidelines/mobile/
https://apps.who.int/iris/bitstream/handle/10665/324998/WHO-RHR-19.7-eng.pdf
https://www.ashp.org/-/media/store%20files/mobile-medical-apps.pdf
https://www.ashp.org/-/media/store%20files/mobile-medical-apps.pdf
https://www.himss.org/sites/hde/files/media/file/2020/04/17/xcertia-guidelines-2019-final.pdf
https://www.iso.org/obp/ui/#iso:std:iso:9241:-11:ed-2:v1:en
https://www.iso.org/obp/ui/#iso:std:iso:9241:-11:ed-2:v1:en
https://doi.org/10.2196/humanfactors.5443
https://doi.org/10.1371/journal.pone.0237910
https://doi.org/10.1007/978-3-030-23525-3_68
https://doi.org/10.1007/s10209-022-00903-w
https://doi.org/10.1109/ACCESS.2020.2981892
https://developer.android.com/design/index.html
https://developer.android.com/design/index.html
https://developer.apple.com/design/human-interface-guidelines/platforms/designing-for-ios/
https://developer.apple.com/design/human-interface-guidelines/platforms/designing-for-ios/


Better Supporting Human Aspects in Mobile eHealth Apps: Development and Validation of Enhanced Guidelines 41

[37] M. Broekhuis, L. van Velsen, L. Peute, M. Halim, H. Hermens et al., “Conceptualizing usability for the eHealth context:
Content analysis of usability problems of eHealth applications,” JMIR Formative Research, vol. 5, no. 7, p. e18198, 2021.
[Online]. Available: https://doi.org/10.2196%2F18198

[38] K. Moumane, A. Idri, and A. Abran, “Usability evaluation of mobile applications using ISO 9241 and ISO 25062
standards,” SpringerPlus, vol. 5, no. 1, pp. 1–15, 2016. [Online]. Available: https://doi.org/10.1186/s40064-016-2171-z

[39] A. Ruck, S. W. Bondorf, and C. Lowe, “EU guidelines on assessment of the reliability of mobile health applications,”
2016, Last accessed on Jan.-2023. [Online]. Available: https://www.ospi.es/export/sites/ospi/documents/documentos/
servicios-publicos-digitales/mHealth-Assessment_Guidelines_Apps_2_Draft_20160530.pdf

[40] M. Hammersley, “Some notes on the terms ‘validity’and ‘reliability’,” British educational research journal, vol. 13, no. 1,
pp. 73–82, 1987. [Online]. Available: https://doi.org/10.1080/0141192870130107

[41] R. Nouri, S. R Niakan Kalhori, M. Ghazisaeedi, G. Marchand, and M. Yasini, “Criteria for assessing the quality
of mHealth apps: a systematic review,” Journal of the American Medical Informatics Association, vol. 25, no. 8, pp.
1089–1098, 2018. [Online]. Available: https://doi.org/10.1093/jamia/ocy050

[42] J. W. L. Keogh, A. Cox, S. Anderson, B. Liew, A. Olsen, B. Schram, and J. Furness, “Reliability and validity of clinically
accessible smartphone applications to measure joint range of motion: A systematic review,” PLOS ONE, vol. 14, no. 5,
pp. 1–24, 05 2019. [Online]. Available: https://doi.org/10.1371/journal.pone.0215806

[43] L. Nurgalieva, D. O’Callaghan, and G. Doherty, “Security and privacy of mHealth applications: A scoping review,” IEEE
Access, vol. 8, pp. 104 247–104 268, 2020. [Online]. Available: https://doi.org/10.1109/ACCESS.2020.2999934

[44] A. van Haasteren, F. Gille, M. Fadda, and E. Vayena, “Development of the mHealth app trustworthiness checklist,”
Digital health, vol. 5, p. 2055207619886463, 2019. [Online]. Available: https://doi.org/10.1177/2055207619886463

[45] A. van Haasteren, E. Vayena, J. Powell et al., “The mobile health app trustworthiness checklist: Usability assessment,”
JMIR mHealth and uHealth, vol. 8, no. 7, p. e16844, 2020. [Online]. Available: https://doi.org/10.2196/16844

[46] S. R. Stoyanov, L. Hides, D. J. Kavanagh, O. Zelenko, D. Tjondronegoro, and M. Mani, “Mobile app rating scale: A new
tool for assessing the quality of health mobile apps,” JMIR mHealth and uHealth, vol. 3, no. 1, p. e27, 2015. [Online].
Available: https://doi.org/10.2196/mhealth.3422

[47] C. Garcia-Perez, A. Diaz-Zayas, A. Rios, P. Merino, K. Katsalis, C.-Y. Chang, S. Shariat, N. Nikaein, P. Rodriguez, and
D. Morris, “Improving the efficiency and reliability of wearable based mobile eHealth applications,” Pervasive and
Mobile Computing, vol. 40, pp. 674–691, 2017. [Online]. Available: https://doi.org/10.1016/j.pmcj.2017.06.021

[48] L. R. Sivalingam, “Improving the performance and reliability of mobile applications,” Ph.D. dissertation, Massachusetts
Institute of Technology, Cambridge, USA, 2014. [Online]. Available: http://hdl.handle.net/1721.1/93068

[49] A.-J. An, W.-H. Shim, and H.-J. So, “Developing a mobile application for elderly people: Human-centered design
approach,” in Proceedings of HCI Korea. Seoul, KOR: Hanbit Media, Inc., 2014, p. 452–460. [Online]. Available:
https://doi.org/10.5555/2729485.2729549

[50] S. A. Morey, R. E. Stuck, A. W. Chong, L. H. Barg-Walkow, T. L. Mitzner, and W. A. Rogers, “Mobile health apps:
Improving usability for older adult users,” Ergonomics in Design, vol. 27, no. 4, pp. 4–13, 2019. [Online]. Available:
https://doi.org/10.1177/1064804619840731

[51] R. Majeed-Ariss, E. Baildam, M. Campbell, A. Chieng, D. Fallon, A. Hall, J. E. McDonagh, S. R. Stones, W. Thomson,
and V. Swallow, “Apps and adolescents: A systematic review of adolescents’ use of mobile phone and tablet apps that
support personal management of their chronic or long-term physical conditions,” Journal of medical Internet research,
vol. 17, no. 12, p. e287, 2015. [Online]. Available: https://doi.org/10.2196/jmir.5043

[52] A. Darvishy and H.-P. Hutter, “Recommendations for age-appropriate mobile application design,” in Proceedings of the
2017 International Conference on Applied Human Factors and Ergonomics, Springer. Los Angeles, California, USA:
Springer, 2017, pp. 241–253. [Online]. Available: https://doi.org/10.1007/978-3-319-60597-5_22

[53] P. Llorens-Vernet and J. Miró, “Standards for mobile health-related apps: Systematic review and development of a
guide,” JMIR mHealth and uHealth, vol. 8, no. 3, p. e13057, 2020. [Online]. Available: https://doi.org/10.2196/13057

[54] M. Grene, Y. Cleary, and A. Marcus-Quinn, “Use of plain-language guidelines to promote health literacy,”
IEEE Transactions on Professional Communication, vol. 60, no. 4, pp. 384–400, 2017. [Online]. Available: https:
//doi.org10.1109/TPC.2017.2761578

[55] V. Nicol, “Mobile health (mHealth) language considerations,” 2022, Last accessed on Jan.-2023. [Online]. Available:
https://www.mylanguageconnection.com/mobile-health-mhealth-language-considerations/

[56] J. Wang, J. Barth, I. GÃ¶ttgens, K. Emchi, D. Pach, and S. Oertelt-Prigione, “An opportunity for patient-centered care:
Results from a secondary analysis of sex- and gender-based data in mobile health trials for chronic medical conditions,”
Maturitas, vol. 138, pp. 1–7, 2020. [Online]. Available: https://doi.org/10.1016/j.maturitas.2020.05.003

[57] International Development Research Centre, “Understanding the dynamics of gender equality and eHealth,” 2022,
Last accessed on Jan.-2023. [Online]. Available: https://www.idrc.ca/en/research-in-action/understanding-dynamics-
gender-equality-and-ehealth

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article . Publication date: February 2025.

https://doi.org/10.2196%2F18198
https://doi.org/10.1186/s40064-016-2171-z
https://www.ospi.es/export/sites/ospi/documents/documentos/servicios-publicos-digitales/mHealth-Assessment_Guidelines_Apps_2_Draft_20160530.pdf
https://www.ospi.es/export/sites/ospi/documents/documentos/servicios-publicos-digitales/mHealth-Assessment_Guidelines_Apps_2_Draft_20160530.pdf
https://doi.org/10.1080/0141192870130107
https://doi.org/10.1093/jamia/ocy050
https://doi.org/10.1371/journal.pone.0215806
https://doi.org/10.1109/ACCESS.2020.2999934
https://doi.org/10.1177/2055207619886463
https://doi.org/10.2196/16844
https://doi.org/10.2196/mhealth.3422
https://doi.org/10.1016/j.pmcj.2017.06.021
http://hdl.handle.net/1721.1/93068
https://doi.org/10.5555/2729485.2729549
https://doi.org/10.1177/1064804619840731
https://doi.org/10.2196/jmir.5043
https://doi.org/10.1007/978-3-319-60597-5_22
https://doi.org/10.2196/13057
https://doi.org10.1109/TPC.2017.2761578
https://doi.org10.1109/TPC.2017.2761578
https://www.mylanguageconnection.com/mobile-health-mhealth-language-considerations/
https://doi.org/10.1016/j.maturitas.2020.05.003
https://www.idrc.ca/en/research-in-action/understanding-dynamics-gender-equality-and-ehealth
https://www.idrc.ca/en/research-in-action/understanding-dynamics-gender-equality-and-ehealth


42 Md Shamsujjoha, John Grundy, Qinghua Lu, Hourieh Khalajzadeh, and Li Li

[58] L. Jennings and L. Gagliardi, “Influence of mHealth interventions on gender relations in developing countries: A
systematic literature review,” International journal for equity in health, vol. 12, no. 1, pp. 1–10, 2013. [Online]. Available:
https://doi.org/10.1186/1475-9276-12-85

[59] B. Lippincot, N. Thompson, J. Morris, M. Jones, and F. DeRuyter, “Survey of user needs: Mobile apps for mHealth and
people with disabilities,” in International Conference on Computers Helping People with Special Needs, Springer. Lecco,
Italy: Springer, Cham, 2020, pp. 266–273. [Online]. Available: https://doi.org/10.1007/978-3-030-58805-2_32

[60] C. Nadal, C. Sas, and G. Doherty, “Technology acceptance in mobile health: Scoping review of definitions,
models, and measurement,” Journal of Medical Internet Research, vol. 22, no. 7, p. e17256, 2020. [Online]. Available:
https://doi.org/10.2196/17256

[61] N. Nyapwere, Y. P. Dube, and P. T. Makanga, “Guidelines for developing geographically sensitive mobile health
applications,” Health and Technology, vol. 11, pp. 379–387, 2021. [Online]. Available: https://doi.org/10.1007/s12553-
020-00518-2

[62] S. Sharma, K. Gergen Barnett, J. Maypole, and R. Grochow Mishuris, “Evaluation of mHealth apps for diverse,
low-income patient populations: Framework development and application study,” JMIR Formative Research, vol. 6,
no. 2, p. e29922, 2022. [Online]. Available: https://doi.org/10.2196/29922

[63] A. Gorla, I. Tavecchia, F. Gross, and A. Zeller, “Checking app behavior against app descriptions,” in Proceedings
of the 36th International Conference on Software Engineering. ACM, 2014, pp. 1025–1035. [Online]. Available:
https://doi.org/10.1145/2568225.2568276

[64] M. Shamsujjoha, J. Grundy, L. Li, H. Khalajzadeh, and Q. Lu, “Mobile app replication package: Tools
and dataset,” 2021, Last accessed on Jan.-2023. [Online]. Available: https://github.com/dishacse/Publication-
Resources/tree/main/2021%20ICPC

[65] M. Shamsujjoha, J. Grundy, Q. Lu, H. Khalajzadeh, and L. Li, “Suplimentarary materials for better supporting human
aspects in mobile ehealth apps: Development and validation of enhanced guidelines,” 2024, Last accessed on Jun.-2024.
[Online]. Available: https://github.com/dishacse/Publication-Resources/tree/main/2024-TOSEM-Guidelines

[66] B. A. Kitchenham and S. L. Pfleeger, “Personal opinion surveys,” in Guide to Advanced Empirical Software Engineering.
Springer, 2008, ch. 3, pp. 63–92. [Online]. Available: https://doi.org/10.1007/978-1-84800-044-5_3

[67] C. B. Seaman, “Qualitative methods,” in Guide to advanced empirical software engineering. Springer, 2008, ch. 2, pp.
35–62. [Online]. Available: https://doi.org/10.1007/978-1-84800-044-5_2

[68] Google LLC, “Build accessible apps,” 2022, Last accessed on Jan.-2023. [Online]. Available: https://developer.android.
com/guide/topics/ui/accessibility

[69] Apple Inc., “Building accessible apps,” 2022, Last accessed on Jan.-2023. [Online]. Available: https://developer.apple.
com/accessibility/

[70] A. C. De Barros, R. Leitão, and J. Ribeiro, “Design and evaluation of a mobile user interface for older adults: Navigation,
interaction and visual design recommendations,” Procedia Computer Science, vol. 27, pp. 369–378, 2014. [Online].
Available: https://doi.org/10.1016/j.procs.2014.02.041

[71] E. Kaur and P. D. Haghighi, “A context-aware usability model for mobile health applications,” in Proceedings of the
14th International Conference on Advances in Mobile Computing and Multi Media. Singapore: ACM, 2016, p. 181–189.
[Online]. Available: https://doi.org/10.1145/3007120.3007135

[72] A. S. Ross, X. Zhang, J. Fogarty, and J. O. Wobbrock, “An epidemiology-inspired large-scale analysis of
Android app accessibility,” ACM Transactions on Accessible Computing, vol. 13, no. 1, apr 2020. [Online]. Available:
https://doi.org/10.1145/3348797

[73] C. Vendome, D. Solano, S. Liñán, andM. Linares-Vásquez, “Can everyone usemy app? An empirical study on accessibility
in Android apps,” in Proceedings of the 2019 IEEE International Conference on Software Maintenance and Evolution.
Cleveland, OH, USA: IEEE Xplore, 2019, pp. 41–52. [Online]. Available: https://doi.org/10.1109/ICSME.2019.00014

[74] mHIMSS App Usability Work Group, “Selecting a mobile app: Evaluating the usability of medical applications,” 2012,
Last accessed on Jan.-2023. [Online]. Available: http://www.himss.org/

[75] R. Schnall, M. Rojas, S. Bakken, W. Brown, A. Carballo-Dieguez, M. Carry, D. Gelaude, J. P. Mosley, and J. Travers, “A
user-centered model for designing consumer mobile health (mHealth) applications (apps),” Journal of Biomedical
Informatics, vol. 60, pp. 243–251, 2016. [Online]. Available: https://doi.org/10.1016/j.jbi.2016.02.002

[76] O. Haggag, J. Grundy, M. Abdelrazek, and S. Haggag, “A large scale analysis of mhealth app user reviews,” Empirical
Software Engineering, vol. 27, no. 7, p. 196, 2022.

[77] M. Shamsujjoha, J. Grundy, L. Li, H. Khalajzadeh, and Q. Lu, “Checking app behavior against app descriptions:
What if there are no app descriptions?” in Proceedings of the 29th International Conference on Program Comprehension,
ACM & IEEE. Virtual, Orginally Madrid, Spain: ACM & IEEE, 2021, pp. 422–432. [Online]. Available:
https://doi.org/10.1109/ICPC52881.2021.00050

[78] L. Parker, T. Karliychuk, D. Gillies, B. Mintzes, M. Raven, and Q. Grundy, “A health app developer’s guide to law and
policy: A multi-sector policy analysis,” BMC medical informatics and decision making, vol. 17, no. 1, pp. 1–13, 2017.

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article . Publication date: February 2025.

https://doi.org/10.1186/1475-9276-12-85
https://doi.org/10.1007/978-3-030-58805-2_32
https://doi.org/10.2196/17256
https://doi.org/10.1007/s12553-020-00518-2
https://doi.org/10.1007/s12553-020-00518-2
https://doi.org/10.2196/29922
https://doi.org/10.1145/2568225.2568276
https://github.com/dishacse/Publication-Resources/tree/main/2021%20ICPC
https://github.com/dishacse/Publication-Resources/tree/main/2021%20ICPC
https://github.com/dishacse/Publication-Resources/tree/main/2024-TOSEM-Guidelines
https://doi.org/10.1007/978-1-84800-044-5_3
https://doi.org/10.1007/978-1-84800-044-5_2
https://developer.android.com/guide/topics/ui/accessibility
https://developer.android.com/guide/topics/ui/accessibility
https://developer.apple.com/accessibility/
https://developer.apple.com/accessibility/
https://doi.org/10.1016/j.procs.2014.02.041
https://doi.org/10.1145/3007120.3007135
https://doi.org/10.1145/3348797
https://doi.org/10.1109/ICSME.2019.00014
http://www.himss.org/
https://doi.org/10.1016/j.jbi.2016.02.002
https://doi.org/10.1109/ICPC52881.2021.00050


Better Supporting Human Aspects in Mobile eHealth Apps: Development and Validation of Enhanced Guidelines 43

[Online]. Available: https://doi.org/10.1186/s12911-017-0535-0
[79] P. Zhang, J. White, D. C. Schmidt, and G. Lenz, “Applying software patterns to address interoperability in

blockchain-based healthcare apps,” arXiv preprint arXiv:1706.03700, 2017. [Online]. Available: https://doi.org/10.48550/
arXiv.1706.03700

[80] B. Martínez-Pérez, I. De La Torre-Díez, and M. López-Coronado, “Privacy and security in mobile health
apps: A review and recommendations,” Journal of medical systems, vol. 39, pp. 1–8, 2015. [Online]. Available:
https://doi.org/10.1007/s10916-014-0181-3

[81] C. Ernsting, S. U. Dombrowski, M. Oedekoven, M. Kanzler, A. Kuhlmey, and P. Gellert, “Using smartphones and health
apps to change and manage health behaviors: A population-based survey,” Journal of medical Internet research, vol. 19,
no. 4, p. e101, 2017. [Online]. Available: https://doi.org/10.2196/jmir.6838

[82] J. S. Sierra and J. Togores, “Designing mobile apps for visually impaired and blind users,” in Proceedings of the 5th
International Conference on Advances in Computer-Human Interactions. Valencia, Spain: IARIA XPS Press, 2012, pp.
47–52. [Online]. Available: http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.685.2128

[83] J. Ross and J. Gao, “Overcoming the language barrier in mobile user interface design: A case study on a mobile health
app,” arXiv preprint arXiv:1605.04693, 2016. [Online]. Available: https://doi.org/10.48550/arXiv.1605.04693

[84] D. M. Hilty, A. Crawford, J. Teshima, S. E. Nasatir-Hilty, J. Luo, L. S. Chisler, Y. S. Gutierrez Hilty, M. E.
Servis, R. Godbout, R. F. Lim et al., “Mobile health and cultural competencies as a foundation for telehealth
care: Scoping review,” Journal of Technology in Behavioral Science, vol. 6, pp. 197–230, 2021. [Online]. Available:
https://doi.org/10.1007/s41347-020-00180-5

[85] R. M. Dawson, T. M. Felder, S. B. Donevant, K. K. McDonnell, E. B. Card III, C. C. King, and S. P. Heiney, “What makes
a good health ‘app’? Identifying the strengths and limitations of existing mobile application evaluation tools,” Nursing
inquiry, vol. 27, no. 2, p. e12333, 2020. [Online]. Available: https://doi.org/10.1111/nin.12333

[86] J. Cho, D. Park, and H. E. Lee, “Cognitive factors of using health apps: Systematic analysis of relationships among
health consciousness, health information orientation, eHealth literacy, and health app use efficacy,” Journal of medical
Internet research, vol. 16, no. 5, p. e125, 2014. [Online]. Available: https://doi.org/10.2196/jmir.3283

[87] Touchkin, “Wysa: Anxiety, therapy chatbot,” 2016, Last accessed on Feb.-2023. [Online]. Available: https:
//play.google.com/store/apps/details?id=bot.touchkin

[88] P. Gregor, A. F. Newell, and M. Zajicek, “Designing for dynamic diversity: Interfaces for older people,” in Proceedings of
the 5th International ACM Conference on Assistive Technologies. New York, NY, USA: ACM, 2002, p. 151–156. [Online].
Available: https://doi.org/10.1145/638249.638277

[89] S. Z. Lowry, P. Abbott, M. C. Gibbons, S. Z. Lowry, R. North, E. S. Patterson, M. T. Quinn, M. Ramaiah, R. M.
Schumacher, and J. Zhang, Technical Evaluation, Testing, and Validatiaon of the Usability of Electronic Health Records.
Maryland, USA: US Department of Commerce, National Institute of Standards and Technology, 2012. [Online].
Available: https://www.nist.gov/system/files/documents/2017/05/09/NISTIR-7804.pdf

[90] M. Baysari and J. Westbrook, “Mobile applications for patient-centered care coordination: A review of human factors
methods applied to their design, development, and evaluation,” Yearbook of medical informatics, vol. 24, no. 01, pp.
47–54, 2015. [Online]. Available: https://doi.org/10.15265/IY-2015-011

[91] Indian Pregnancy Parenting tips, Baby products app, “Healofy -pregnancy & parenting,” 2019, Last accessed on
Jan.-2023. [Online]. Available: https://play.google.com/store/apps/details?id=com.healofy

[92] O. Haggag, J. Grundy, M. Abdelrazek, and S. Haggag, “Better addressing diverse accessibility issues in emerging apps:
a case study using covid-19 apps,” in Proceedings of the 9th IEEE/ACM International Conference on Mobile Software
Engineering and Systems, ser. MOBILESoft ’22. New York, NY, USA: Association for Computing Machinery, 2022, p.
50–61. [Online]. Available: https://doi.org/10.1145/3524613.3527817

[93] S. Baltes and P. Ralph, “Sampling in software engineering research: A critical review and guidelines,” Empirical
Software Engineering, vol. 27, no. 4, p. 94, 2022. [Online]. Available: https://doi.org/10.1007/s10664-021-10072-8

[94] B. Kitchenham and L. Madeyski, “Recommendations for analysing and meta-analysing small sample size
software engineering experiments,” Empirical Software Engineering, vol. 29, no. 6, p. 137, 2024. [Online]. Available:
https://doi.org/10.1007/s10664-024-10504-1

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article . Publication date: February 2025.

https://doi.org/10.1186/s12911-017-0535-0
https://doi.org/10.48550/arXiv.1706.03700
https://doi.org/10.48550/arXiv.1706.03700
https://doi.org/10.1007/s10916-014-0181-3
https://doi.org/10.2196/jmir.6838
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.685.2128
https://doi.org/10.48550/arXiv.1605.04693
https://doi.org/10.1007/s41347-020-00180-5
https://doi.org/10.1111/nin.12333
https://doi.org/10.2196/jmir.3283
https://play.google.com/store/apps/details?id=bot.touchkin
https://play.google.com/store/apps/details?id=bot.touchkin
https://doi.org/10.1145/638249.638277
https://www.nist.gov/system/files/documents/2017/05/09/NISTIR-7804.pdf
https://doi.org/10.15265/IY-2015-011
https://play.google.com/store/apps/details?id=com.healofy
https://doi.org/10.1145/3524613.3527817
https://doi.org/10.1007/s10664-021-10072-8
https://doi.org/10.1007/s10664-024-10504-1

	Abstract
	1 Introduction
	2 Related Work
	2.1 Accessibility in eHealth Apps
	2.2 Usability in eHealth Apps
	2.3 Reliability and Validity in eHealth Apps
	2.4 Diverse User Issues in eHealth Apps

	3 Research Approach
	3.1 Related Work, Literature Review and App Analysis
	3.2 Identifying Key Human Aspects and Stakeholder Perceptions for eHealth Apps
	3.3 Developing and validating guidelines to better support human aspects in eHealth apps

	4 Guidelines for Better Supporting Human Aspects
	4.1 Guidelines for Better Supporting (A)ccessibility in eHealth Apps
	4.2 Guidelines for Better Supporting (U)sability in eHealth Apps
	4.3 Guidelines for Better Supporting Reliability and Validity in eHealth Apps
	4.4 Guidelines for Better Supporting (D)iverse User Issues in eHealth Apps

	5 Evaluation of the Proposed Guidelines
	5.1 Pilot Study Analysis Results
	5.2 Survey Participants
	5.3 Effectiveness of Our Proposed Guidelines

	6 Threats to Validity
	6.1 Construct Threats to Validity
	6.2 External Threats to Validity
	6.3 Internal Threats to Validity

	7 Future Work
	8 Summary
	References

