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Abstract

Context: Financial applications handle sensitive data, including personal details,
banking information, and transaction histories, making them prime targets for
cyber-attacks. As privacy concerns grow, users and regulators are increasingly
analysing how these apps manage data in different legal contexts.
Objective: This study examines user privacy concerns and assesses the impact of
privacy regulations on mobile financial applications in Germany, Australia, and
the United States. It aims to evaluate how laws such as the GDPR in the EU, the
Privacy Act in Australia, and various U.S. state and federal laws shape app privacy
policies. Additionally, the study explores the readability and accessibility of privacy
policies.
Method: User reviews from app stores were analysed to identify recurring privacy
issues and regional differences in concerns. The study also reviewed privacy laws in
the EU, Australia, and the U.S. to assess their influence on financial app policies.
To analyse the user-friendliness of privacy documents, a readability analysis was
conducted using the Flesch Reading Ease score and estimated reading times.
Results: The findings revealed that users are highly concerned about the handling
of their data, with significant demand for greater transparency and more robust
privacy protections. Regional differences in privacy concerns were identified, with
varying levels of engagement with privacy issues in each region. The study also
found significant discrepancies in the readability of privacy policies, with many
policies proving too complex for the average user to understand.
Conclusion: The study concludes that financial app developers need to simplify
their privacy policies and improve transparency to build user trust. It also emphasises
the need for stronger regulatory frameworks to address evolving privacy challenges.
Recommendations are made for developers and policymakers to enhance data
protection and improve user experience in financial services.

1. Introduction
Smartphones have become indispensable for managing many aspects of our lives. We can now access

a wide variety of financial apps on our smartphones that offer a range of features and services: Users can
transfer money, buy stocks, and even file their taxes with the aid of these apps. Without having to physically
visit banks or other financial institutions, their accessibility on mobile devices allows customers to gain
real-time insights into their financial condition. Both the revenues of stock trading apps and the user numbers
of online banking have increased accordingly in recent years [1, 2]. Additionally, the creation of digital wallets
and mobile payment platforms like Apple Pay [3] and Google Pay [4] has completely changed how we make
payments. Using these apps, users no longer need to carry cash or cards. The wide adoption of these mobile
payment options includes 78 participating countries for Apple Pay [5] and 61 participating countries for Google
Pay [6]. In the course of the recent COVID-19 pandemic and the associated reduction in contact, the relevance
of this became particularly clear. According to a study by the European Central Bank, 40 % of respondents
reduced their cash payments and almost 90 % wanted to continue doing so in the future [7]. The great interest
of users in finance apps is also reflected in download numbers, with 2.6 billion downloads in the finance
category in 2022 [8].
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Figure 1: Largest data breaches in financial industry worldwide as of May 2022 [11]

However, as interest in financial apps has grown, so have the concerns of users about the security and
privacy of their personal information, as financial apps collect highly sensitive data such as bank account
information, credit card numbers and transaction data, making them a desirable target for hackers. In 2022,
cyberattacks on the finance and insurance industry accounted for 18.9 % of global cyberattacks, which, in
addition to the active damage caused by the attacks themselves, also cause severe secondary consequences
such as the loss of customers and damage to the image of the companies [9, 10]. Figure 1 shows how serious
cyberattacks and other data leaks in the financial industry can be for the data of users. As can be seen,
data breaches occur quite frequently with millions of data records being compromised and immense privacy
consequences for users.

Even without external intervention or data breaches, data protection is an increasingly important issue,
especially in the finance industry. Although many developers are making efforts to protect user data, if
only for legal reasons, privacy issues remain a major concern. People are becoming increasingly aware of
the value of their personal data and its potential use by companies and financial institutions, which can
range from simple targeted advertising to surveillance. They are thus developing a growing interest in how
these applications manage, store and share it. To address these privacy concerns, many (financial) apps
have detailed privacy policies describing what data is collected and why, and sometimes offer features such
as the ability to request data deletion or opt-out of things like personalized advertising. The complexity
and readability of privacy policies are critical factors that affect users’ ability to understand the terms and
conditions associated with financial applications. In addition, app developers are required to comply with
privacy regulations from the various countries in which the apps are offered, which aim to protect the privacy
of users and give them more control over their data, mitigating potential risks, and improving the trust
between users and financial institutions. As financial apps play an important role in managing personal
finances and are likely to become even more important in the future due to increased digitization and the
shift away from cash, data protection and data security will become even more important as the number of
users increases.

Despite the critical role financial apps play in managing personal finances, there is limited research that
systematically analyzes the privacy concerns expressed by users. Given that financial apps handle sensitive
data, it is essential to understand whether users perceive these apps as transparent and whether privacy
policies provide sufficient clarity. User reviews serve as an invaluable resource for identifying real-world
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privacy concerns, yet they remain underutilized in privacy research. By recognizing the prevalent privacy
issues and flaws that users have brought up, app developers can be encouraged to prioritize adequate privacy
safeguards and even reevaluate the total extent of data acquired. Fixing the problems that users express
could also result in more positive reviews, which would lead to higher download numbers and greater success
for the app [12, 13]. This paper addresses this gap by analyzing privacy-related user reviews of financial apps,
focusing on transparency issues, privacy policy accessibility, and compliance with regulatory frameworks.

To achieve this, this study analyzes user reviews of financial apps from three countries, Germany, Australia,
and the United States (USA), which represent diverse financial environments and distinct privacy and data
protection regulatory frameworks. We first collected and examined 15 leading financial mobile applications,
their privacy policies, and their user reviews from the market. By examining user feedback in these countries,
we aim to uncover common privacy concerns, evaluate how privacy policies communicate data practices, and
assess whether regulatory differences influence user perceptions of privacy. Additionally, we investigate the
readability and accessibility of privacy policies, using the Flesch Reading Ease score [14] and estimated reading
times to assess how easily users can comprehend these documents. This metric evaluates textual complexity
based on sentence length and word difficulty, providing a numerical score where higher values indicate
easier readability. The Flesch Reading Ease formula has been widely used in previous research to assess the
accessibility of legal and regulatory texts [15, 16]. Our analysis also considers the extent to which privacy
concerns differ across regions and how regulatory variations impact financial app privacy policies. The findings
highlight that users across all three countries express significant concerns about data handling, transparency,
and privacy protections. Furthermore, we observe notable disparities in privacy policy readability, with many
documents proving too complex for the average user. Based on these insights, we discuss implications for app
developers and regulators, emphasizing the need for clearer privacy communication, improved transparency,
and stronger regulatory measures to enhance data protection in financial applications.

In summary, the key contributions of this paper are as follows:

• A systematic analysis of user privacy concerns in financial apps, based on real-world user reviews.

• A cross-country comparison of privacy perceptions in Germany, Australia, and the USA, considering
regulatory and financial ecosystem differences.

• An evaluation of financial app privacy policies, assessing their clarity, readability, and accessibility.

• Insights into how privacy concerns influence user trust, app adoption, and potential regulatory
improvements.

2. Related Work
The financial sector is a well-researched area, encompassing a range of topics from competition to data

protection. Studies have examined the interplay between data privacy and law enforcement within the
financial sector, highlighting the tension between extensive data collection for legal purposes and privacy
regulations that emphasize data minimization [17, 18, 19].

Despite the extensive research on the financial sector, the focus on financial apps and their unique data
protection challenges remains relatively underexplored. With the recent surge in data protection laws, studies
specifically targeting financial apps are still emerging. Anurag Kumar Jain and Devendra Shanbhag [20]
offer a comprehensive overview of security and privacy risks associated with mobile apps. They emphasize
the need for secure mobile application development due to the sensitivity of the data these apps handle.
Johannes Huebner et al. [21] focus specifically on financial apps, analyzing user reviews to understand the
factors influencing app ratings. Although their study does not concentrate on privacy issues, it provides
valuable insights into user expectations and the importance of various app features. They employed machine
learning techniques to analyze reviews from 1,610 finance apps, categorizing user feedback and linking it to
quality indicators based on the Kano customer satisfaction model. Sebastian Zimmeck et al. [22] developed
an automated system to analyze and predict the privacy compliance of Android apps. By examining 17,991
apps, they identified significant inconsistencies between stated privacy policies and actual app behavior. Their
system combines machine learning and static code analysis to enhance transparency and enforce privacy
laws, highlighting the widespread issue of privacy non-compliance in mobile apps. Hengshu Zhu et al. [23]
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propose a mobile app recommendation system that addresses security and privacy concerns. Unlike traditional
recommendation systems that prioritize popular apps, their system evaluates security risks based on app
permissions. Omar Haggag et al. [24] analyze user reviews for mobile health apps to identify key issues and
compliments, aiming to improve app quality and user satisfaction. While their focus is on health apps, their
methodology of extracting, classifying, and analyzing user feedback is relevant and similar to the approach
used in this paper.

These related works provide a foundation for understanding the various challenges faced by financial apps,
particularly concerning security and privacy. However, the geodifference of privacy regulations and privacy
concerns are not discussed. In this paper, our research builds on these insights by specifically focusing on
the user privacy concerns in financial apps in different regions. By addressing this research gap, this study
contributes to enhancing privacy practices and user trust in financial applications.

Previous studies have explored various aspects of privacy concerns in mobile applications, particularly
within the financial sector. For instance, prior research [25, 26, 27] has investigated the impact of excessive
permission requests on user trust, showing that users often reject applications that demand access to sensitive
data without sufficient justification. These studies primarily rely on quantitative survey data and permission
analysis, whereas our study takes a qualitative approach by analyzing user reviews to uncover privacy concerns
expressed in real-world contexts.

Moreover, while works such as [28, 29] examine the effects of regulatory policies (e.g., GDPR) on privacy
expectations, they do not explore how user perceptions differ across regions. Our study fills this gap by
comparing financial app privacy concerns across Germany, Australia, and the USA, highlighting cross-country
differences in privacy expectations and trust levels.

Additionally, prior research on privacy nudging and user behavior [30, 31] has demonstrated that
transparent privacy policies can mitigate trust issues. However, these studies do not analyze whether financial
applications effectively communicate their privacy practices to users. Our analysis incorporates readability
assessments of privacy policies and examines how their clarity influences user trust.

Key Distinctions of Our Work:

• Unlike large-scale automated permission analysis studies, we take a qualitative user review approach to
identify privacy concerns directly from user feedback.

• We offer a cross-regional privacy perception analysis, which is largely absent in previous financial app
studies.

• We assess privacy policy readability and transparency, linking it to user trust and regulatory compliance.

By drawing these comparisons, we position our study as a complementary and novel contribution to the
existing literature, emphasizing the importance of user feedback in shaping privacy policies and financial
application trust. Future work could integrate both qualitative and quantitative methodologies to provide an
even more comprehensive understanding of privacy concerns in financial applications.

3. Privacy Regulations in Germany, Australia, and US
Privacy regulations protect consumers and influences consumers privacy awareness. This section provides

a comprehensive overview of requirements of financial applications in data protection laws in Germany
(Section 3.1), Australia (Section 3.2) and the USA (Section 3.3). We chose these three countries as they have
a very high uptake of financial apps, diverse privacy regulations, and the apps we wanted to study are all in
their respective app and google play stores.

3.1. Germany
Individual rights and data protection are highly valued in Germany. Its data protection is primarily

governed by two laws: The European General Data Protection Regulation (GDPR) [32] and the German
Federal Data Protection Act (German: Bundesdatenschutzgesetz, BDSG) [33].
GDPR: The GDPR is an extensive law that came into effect in 2018 and oversees how personal data is
processed. It covers all organizations, regardless of where they are situated, that process personal data of
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individuals within the European Union (EU), accordingly also Germany. The GDPR gives people various
data rights that give them control over their personal data. These rights include the ability to access and
transfer their data, restrict processing, request erasure, and object to processing activities [32, 34]. Another
crucial component of the GDPR is the prompt notification of data breaches. Within 72 hours of learning of a
data breach that threatens the rights and freedoms of the people, organizations are required to notify the
appropriate supervisory authority immediately. There are severe consequences for non-compliance under the
GDPR. If an organization does not follow the rules, they risk paying heavy fines that might total 4 % of
their annual global turnover or 20 million EUR, whichever is higher. Supervisory authorities are in charge of
enforcing the GDPR, carrying out investigations, giving warnings and reprimands, and imposing fines. [32]
BDSG: The BDSG, first passed in 1977 and frequently updated, was Germany’s primary data protection
law before the GDPR. It mandates that personal data be collected directly from the data subject, who
must be informed about the data collection entity, purposes, and recipients. Consent must be freely given.
Anonymization is encouraged when feasible. Automated processing must be reported to the relevant authority.
Entities are liable for damages from unauthorized data handling, with public entities liable regardless of fault.
Offenses include improper data handling and negligence, with fines up to 50,000 EUR, or more for severe
cases. Intentional misuse can result in imprisonment up to two years. Severe offenses involve unlawful data
handling, with fines up to 300,000 EUR and similar imprisonment terms. [33]

3.2. Australia
Privacy Act 1988: The Commonwealth Privacy Act plays a crucial role in safeguarding personal
information within Australia. Responsible for enforcing the Privacy Act is the Office of the Australian
Information Commissioner (OAIC). The Act applies to a wide range of organizations within Australia,
including credit reporting agencies as well as individuals, by providing the latter with certain rights with
respect to the handling of their personal information by organizations covered by the Act. Certain Australian
organizations and activities can be exempt from certain Privacy Act provisions. For example, small businesses
with annual revenues under three million AUD are exempt from some privacy regulations, such as the need
for privacy policies and limitations on direct marketing, but they still have to comply with the Australian
Privacy Principles (APP), which will be explained in more detail later. Another example is journalism-related
activities. Some media organizations are granted a small number of exemptions that strike a balance between
private rights and press freedom, like not being obligated to comply with all APPs or the ability to potentially
justify the use and disclosure of personal information by demonstrating that it is in the public interest [35].
An entity can be deemed in violation of the Act, if the entity (repetitively) performs an act or engages
in a practice that significantly interferes with the privacy of one or more individuals. For contraventions
committed by individuals (excluding body corporates), the maximum penalty for such violations is set at 2.5
million AUD.
Australian Privacy Principles: The Australian Privacy Principles (APPs) encompass 13 fundamental
principles guiding the handling of personal information. These are guidelines that aim to protect the privacy
of individuals by ensuring responsible handling of personal information. They promote transparency, accuracy,
and security in the collection, use, and disclosure of data. The principles grant individuals rights to access
and correct their information and provide a framework for addressing privacy concerns. By adhering to the
APPs, organizations and agencies can maintain the trust of individuals, protect their privacy rights, and
ensure responsible data management.

3.3. United States of America
Unlike Germany and Australia, the USA lacks a single, extensive national privacy law. Instead, there is

a mixture of federal and state legislation that offers various degrees of protection for the personal data of
consumers, with not even each state having its own law. [36]
Federal-Level Privacy Laws: There are many specific privacy-related laws in the USA, such as the Health
Insurance Portability and Accountability Act (HIPAA) [37] from 1996 for healthcare providers, the Children’s
Online Privacy Protection Act [38], the Family Educational Rights and Privacy Act [39], or the Electronic
Communications Privacy Act [40]. However, this paper is about financial apps, which is why the following
section focuses on laws that deal with privacy in the financial sector. Again, there are several laws that deal
with this, but the two most relevant are the GLBA [41] and the Fair Credit Reporting Act (FCRA) [42].
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GLBA: The GLBA [41] is a federal law from 1999 that regulates financial institutions like banks or insurance
companies and focuses on the privacy and security of consumer financial information. Financial institutions
are obligated to continuously respect the privacy of their customers and actively protect the confidentiality
of their non-public personal information. They must implement safeguards that include administrative,
technical, and physical measures to ensure the security and confidentiality of customer records. Financial
institutions are required to provide notices to consumers at the beginning of the customer relationship
and annually thereafter. These notices must clearly detail the institution’s privacy policies, including how
consumer information is shared with third parties and the measures in place to protect such information.
Additionally, consumers must be informed of their right to opt-out of having their information shared with
non-affiliated third parties.
FCRA: The FCRA [42] is a federal law that regulates the collection, dissemination, and use of consumer
credit information. While the FCRA primarily focuses on credit reporting, it does contain provisions related
to privacy. The FCRA regulates the collection, dissemination, and use of consumer credit information,
ensuring that consumer reporting agencies operate with respect for consumer privacy. Permissible uses of
consumer reports are strictly defined, and agencies must provide consumers with access to their files upon
request. Additionally, consumer reporting agencies are required to establish a system for consumers to opt
out of lists and must notify consumers about the uses of collected information. The Act also stipulates that
agencies implement procedures to ensure the accuracy and privacy of the information, restrict disclosures to
authorized purposes, and comply with consumer requests for information blocking or correction.
State-level Privacy Regulations: In addition to the federal-level laws, there are also many state-specific
laws. However, many states have no law at all, and in many states, the legislative process for privacy laws is
currently inactive [43, 44]. Active laws include Virginia Consumer Data Protection Act [45], the Connecticut
Data Privacy Act [46], the Colorado Privacy Act [47], and the most well-known one, California Consumer
Privacy Act (CCPA) [48]. The CCPA is a data privacy law that went into effect in 2020 and primarily focuses
on protecting the privacy rights of California residents. It applies to businesses that collect and process
personal information of them, regardless of where they are located. The CCPA imposes comprehensive
obligations on businesses handling the personal information of California residents. Businesses must inform
consumers about the types of personal information collected, the purposes for collection, and if the information
is sold or shared [49]. They are required to ensure that any data collection, use, retention, and sharing are
necessary, proportionate, and compatible with specified purposes. Businesses must also provide consumers
with the rights to request the deletion or correction of their personal information and to opt out of the sale
or sharing of their information. Violations of the CCPA can lead to fines of up to 2,500 USD per violation or
up to 7,500 USD for intentional violations or those involving minors under 16.

4. Study Methodology
Given these diverse privacy laws many financial apps need to navigate, we wanted to study the privacy

concerns expressed by users about their financial applications in different jurisdictions, and whether app
privacy policy declarations meet the laws of their jurisdictions of use. A systematic approach is essential to
ensure that the findings are representative and meaningful. Thus, we selected representative target mobile
apps and extracted user reviews from the Google Play Store. This section focuses on our methodology of
analyzing the collected reviews, which is composed by the following four major modules.

• Section 4.1 & 4.2. We downloaded and extracted user reviews by Google-Play-Scraper python library.

• Section 4.3. We employed translation tools to translate non-English reviews into English by googletrans
python library.

• Section 4.4. We employed a raw classifier to automatically classify collected reviews into subtopics.

• Section 4.5. Review sampling and analysis. 1) We employed stratified random sampling to get
200 reviews, from apps in Germany, Australia, and the USA, and the ratings (one-star and two-star),
respectively. As the goal of this step is to identify the potential misclassifications, we tried to sample
reviews from every sources (countries/apps, ratings). 2) We manually checked whether the review
matches with its class (i.e., the subtopics), and about 12% reviews were misclassified. 3) We then
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Figure 2: Data collection and processing procedure.

refined the keyword list and incorporated additional linguistic cues to filter out common sources of false
positives. 4) We then re-classified all reviews, and randomly selected 500 reviews from each country
(1,500 in total) for following analysis.

Also, we explain the approach to analyze privacy policies, and data use agreements of selected financial
applications.

4.1. Dataset
The Android mobile application is a common choice to academic research [50]. There are many app

markets for the Android platform, but according to AppBrain [51] (a famous Android market statistic
website), the Google Play Store is the largest (with over two million apps) and the most accessible app
market. We only select the Google Play Store in this study. Initially, we selected four apps from the Google
Play Store in the top free finance category from Germany, Australia and the USA (as of 17 April, 2023). The
ranking of the apps there is significantly influenced by their popularity and thus offers a good starting point
to select the apps that are most relevant for users [52]. One tax app, one investment app and two bank apps
were selected to provide diversity within the financial subcategories and to focus on banks, as these affect the
majority of people. Since far fewer people live in Australia, the apps there also have significantly fewer reviews.
We selected three more apps for Australia so that the number of reviews per country is roughly relative to
the ratio of the number of inhabitants. The apps are selected based on their rankings at that time for their
respective category. The selected apps are Taxfix [53], Trade Republic [54], Sparkasse [55] and VR Bank [56]
for Germany, TurboTax [57], Robinhood [58], Wells Fargo [59], and Bank of America [60] for the USA, as well
as Mitrade [61], Australian Taxation Office [62], Commonwealth Bank [63], ANZ [64], Westpac [65], NAB [66]
and the UBank Money App [67] for Australia. This results in a total of 15 apps with a combined total of nearly
1.2 million reviews. This significant amount of user reviews provides a rich source of insight into the privacy
concerns of users of financial apps. While we recognise that larger-scale studies, such as Huebner et al. [21],
have analyzed over 1,620 mobile financial apps using machine learning techniques to categorize user feedback,
our study takes a different approach by prioritizing a focused, qualitative examination of widely used apps
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Table 1
The initial keyword list for classification.

Category Initial keywords

policy agreement, policy, regulation, compliance, terms, guidelines, rules, protocols, etc.
location gps, location, map, coordinates, geolocation, positioning, navigation, tracking, etc.
data access behavior, information, sharing, access, retrieval, storage, usage, distribution, etc.
permission authorization, consent, permission, approval, access, license, clearance, sanction, etc.
ad ad, advertisement, adware, commercial, promotion, marketing, publicity, sponsorship,

etc.
security encryption, hacked, insecure, breach, protection, defense, safeguarding, vulnerability,

etc.
trust protected, spyware, trustworthy, reliable, credible, dependable, authentic, secure, etc.
scam fraud, ripoff, scam, deception, swindle, hoax, con, trickery, etc.

across three distinct regulatory environments. Huebner et al. leveraged automated analysis to identify trends
in user satisfaction and app features, but their work did not deeply investigate privacy concerns or the
impact of regulatory frameworks on user perceptions. By selecting 15 high-ranking financial applications
from Germany, Australia, and the USA, our study allows for an in-depth exploration of privacy-related user
feedback within different legal contexts, highlighting region-specific concerns that may not be evident in a
purely large-scale, automated approach. This method enables us to examine privacy policy transparency, data
handling practices, and compliance issues in a way that complements large-scale statistical findings with rich
and qualitative insights. Moreover, our manual review of privacy policies ensures a nuanced understanding of
how financial apps communicate their data practices, a factor that may be overlooked in algorithm-driven
studies. While our dataset is smaller, it provides a strong foundation for identifying critical privacy challenges
that users face. Future research could extend this analysis to a larger set of applications, combining qualitative
and quantitative methods to validate and expand upon our findings.

4.2. Review Extraction
After selecting the apps, user reviews must be extracted and then further processed to make them

analyzable. Various Python scripts are used to automate these steps, since it is a fast and easy-to-use
programming language, which provides several libraries for this purpose [68]. To extract the reviews from
the Google Play Store, the Google-Play-Scraper library [69] is used, because it is a lightweight library that
provides easy-to-use functions for this case and is not limited to a certain amount of reviews.

4.3. Review Translation
Since the extracted app reviews may be written in different languages, including at least German, a

crucial step is the translation of the extracted reviews into English. This translation process aims to ensure
that the reviews are uniformly accessible for further analysis and interpretation. To accomplish this, the
googletrans library [70] is used, a free and unrestricted Python library that implements the Google Translate
API. Google Translate supports 133 languages and uses various approaches to translation, including statistical
and example-based machine translation as well as neural translation technology, with an overall accuracy
level of over 82.7 % and is therefore considered sufficient for this use case [71, 72, 73].

4.4. Review Classification
Once the app reviews are translated into English, the reviews need to be classified into one or more

privacy subtopics. The objective here is to filter out all the reviews that are privacy-related and group them
based on the specific privacy-related topics they address. This allows for a more detailed, systematic analysis
of the various privacy concerns expressed by users, while also increasing efficiency, as all non-privacy-related
reviews, which are not relevant to this paper, are not considered due to the prior filtering. A bag of keywords
approach is used to classify the privacy-related reviews into eight subcategories. In this approach, texts –
in this case the reviews – are tokenized, meaning they are divided into their individual components, and
their content is checked for the inclusion of certain keywords, regardless of context and order [74]. This
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approach is chosen because it enables rapid processing of large amounts of reviews due to its low complexity,
allowing for quick identification of reviews addressing privacy, and therefore helping narrow down the dataset,
even though it may not capture all privacy-related reviews. In addition, the approach ensures consistency
throughout the classification process, eliminating subjective interpretations. The categories and the keyword
lists were elaborated by Omar Haggag et. al. [73] in a previous paper and were provided for this paper. The
keyword lists are shown in Table 1. Table 2 shows how many reviews of the respective apps are privacy
related according to the classification. As can be seen, with an average of 1.84 %, only a fraction of reviews
are privacy related.

4.5. Review Sampling and Analysis
After all reviews are classified and filtered, the analysis is divided into a quantitative statistical and a

qualitative manual analysis. For this purpose, both automatic tools for statistical analysis are used and
samples of reviews are analyzed manually. Such an approach allows for the collection of quantitative data
and facts, such as the distribution of reviews among categories and the ratio of user ratings. Additionally, it
enables the detailed collection of qualitative data regarding the specific privacy issues expressed by users in
their reviews. Although a single researcher conducted the initial thematic analysis of user reviews, the results
were independently reviewed by two other authors to mitigate potential bias. All four authors discussed
discrepancies in interpretation and refined the identified themes collaboratively. This multi-step validation
process helped ensure the reliability of findings and consistency across the dataset.

The method used to select the samples for the manual analysis is stratified random sampling. In this
method, a dataset is divided into homogeneous, mutually exclusive groups and a certain number of random
samples are selected from each group [75]. The dataset in this case are the reviews from Germany, Australia
and the USA respectively, and the group to be distinguished is the ratings.

While keyword-based classification provides a scalable approach to identifying privacy-related user reviews,
it is susceptible to false positives when words appear in different contexts. To minimize this, we employed a
multi-stage filtering approach:

1. Keyword Expansion and Refinement: We iteratively refined our keyword list by manually inspecting an
initial sample of classified reviews to ensure contextual relevance.

2. Stratified Manual Validation: To quantify false positives, we randomly selected 200 classified reviews
across different categories and manually verified their relevance to privacy concerns. Our analysis found
that approximately 12% of classified reviews were misclassified due to ambiguous language.

3. Context-Aware Filtering: We incorporated additional linguistic cues to filter out common sources of
false positives, such as financial terminology that overlaps with privacy-related keywords but does not
indicate actual privacy concerns.

By integrating these measures, we improved classification accuracy and reduced the likelihood of false alarms
in our dataset. We acknowledge that further refinement is possible, and future work could explore more
advanced NLP techniques to enhance classification reliability.

Given that this study focuses on privacy-related concerns, we adopt a disproportionate sampling approach,
prioritizing reviews with one- and two-star ratings, as negative reviews are more likely to highlight privacy
issues [76]. The number of samples from each rating category is determined independently of their overall
representation in the dataset, ensuring sufficient coverage of critical privacy-related concerns [77]. Unlike
coding-based qualitative methodologies such as Grounded Theory, our qualitative analysis follows a direct
thematic approach, where a researcher manually reads through the selected reviews to identify and interpret
privacy-related themes. Since user reviews are relatively concise and the dataset size is manageable, this
straightforward approach is effective in extracting key privacy concerns without requiring a complex coding
framework.

In summary, a total of 1,500 reviews (500 per country) are selected for manual analysis, with an emphasis
on reviews highlighting privacy-related issues. The findings from this analysis are presented in Section 5.1,
providing insights into the specific privacy concerns voiced by users in different regulatory environments.
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4.6. Privacy Policy
To comprehensively understand how financial apps handle user data, we conducted an in-depth analysis of

the privacy policies of the selected apps. First, we obtained their privacy policies from the official websites of
the financial applications by navigating to the ‘Privacy Policy’ or ‘Legal’ section typically found in the footer
of the website. Additionally, privacy policies were collected from the app listings on the Google Play Store,
where developers often link their privacy policies directly in the app store description to comply with app
store requirements. For any privacy policies not readily available through the above methods, we reached out
directly to the app developers via email or customer support channels to request the necessary documents.
We ensured that the privacy policies collected were the most recent versions by checking the date of the last
update, typically mentioned at the top or bottom of the document. Historical versions were also considered
to understand any changes over time.

Once collected, the privacy policies were subjected to a thorough textual analysis. There are some
automated privacy policy analysis methods, symbolic NLP method (e.g., PoliGraph [78]) and learning-based
NLP methods (e.g., Polisis [79]). Even though those automated methods can analyze privacy policies in a
large scale, they commonly underperform compared to manual analysis [50, 80]. In total, we collected the 15
privacy policy documents. We then manually and carefully read and analyzed them as below. Specifically, we
identified the types of data collected by each app, categorizing them into personal information (e.g., name,
email address), financial information (e.g., bank account details, transaction history), and device information
(e.g., IP address, device ID). The stated purposes for data collection were analyzed, such as improving service
functionality, personalized advertising, or compliance with legal obligations. We examined with whom and
under what conditions user data is shared, including third-party service providers, business partners, and
government entities. The rights granted to users regarding their data were noted, including rights to access,
correct, delete, or restrict the processing of their data. The security measures mentioned to protect user data
were reviewed, such as encryption, access controls, and anonymization techniques. Statements regarding
compliance with relevant privacy regulations (e.g., GDPR, CCPA) were identified to understand the legal
frameworks governing data practices.

An essential part of our analysis involved checking the compliance of the privacy policies and data use
agreements with relevant regional regulations. For apps operating in Germany, we verified compliance with
the GDPR. This included checking for the lawful basis for data processing (e.g., consent, contract necessity),
user rights such as data access, rectification, erasure, and portability, data protection impact assessments for
high-risk processing activities, and the designation of a Data Protection Officer (DPO) where required. For
apps operating in Australia, we ensured compliance with the Privacy Act 1988 and the APPs, focusing on
transparent handling of personal information, user rights to access and correct their data, obligations for
direct marketing and data security, and requirements for cross-border data transfers. For apps operating in
the USA, we verified compliance with various federal and state laws. Federal laws like the GLBA and the
FCRA were checked, as well as specific state laws like the CCPA, ensuring user rights to opt-out, access, and
delete their personal information were upheld.

Instances of non-compliance or vague descriptions were documented. This included a lack of clear consent
mechanisms for data processing, inadequate explanations of data sharing practices, and missing information
on user rights and how they can be exercised. Additionally, the privacy policies and data use agreements
were compared against industry best practices to identify areas of improvement. This involved reviewing
guidelines from data protection authorities and industry standards. By conducting this detailed analysis,
we aimed to provide a comprehensive understanding of the privacy practices of financial apps and their
alignment with legal requirements and user expectations.

4.7. Readability and Accessibility Analysis of Privacy Policies
The complexity and readability of privacy policies are critical factors that affect users’ ability to understand

the terms and conditions associated with financial applications. High readability scores suggest that a
document is easier to understand, while low scores indicate a more complex and potentially inaccessible text.
Furthermore, the time required to read through these policies is another important aspect of accessibility, as
longer policies may deter users from fully engaging with the content. To assess the readability and accessibility
of the privacy policies of the selected financial applications, we utilized the following methods:
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Table 2
User review classification results.

App Name Total Privacy-related

Taxfix 26906 108
Trade Republic 21434 302

Sparkasse 147551 2003
VR Bank 18773 407
TurboTax 58832 847

Robinhood 242453 5851
Wells Fargo 254252 3978

Bank of America 342100 5963
Mitrade 654 16

Australian Taxation Office 897 13
Commonwealth Bank 21526 402

ANZ 21965 497
Westpac 11396 246

NAB 11376 241
UBank Money App 2888 79

In Total 1183003 20953

• Flesch Reading Ease Score: This score was calculated for each privacy policy to determine the complexity
of the language used. The score ranges from 1 to 100, with higher scores indicating easier readability.

• Average Reading Time: The estimated reading time was calculated based on a standard reading speed
of 238 words per minute (wpm). This provides an indication of the time commitment required to
thoroughly read each policy.

5. Results
5.1. Quantitative Analysis

About 1.2 million reviews from 15 different financial apps from three countries were extracted, translated,
classified and filtered into subtopics according to privacy relatedness. Figure 3 shows the distribution of these
reviews among the individual categories. Three types of reviews dominate: security-related (40.9 %), trust-
related (29.2 %), and scam-related ones (19 %), which together account for almost 90 % of all privacy-related
reviews. Next come permission-related reviews with 5.6 % and data access-related reviews with 4.6 % of
the total. A vanishingly small fraction of the reviews are location-related (0.3 %), ad-related (0.2 %), or
policy-related (0.2 %), which together account for less than one percent of the total.

Interestingly, if looking at Figure 5, it can be seen that although all ratings are mainly about permissions,
data access, trust, security and scam, all categories become smaller as the rating increases, except for trust
and security. This shows that although some users have concerns in this regard that need to be addressed,
many users are satisfied with the app and trust it. This is also particularly evident in Figure 6, which shows
the distribution of the ratings of the privacy-related reviews among the selected apps. Apart from two tax
apps and the trading apps - the latter are presumably dragged down by the scandal described above - the
reviews are generally primarily positive, which shows that users with privacy concerns tend to be in the
minority, although their concerns are equally important and must be taken into account.

In order to interpret these results, it is important to take certain circumstances into account. For one,
reviews can belong to different categories at the same time. For example, reviews that are primarily concerned
with permissions and data access may be additionally categorized as security-related due to the presence of
certain keywords, such as the following review:
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Figure 3: Distribution of all privacy-related reviews among the categories

“The security of this app should be paramount! Why you are spying on my data and access to my
camera is beyond me. [...]”, 1⭑a

aThe stars denote the ratings of the app alongside this review, ranging from 1 (lowest) to 5 (highest).

While the issue addressed is primarily about data and camera access, the review is also classified under
security due to the statement that security should be a priority. For the other, the figure shows the distribution
of categories across all privacy-related reviews. However, as mentioned earlier in the paper, issues are usually
more likely to be mentioned in reviews with a low score. The relevance of this becomes clear when looking at
Figure 4. As can be seen, the reviews with low scores are mostly found in the scam, permission and policy
categories, with around 80 % of reviews with a score of one or two. Whereas the categories security and
trust, which are generally the most represented, consist of almost 70 % reviews with high scores of four or
five. Considering this, it can be seen that a large representation of certain categories in the aggregate can
also be caused by many positive reviews, which for example praise the security of the app, and it does not
automatically mean that most issues are part of the category. An exact statement about the most mentioned
issues of the users can be made through the qualitative, manual analysis of the review samples.

5.2. Qualitative Analysis
In the qualitative analysis section, we identified different types of privacy issues and concerns raised by

users in their reviews for those financial applications.

5.2.1. Excessive Permission Requested
Many users express their concerns about the excessive permission requested and data access required by

many of the finance and banking apps analyzed. For example:
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Figure 4: Distribution of ratings among the categories

Figure 5: Distribution of categories among the ratings.

• “Uninstalled as requires so many permissions like precise location, phone calls, network information.
No I don’t trust my bank.”, 1⭑

• “The new permission to view browser bookmarks and app activity is invasive and unacceptable.
Find a way to do without that permission.”, 2⭑

• “I really enjoyed the app but after the latest security update wanted to see all my apps on my
phone I’ve uninstalled the app. [...]”, 2⭑

Many reviews express concerns about the sheer number of permissions the apps demand, as well as the
specific types of permissions they are requesting. Often, reviews criticize the access to the exact location,
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Figure 6: Distribution of ratings among the respective apps.

app activity or browser history, which shows that users are particularly concerned when apps request access
to information that is sensitive to them. Such requests unsettle users regarding their privacy and security,
leading them to question the trustworthiness of the app and the intentions behind these permissions. This
even goes so far that when such permissions are newly introduced, some then uninstall the app altogether
because they do not want to share this data. Others consider switching to other apps or services that they
perceive to be more respectful of their privacy and require less invasive permissions.

5.2.2. All-or-Nothing Permission Control
Furthermore, the lack of optionally respectively the perceived “forcing” of consent is often criticized in

the context of permissions and data access. This is stated in reviews such as:

• “The app is fine. What angers me is all the additional permissions required with this update. I
didn’t want to accept the update but the older version no longer connects so I am forced to. [...]”,
1⭑

• “You need to consent to obtrusive permission required to use the app. [...] If you don’t agree, you’ll
get logged out instantly.”, 1⭑

• “Latest version forces you to agree to location tracking, device usage tracking. Wow. Seriously
disturbing stuff. [...]”, 1⭑

The lack of choice in app permissions is a major point of contention for users. In many cases, users do
not have the option to decline permissions and have no choice but to agree to all requested permissions if
they want to continue using the app. The practice of withholding app features until – what users perceive
as – excessive permissions are granted exacerbates privacy and data misuse concerns. In addition, implicitly
“forcing” consent contributes to a lack of trust between users and app developers. When users feel they are
being forced to provide access to their personal information, they may question the intentions of the app and
wonder why the app is so insistent on collecting certain information. This lack of trust can have a long-term
negative impact on the reputation of the app and user retention.
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5.2.3. Nontransparent and Non-understandable Privacy Policy
Besides the permissions and data access themselves, another key issue expressed by users is the perceived

lack of or inadequate explanation by developers within the app interface or privacy policy regarding how
requested permissions are used. While some users may not have reviewed the privacy policy, their reviews
indicate that they were unable to easily find or understand relevant explanations. Corresponding reviews
include the following:

• “Why does this app require access to my contacts and phone call logs? [...] Why is it not explained
how these are used?”, 1⭑

• “[...] Can any of you developers explain to us people why do you need to access my photos or media
files for the app to work. [...] I would never install an app asking all those permissions, unless it
has legitimate reason [...]”, 2⭑

• “What is the point of accessing Bluetooth devices? Can the developer of the app tell me this maybe
even ONCE? [...]”, 3⭑

Users want to understand why certain permissions, such as accessing contacts, their camera, location, or
Bluetooth devices, are necessary for the app to function properly. They seek clarity on how their personal
data will be used and whether it will be handled responsibly and securely. However, many user reviews
suggest that this information is either missing, difficult to locate, or not clearly explained within the app or
privacy policy. Without clear and comprehensive explanations from developers, users may feel hesitant to
grant these permissions, as they worry about potential misuse or unauthorized sharing of their data.

Since these are financial applications, which often involve sensitive personal and financial information, the
lack of transparency is an even bigger concern. Some users specifically complain that the privacy policy is
not linked at the point when permissions are requested within the app interface. Additionally, they note that
while update descriptions inform them of newly added permissions and data access requirements, they do not
clarify why these changes were made or how the data will be used. Among the apps considered in this paper,
the apps from Wells Fargo[59] and Sparkasse[55], for example, do not provide a direct link to their privacy
policy on their Play Store home pages, which may further contribute to user confusion. In addition, reviews
frequently highlight the contrast between the core functionality of the app and the seemingly unrelated
permissions it demands. Users find it difficult to justify why a simple banking or trading app would need
access to their call logs or browsing history, for example. The perceived disconnect between the purpose of
the app and the requested permissions raises skepticism and fuels concerns about potential data misuse.
Again, some users express that they will not use the app until they receive an explanation or even uninstall
the app altogether because of it. It is also notable that most of these reviews, despite explicitly asking for
clarification, do not receive responses from the developers. However, popular finance apps receive a large
number of reviews, making it difficult to respond to each one. Nonetheless, the absence of responses can leave
users feeling ignored, reinforcing their perception that transparency and user concerns are not a priority for
the developers.

5.2.4. Financial Data Selling
As a special case, trading apps are often criticized for selling user data to hedge funds. In this context,

scam accusations are also frequently raised. However, this seems to be specifically related to the Gamestop
scandal1, in which users of the social media platform Reddit organized themselves to buy Gamestop shares,
which subsequently drove up the price of the stock. In connection with subsequent losses of billions of dollars
for large hedge funds, some trading apps removed the functionality to buy more of these shares, so that it
was only possible to sell the shares and the value of the stock fell again. This caused great outrage among
users, who accused the apps of collaborating with hedge funds. It is therefore not clear whether the apps
really sell data to the hedge funds and thus pose a legitimate privacy issue for the users, or whether it is part
of the loss of trust in these apps. [81, 82]

1https://www.theguardian.com/business/2021/jan/28/gamestop-how-reddits-amateurs-tripped-wall-streets-short
-sellers1
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5.2.5. Inadequate Security Measurements
Aside from permissions and data access, the other big topic that most reviews comment on is security

measurements. Not all security topics are necessarily privacy-related, but data protection is also ensured by the
security of the app, which is why it makes sense to also examine this more closely. In this respect some users
criticize the lack of usability of Virtual Private Networks (VPN) when they want to use the app, as can be seen
in the following reviews:

• “Can’t sign in when using VPN. Turn VPN off and sign in works. VPN compatability should be a
basic ticket to play feature on an app that has significant financial info. [...]”, 1⭑

• “Does not work with VPN’s. When using a VPN, the app will not allow you to login (the login
screen fails before you can enter your username or password). Considering the security concerns,
you think that you would work seamlessly regardless of using a VPN or not.”, 2⭑

VPNs are a great way for users to generate additional security for themselves. They use powerful encryption
algorithms to protect the internet traffic of users by creating a secure tunnel between their device and the
VPN server. This makes VPNs especially crucial for users who access finance apps on the road since they
protect users from potential eavesdropping and cyberattacks, which are more prevalent on unprotected or
public Wi-Fi networks. This allows the user to further increase their level of privacy, even outside of the
options offered by the app. If financial apps do not support VPN services, this can be a significant barrier for
users who value security and privacy when accessing their financial data. Therefore users may be forced to
choose between using the app without the added security of a VPN or finding alternatives that provide both
the financial services they want and the level of security and privacy they require. [83]

Beside VPNs also some other security issues are addressed. Other reviews that relate to security aspects
that are also relevant to privacy are, for example, the following:

• “[...] Security is a big issue, when you begin screen switching, the ANZ app displays your account
balances. Although you have to PIN again to use the app, it should not display account balances
when switching apps.”, 2⭑

• “Why isn’t there a near-instant, push-message, warning of potential fraudulent activity? A simple
feature like that might help thwart those who keep causing me to have to file fraud claims. [...]”,
2⭑

• “If I forget my password for the app, it is enough to simply reinstall it, you can then simply set a
new one... so a piece of cake to crack the first of the 3 security levels. [...]”, 1⭑

5.2.6. Password-related Concerns
Users often criticize password-related things, such as that only four-digit PINs are allowed, which are

far too easy to determine, or that it is not possible to insert passwords (from password managers), which
practically forces people to choose easier passwords that they can remember themselves. Also mentioned are
missing logout buttons, which give users the feeling that their account is always half active (even if the app
automatically logs out after closing). While such issues are not directly related to privacy, they do have an
impact on it, because part of privacy is not only what data is collected and how it is handled, but also how it
is protected from access by others. In the context of this, insecure password rules or the inadequate fraud
warning measures mentioned in the review above can make users uncertain whether their sensitive financial
data is sufficiently protected by the app. Which is why, especially in the area of security, it is necessary to
make a distinction between issues that are generally common and those that are only temporary errors and
were not intended as such.

In summary, the qualitative analysis of user reviews shows that users mainly have problems with excessive
data access and permission requests from apps. Users express concern about the amount and selection of
permissions on private data, and the lack of optionality in granting permissions also causes distrust. Also
criticized are insufficient explanations about this. The other main topic is security, with specific criticism of
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the partial lack of support for VPNs, but also general other issues such as inadequate password policies and
fraud warning systems. In general, these issues make users doubt the trustworthiness of the apps and may
lead them to look for competitors with better privacy policies and security measures.

5.3. User Reviews and Privacy Regulations
User Reviews Reflect Privacy Regulations. The analysis of user reviews in this study reveals a close

connection between the concerns raised by users and the requirements established by privacy regulations.
Many of the issues highlighted in the reviews, such as lack of transparency, excessive permissions, and
inadequate security measures, directly align with the core tenets of these regulations. For instance, in terms
to the privacy policy transparency, GDPR Article 13 has specifically stipulated:

Where personal data relating to a data subject are collected from the data subject, the controller
shall, at the time when personal data are obtained, provide the data subject with all of the following
information:
(a) the identity and the contact details of the controller and, where applicable, of the controller’s
representative;
...
(c) the purposes of the processing for which the personal data are intended as well as the legal basis
for the processing;
...

And CCPA §1798.130(a)(5) states:

Disclose the following information in its online privacy policy or policies if the business has an online
privacy policy or policies and in any California-specific description of consumers’ privacy rights, or if
the business does not maintain those policies, on its internet website, and update that information at
least once every 12 months:
...
(i) A list of the categories of personal information it has collected about consumers in the preceding
12 months by reference to the enumerated category or categories in subdivision (c) that most closely
describe the personal information collected.
(ii) The categories of sources from which consumers’ personal information is collected.
(iii) The business or commercial purpose for collecting, selling, or sharing consumers’ personal
information.
(iv) The categories of third parties to whom the business discloses consumers’ personal information.
...

The user reviews analysed in this study suggest that many financial apps fall short of these expectations.
Users frequently report feeling uninformed about why certain data is being collected and how it will be used.
For instance, user reviews of Bank of America say:

• Not Working Well These Days Functions like mobile check cashing causes crashes, they want too
much personal information and their privacy policy is weak... 2⭑

• App keeps asking for social security number or tax ID. Does not seem to think security is important.
It use to have security question, but not any more. Funny the privacy policy states they will not
ask for social security number.. ever. 1⭑

Those requirements emphasize the need for transparent and accountable privacy policies in data handling,
ensuring that users are fully informed about how their personal information is collected, used, and shared.
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The Gap. Despite the existence of robust privacy regulations such as the GDPR and CCPA, there remains
a significant gap between the regulatory frameworks and their practical implementation, as highlighted by
user reviews. This discrepancy can be attributed to several factors:

• Implementation Challenges: While regulations like the GDPR and CCPA set clear expectations,
the practical application of these rules is complex. For instance, ensuring that privacy policies are both
comprehensive and easily understandable to the average user is a challenge that many financial apps have
yet to fully address. The language used in privacy policies is often legalistic and dense, making it difficult
for users to grasp the full extent of how their data is being used.

• Global Applicability: Financial apps often operate in multiple jurisdictions, each with its own privacy
laws and regulations. Balancing compliance across these varied legal landscapes can lead to inconsistencies
in how privacy practices are implemented, potentially leaving gaps in protection for users in certain
regions.

• User Trust and Perception: Even when apps technically comply with privacy regulations, there is often
a disconnect between compliance and user perception. If users feel that their privacy is not being respected,
as evidenced by complaints about excessive permissions and unclear data usage policies, their trust in the
app can erode. This gap between regulatory compliance and user trust underscores the importance of not
only following the letter of the law but also addressing user concerns proactively.

5.4. Readability, Accessibility and Usefulness of Privacy Policies
Previous studies adopt the Flesch Reading Ease Scores to reflect the readability of privacy policies [84, 85].

The analysis revealed significant variations in the readability of privacy policies across different financial
applications. As shown in Table 3, the scores ranged from a high of 50.19 for Sparkasse, indicating a moderate
level of readability, to a low of 8.06 for Bank of America, suggesting that the text is very difficult to read.
The average readability score is 29.09, indicating that many policies require college graduate level education
background to read and understand them. The estimated average reading times also varied significantly, with
the Australian Taxation Office’s policy requiring the longest time at 136.66 minutes, and ANZ’s policy being
the shortest at 10.11 minutes. These findings highlight the potential burden on users to fully engage with
lengthy and complex privacy documents.

The results of the readability and accessibility analysis reveal significant variations in the complexity of
the privacy policies among the financial applications studied. The Flesch Reading Ease scores ranged from as
high as 50.19 for Sparkasse, indicating moderate readability, to as low as 8.06 for Bank of America, suggesting
that the document is very difficult to read. Additionally, the estimated reading times varied widely, with the
Australian Taxation Office’s policy requiring over two hours to read, while ANZ’s policy could be read in
approximately 10 minutes. These findings highlights the challenges users may face in understanding these
documents.

As we observed in this paper, many privacy policies are written too long and too complex for users to read
and understand. This is technically contrary to the requirements of the GDPR or BDSG in Germany, the
Privacy Act of Australia and partly the GLBA of the USA, which all require clear and easy to understand
privacy statements that explain the privacy practices of the respective company. This shows that “clear
and understandable” are elastic terms and that policies that are perceived by law and by companies as
understandable do not automatically have to be understandable to the user.

In order to evaluate the user understanding of privacy policies, a small survey was then conducted to
see how the perception of users changes in relation to the original policy to the policy summary. The policy
summary only contains information about personal information collected and purposes. We recruited ten
users of aforementioned financial apps and divided them into two groups with five for each. The first group
that received the original policy of the app is henceforth referred to as the “Original Group”, while the
other group that received the policy summary is referred to as the “Summary Group”. The demographic of
participants is listed below.

• Age-wise, the participants are very similar, with eight out of ten people being in the 18 to 25 age group.
Only two people in the original group deviate from this with ages of 47 and 52.
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Table 3
Flesch Reading Ease Scores and Estimated Reading Times of Privacy Policies

Application Flesch Reading Ease Score Reading Time (minutes)
Trade Republic 36.17 40.39
Sparkasse 50.19 19.11
VR Bank 46.78 25.01
TurboTax 27.66 40.02
Robinhood 29.75 17.53
Wells Fargo 20.83 13.34
Bank of America 8.06 16.69
Mitrade 19.16 11.14
Australian Taxation Office 16.31 136.66
Commonwealth Bank 26.33 29.63
ANZ 27.12 10.11
Westpac 45.79 46.26
NAB 27.63 28.04
UBank 25.52 14.26
Average 29.09 32.01

• In terms of educational attainment, the three younger members of the original group all have a Bachelor’s
degree, while the two older ones have a secondary school diploma. In the summary group, two have an
A-level, and three also have a Bachelor’s degree.

• In each of the two groups there is one person who has already had experience with data privacy and one
person who does not use any financial apps. Likewise, of those who use financial apps, one per group has
never given a thought to the privacy of that apps. In the original group, privacy in financial apps is (very)
important to everyone, while in the summary group it is (very) important to four out of five participants,
and surprisingly one does not care at all.

In the original group, the participants took an average of 18 minutes to read through the privacy policy,
which everyone felt was far too long. Interestingly, no clear general age or educational differences can be
identified in the understanding of the policy. While the oldest participant is the only one who found the
policy difficult to understand, there is only one who found it easy, and the other three found it neither easy
nor difficult. So on average, the original policy is moderately understandable. In general, the group had a
moderate to good understanding of the tone and language of the policy, and they found it well-organized
and structured. For one person the terms “Werbe ID” (engl. advertising ID) and “HTTP Header incl. SDK
Version” were difficult to understand, for the others there were no specific difficult terms. It was rather
moderately possible for the group to grasp the main points of the policy, but at the same time, it tended to
be able to answer all of the privacy questions posed by the participants. However, all participants in the
group agree that they would definitely not have read the policy if they had wanted to install the app.

In the summary group, the reading time was reduced considerably, with an average reading time of
three minutes. However, even though the reading time was significantly reduced, the group still tended to
perceive it as too long, although not as much as the group with the original policy. So it seems that even
short reading times of a few minutes are not enough for users, but rather they want an overview that gives
them all the information they need at a glance. The understandability of privacy policies is improved by the
summary. Compared to the original group, the summary group praised that the policy summary is to read
and understand, which means it improved from moderately understandable to rather easy to understand.
Specifically, the tone and language, jargon of computer science, and the ability to grasp the main points are
main factors behind the better understandability.

Interestingly, even though that summary group shows a greater reading willingness of privacy policy
compared to original group, three of the participants still said that they would rather not have read the
policy even in this form (i.e. summary). This means that although the reading time could be significantly
reduced and the overall understanding improved in relation to the original policy, it still does not seem to be
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motivating for users to read it. There could be various reasons for this. On the one hand, the group still
felt that the summary tended to be too long, which means that reading length could be a significant factor
for users in deciding whether to deal with it or not. On the other hand, some users may not be strongly
interested in reading privacy policies in general, because they believe that their personal information is
collected by various services and platforms anyway and therefore have no motivation to read it.

It is important to recognize the limitations of this survey. Due to the small sample size and homogeneous
demographic characteristics of the participants, the results cannot be simply generalized to the entire
population. Nevertheless, the results offer promising evidence that the use of summaries can improve the
understanding of privacy policies among users. However, they also highlight the difficulty of getting users to
read them in the first place, which may require further research.

5.5. Comparative Analysis with Existing Literature
Prior research has explored the impact of privacy concerns on app trust and adoption rates [26, 25, 27].

Our findings align with studies indicating that user trust in financial applications is strongly influenced by
the number and nature of permissions requested. Specifically, apps requesting access to sensitive data (e.g.,
location, contacts) tend to receive lower trust ratings, consistent with the observations in [26].

Furthermore, studies such as [25] highlight that permission transparency improves user acceptance. In
our analysis, financial apps with clearly stated privacy policies and well-explained permission requests had
significantly higher trust ratings than those with ambiguous policies. This finding reinforces previous work in
[27], which showed that user comprehension of permission rationale positively impacts trust.

To quantify this effect, we examined the correlation between trust ratings and the number of permissions
requested across the 15 selected financial apps. We observed a negative correlation (r = *0.63, p < 0.01),
indicating that apps requiring extensive permissions generally received lower trust scores. This relationship
aligns with prior studies on user privacy perceptions in mobile apps [26].

User Awareness and Psychological Factors: Beyond the statistical correlation, our findings also
resonate with psychological models of user decision-making in privacy contexts. According to [28], users tend
to exhibit privacy paradox behavior, where they express high concerns about data privacy but continue to
grant permissions under perceived necessity or convenience. This phenomenon was particularly evident in
finance-related apps, where users often tolerate high permission requests if the app is deemed essential for
daily transactions. However, apps with vague explanations of data use still suffered from reduced trust scores,
reinforcing the importance of privacy communication clarity.

Regulatory Influence on Privacy Perception: Additionally, our study aligns with previous research
on the influence of regional privacy regulations on user trust. Studies on GDPR and similar frameworks
[86] have shown that regulatory environments significantly affect user expectations and tolerance toward
permission requests. We observed that users from the EU (Germany) exhibited stronger negative sentiments
toward apps with excessive permission requests compared to users in Australia and the USA, where privacy
regulations are relatively less stringent. This aligns with previous work on regulatory influence in user privacy
perception [29].

Behavioral Trends in Financial App Trust: Another noteworthy trend from our study is that
financial applications with robust user authentication mechanisms (such as two-factor authentication or
biometric login) received higher trust ratings, even when requiring multiple permissions. This supports
findings from [30], which argue that perceived security measures mitigate privacy concerns and enhance user
trust. However, when security features were absent or unclear, the presence of excessive permissions led to
higher distrust and negative reviews.

By integrating these comparisons, we provide a broader perspective on the significance of permission
requests in shaping user trust, further emphasizing the need for transparent privacy practices in financial
applications. Future work could expand this analysis by incorporating a larger dataset, cross-platform
comparisons (e.g., iOS vs. Android), and user behavior tracking to assess how privacy concerns evolve over
time.
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6. Discussion
6.1. Comparison between Germany, Australia, and US

Although the privacy regulations are distinctly different, especially between the USA and the other two,
it is interesting to note that there are little visible differences in privacy issues raised by users between these
countries. Due to the state-level privacy laws approach of the USA, the limited scopes and partly specific
definitions, there are significant differences and gaps in data protection, allowing some entities, which are not
covered by any law, to exploit the data of their users [36]. That this can really cause differences in user rights
is shown by the policy of Robinhood [87]. Users from California and Virginia are given extra rights due to
specific privacy laws in those states. This includes, but is not limited to, the right to request details about the
categories and specific elements of personal information collected by Robinhood in an easily usable format,
the right to request deletion of their personal information, and the right to opt out of things like sharing
their information with third parties or targeted advertising. At the same time, however, it is made clear that
the laws, due to their limited scopes, do not apply to most of the information collected by Robinhood. The
data protection situation and the related rights of users in the USA are significantly less comprehensive than
in Germany and Australia, where general (almost) all-encompassing data protection laws apply. Therefore, it
could be assumed that there should be more privacy issues in US apps, but this is apparently not the case.
Our analysis of user reviews did not reveal any significant differences in the privacy issues of users in finance
apps from the USA, Germany or Australia. Figure 6 also shows that the US apps do not stand out with
negative scores. This means that even if there are considerable legal differences in data privacy in the three
countries under consideration, these do not seem to have an significant effect on the user issues experienced
by them (at least not in the case of the apps considered here).

The fact that no visible differences between the countries could be identified in the privacy issues expressed
by users in financial apps may be due to the nature of these apps. Financial apps are a product of financial
institutions, which often operate internationally and offer the app worldwide. As a result, they might
implement global standards for privacy and security when developing their apps to meet the requirements
and concerns of their customers as well as the legal frameworks of different countries. Further, financial apps
tend to offer similar functions regardless of their geographic location, as things like banking and trading are
the same internationally. Since the apps have similar functions, the associated privacy issues may also be
similar. Following the same logic, users in different countries could also have similar behaviors when using
financial apps, which would also lead to similar privacy concerns arising. Thus, similar privacy practices can
be enforced internationally regardless of local laws, which could also be a reason for the similarity of the issues
users have. However, this does not mean that the data protection problems in the countries are generally the
same and that the laws make no difference, but only that there were no real noticeable differences in the
issues expressed by the users in the context of this paper.

6.2. Permissions in Android Mobile Apps
Permissions are the pillar of data privacy management in Android mobile apps. In our analysis of user

reviews in finance apps, a common user issue is the number and type of permissions requested, which seem
to be disproportionate to the functionality of many finance apps, such as wanting camera or location access.
One reason for this could be that it is easier for developers to ask for all the permissions that are needed for
all the functionalities of the app from the start, rather than asking for them when they are actually needed.
Especially things like location access are often used, sometimes even when the app is not actively used at all.
Constant location access should actually be restricted by data protection laws such as the GDPR in Germany
due to the prescribed data minimization, but can be justified by the developers with fraud protection. Thus,
it is also possible that developers ask for all permissions in order to be able to collect more data about their
users. On the other hand, users could also misjudge the permissions of the app. For example, if an app needs
access to the gallery of the user in order to allow him to upload photographed invoices, the user may perceive
it as if the app processes all his pictures, even though this is not the case. Regardless of whether the “fault”
lies with the developers or the users, in both cases the problem is ultimately related to the other two core
issues users have regarding permissions, namely lack of optionality and explanations.

If optionality was offered everywhere possible and all required permissions and data usage were clearly
and comprehensively explained, then the aforementioned problems should also disappear. The reason why
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Country Regulation Scope Key Principles Enforcement and Penal-
ties

Germany GDPR Applies to all organizations
processing personal data of
EU residents, regardless of
location.

Data minimization, purpose limita-
tion, transparency, accountability, se-
curity, and lawful processing.

Enforced by Data Protec-
tion Authorities; fines up
to €20M or 4% of global
turnover.

BDSG Complements GDPR with
national-level requirements, in-
cluding specific employee data
protection rules.

Ensures transparency in data col-
lection and promotes anonymization
where feasible.

Fines up to €300K for
severe violations; imprison-
ment for intentional mis-
use.

Australia Privacy
Act 1988

Covers businesses with annual
revenue above 3M AUD, gov-
ernment agencies, and some
small businesses.

Defines how personal information
must be collected, used, and disclosed;
includes breach notification require-
ments.

Enforced by OAIC; penal-
ties up to 2.5M AUD for
serious violations.

Australian
Privacy
Principles
(APPs)

A set of 13 principles outlining
responsible handling of per-
sonal data.

Focuses on transparency, access rights,
security, and purpose limitation.

Organizations must com-
ply with APPs or face
enforcement actions by
OAIC.

USA
GLBA Applies to financial institu-

tions handling consumer finan-
cial data.

Requires financial privacy notices, se-
curity programs, and opt-out mecha-
nisms.

Enforced by FTC and fed-
eral banking agencies; non-
compliance can result in
fines and imprisonment.

FCRA Regulates consumer credit re-
porting and data sharing.

Defines permissible uses of consumer
credit reports and mandates consumer
rights to access and dispute inaccura-
cies.

Enforced by CFPB and
FTC; violations can lead
to fines and damages to
affected consumers.

CCPA
California

Grants California residents pri-
vacy rights over their personal
data.

Right to access, delete, and opt-out
of data sales; businesses must disclose
data practices.

Enforced by California At-
torney General; fines up
to $7,500 per intentional
violation.

Table 4
Comparison of Privacy Laws in Germany, Australia, and USA.

developers do not offer optionality everywhere will probably have the same reasons as mentioned before.
They may also assume that most users will agree to the permissions either way, so they tend to follow a
“all-or-nothing” approach.

6.3. Privacy Policy Existence of Financial Apps
Not all apps link their privacy policy on their homepage, let alone have one. This was also confirmed by

the apps selected in this paper. The Sparkasse and Wells Fargo apps both do not have a privacy policy linked
in the Google Play app store, which represents a deficiency, especially considering the size and significance
of these banks. So when users encounter apps that do not link a privacy policy, they may not search for it
externally but assume that there is none and complain accordingly that there are no explanations for their
privacy practices. On the other hand, other works have shown that privacy policies are also often simply
not being read [85, 88]. Be it because of their length or the sometimes difficult way they are written. One
reason for the explanation issue of many users could accordingly be that they do not (want to) undertake the
work to read the privacy policy and do not get any information when the request for permissions is made,
which is why there is a lack of explanations for them. It can also be that they read the policy, but it is not
precise enough or written too complex, so they still do not understand it. For example, many apps also use
collective terms to describe the reasons why certain permissions are necessary, such as “app functionality” or
“marketing purposes”, thus fulfilling what is sometimes a legal requirement but still not providing users with
valuable information.

Since 2022, the Google Play app store had required all apps to disclose their privacy practices, so it could
be assumed that users should be informed about what permissions are required and why [89]. However, in a
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paper by David Rodriguez et. al. [89] it was shown that 44.3 %, so almost half of the 822 apps they analyzed,
ask for permissions for data that is not listed in the app pages of their privacy practices. So the information
in the app stores cannot be relied upon either. So there are various reasons why users lack explanations for
the various permissions that the apps ask for. Since this problem occurs among users in all three countries
considered in this paper, it can also be concluded that the laws still need to be improved in this regard.

6.4. Implicit Privacy Concerns
It is noticeable that the main privacy issues identified by users are generally only “direct” problems,

such as permissions required by the app, missing explanations, no VPN functionality, or insufficient PIN
settings. Users mainly notice things as problematic that they actively encounter. Privacy aspects, such as to
whom the collected data is passed on and for what purpose, are also very important, but they happen in the
background and are therefore not really present for the users. Many users are probably not really involved
with such details, which is why issues that have a direct influence on the app and its functionalities dominate.

In addition to the privacy issues, it became clear in our analysis that privacy-related reviews generally
make up a very small proportion of the reviews and that despite many issues mentioned, many users also
praise the security and privacy of the respective apps. One reason for this could be that many users probably
look at the app as a whole. As long as it fulfills its purpose in terms of design and functionality and there are
no obvious data protection or security problems, such as the lack of a password prompt in a banking app,
users could rate it positively despite possible privacy concerns. Furthermore, many users may not be fully
informed about privacy issues or understand the actual impact that certain permissions and data uses of the
app have on their privacy. In such cases, they may still consider the app to be safe and privacy-friendly.

6.5. Implications for App Developers
App persmissions: Major issues for many finance app users is the large amount of permissions, their

lack of optionality, and insufficient explanations for why they are needed. Many users have clear expectations
about how their data should be handled, and finance app developers should strive for a balance between app
functionality and user privacy. To achieve this, app developers should examine the permissions their apps
require and analyze which of those are truly mandatory in order to limit the number of permissions to what
is necessary.

Opt-in permissions: Whereever possible, users should be given the option to specifically grant or
deny permissions. Especially for data accesses that are not directly related to the app functionality, such as
collecting device information for marketing purposes, users should be asked whether they want to share this
data or not. The app should still be able to function in the main without some of these permissions being
granted.

User-specified and one-time permissions: it may be possible to introduce individual one-time
permissions for specific cases, which are queried again each time they are to be used. This could include cases
such as when a banking app wants to have access to the camera of the user in order to be able to photograph
bills directly in the app. By changing this from a continuous permission to a one-time permission, the app
could avoid the feeling of the user that the app can continuously access his or her camera and record what it
sees. Providing choices allows users to customize their app experience while maintaining control over their
data. App developers could also implement their data access rules directly as a settings option in the app,
where users can easily adjust their permissions or request to delete collected data if they wish.

Alternate permissions and functions: For some app permissions, where it is possible, it could be
considered to offer alternative functions for users, in case they do not want to grant permissions that would
be necessary for certain functions. For example, if a banking app wants to access the location of the users in
order to provide them with information about ATMs in their area, if they refuse, only a general map with all
available ATMs could be displayed, in which they can search for their location themselves. In this way, the
basic functionalities of the app could be preserved without users, who are concerned about their privacy,
having to give up anything.

Better explained permissions: Communicating the purpose and need for the various permissions
requested in a transparent and clear manner can significantly contribute to users trusting the app more.
After all, when users are asked to allow access to their data or device features, they rightly expect a detailed
explanation of the purpose for which the app requires these permissions and how their data will be used. As
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could be seen from the reviews, without this transparency, some users are otherwise reluctant to continue
using the app or to install it at all, because they fear possible misuse of their data or general monitoring by
the app provider. One solution for this could be to integrate the explanations for the respective permissions
directly into the app. When users are first asked to grant certain permissions, developers could display brief
and easy-to-understand explanations of why each of those permissions is necessary for the functionality of
the app [88].

Responding to reviews: Developers should try to respond to reviews that express concerns about
app data usage and app permissions and explain them to requesters. By publicly responding to questions
and concerns raised by users, they could better demonstrate their commitment to transparency and user
satisfaction.

More readable and accessible privacy policies: The readability and accessibility analysis provides
critical insights into the user experience of engaging with privacy policies. Policies with lower Flesch Reading
Ease scores and longer reading times are likely to be more challenging for users to comprehend, potentially
leading to lower levels of engagement and trust. Our analysis suggests that financial applications need to
prioritize the simplification of their privacy policies to make them more accessible to a broader audience. By
doing so, they can enhance transparency and encourage greater user trust, which is essential for maintaining
compliance with privacy regulations and ethical standards. Moreover, our analysis of privacy policies found
many are too complex in terms of language and take too long to read. In addition, it is unclear to many
users from their reviews that they understand the implications of some privacy policy elements, along with
some app permissions requested. Additionally, in the app and on the app page in the respective store, a
comprehensive privacy policy should be linked, which is tailored to the app. However, this is not done for
most of apps so far [85, 80]. In this way, the needs of users who want to know in detail and for whom brief
explanations are not enough could also be met.

7. Threats to Validity
Despite the robustness of our methodology, certain limitations and threats to validity should be considered

when interpreting our findings. While these limitations exist, we believe that our multi-method approach
ensures a balanced, in-depth analysis of privacy concerns in financial applications. By outlining these
limitations, we aim to provide transparency and guide future work in refining privacy analysis methodologies.

Selection Bias and Dataset Representativeness: Our dataset consists of 15 financial applications
selected based on their popularity in the Google Play Store across three countries. While this ensures the
inclusion of widely used apps, it may not fully capture the diversity of financial applications available on
alternative platforms, such as the Apple App Store or region-specific marketplaces. Future studies could
broaden the dataset by incorporating a wider selection of apps to enhance generalizability.

Qualitative Evaluation and Observer Bias: The qualitative analysis in this study involved manually
reviewing and categorizing user reviews. While efforts were made to ensure consistency and objectivity,
including cross-validation by multiple researchers, the possibility of observer bias remains. To mitigate this,
we applied a stratified random sampling approach to ensure diverse representation of user reviews. However,
future research could incorporate automated NLP-based techniques, such as thematic clustering or sentiment
analysis, to reduce subjectivity in qualitative assessments.

Focus on Negative Reviews and Privacy Concerns: One of the methodological choices in our study
was to concentrate primarily on one- and two-star user reviews. This decision aligns with our specific focus
on privacy-related concerns in financial applications. Negative reviews are more likely to contain explicit
complaints about perceived privacy violations, confusing permission requests, or dissatisfaction with data
handling practices. While this focus strengthens our ability to extract relevant insights about privacy issues,
it also introduces a potential limitation in terms of scope. Reviews with neutral or positive ratings may
still contain valuable feedback on privacy practices, including endorsements of transparency or satisfaction
with policy clarity. However, since our study aimed to capture the most pressing and critical concerns, we
intentionally limited our qualitative review to the most negative cases. This may reduce the representation of
more balanced or positive experiences. Future work could address this by incorporating a broader spectrum
of user ratings, including neutral reviews, to provide a more comprehensive view of privacy perceptions across
the full range of user experiences.
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Temporal Validity and Dynamic Privacy Policies: Financial applications frequently update their
privacy policies and data handling practices in response to regulatory changes (e.g., GDPR updates) and
user feedback. As a result, some findings in this study may become outdated over time. Future research could
adopt a longitudinal approach, analyzing how privacy policies evolve over extended periods and how these
changes influence user perceptions.

Regional Differences in Privacy Perceptions: While our study compares financial apps from Germany,
Australia, and the USA, privacy concerns and regulatory frameworks vary across different jurisdictions.
This study focuses on three regions with distinct regulatory landscapes, but the findings may not be fully
generalizable to other countries with different privacy expectations and enforcement mechanisms. Future
studies could expand the geographical scope to include additional countries with varying privacy laws and
cultural attitudes toward data protection.

Reliability of User Reviews as a Data Source: User reviews serve as a valuable resource for
understanding privacy concerns, but they also present certain limitations. Users may not always articulate
their privacy concerns explicitly, leading to potential underrepresentation of specific issues. Moreover, fake or
manipulated reviews could influence the analysis. To address this, we filtered out low-quality and spam-like
reviews, but future research could explore sentiment-weighted ranking algorithms to further refine review
credibility assessments.

8. Conclusion
In this paper, we explored the privacy concerns and regulatory landscapes of financial mobile applications

in Germany, Australia, and the United States. Our analysis includes a detailed review of user feedback from
app stores, highlighting prevalent privacy issues and regional differences in user concerns. We identified six
primary privacy concerns in user reviews, including excessive permission requests, all-or-nothing permissions,
non-transparent privacy policies, finance data sale, inadequate security measures, and password-related
concerns. Despite large privacy law differences, we found no significant differences in user privacy concerns
about their financial apps between countries of use. This study also highlights the importance of readability
and accessibility in the design of privacy policies for financial applications. The analysis of Flesch Reading
Ease scores and estimated reading times reveals that many of these documents are difficult to read and
require significant time commitments, which may deter users from fully engaging with them. To improve
user comprehension and trust, it is recommended that financial applications simplify their privacy policies,
making them more accessible and user-friendly. Such efforts are crucial not only for ensuring compliance
with legal requirements but also for enhancing the overall user experience and fostering a more transparent
digital environment. This work has contributed to a better understanding of key privacy concerns of financial
app users and for increased data security, more informed user decisions, and more effective communication of
software privacy practices in the financial apps sector.

9. Data Availability
The full code used in this paper and the reviews and survey results are stored in a GitHub repository,

which can be found at the following link:
https://github.com/HumaniSELab/An_Analysis_of_Privacy_Regulations_and_User_Concerns_of_F
inance_Mobile_Applications
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