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\P! Providing real-time and active monitoring for multiple, 
concurrent VMs hosted on a single physical server 
without a noticeable VM performance overhead. Running 
real-time monitoring software impacts performance, 

because the security software typically needs to verify 
system activities such as calls and memory accesses 
before executing them. Active monitoring is also a 
difficult problem in VASSs. Active monitoring requires 
installing hooks inside the hosted VMs to suspend system 
activities until they are analyzed, and a major reason for 
moving to VASSs is to remove the security code from the 
hosted VMs [5].*
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1.! EPROCESS Structures - by locating such structures in 

physical memory pages, we can externally list all the 
running processes including their details (e.g. name, ID, 
threads, loaded modules, Export/Import Address Tables, 
Virtual Address Descriptors). Monitoring and 
constructing processes without relying on the kernel 
enables e.g. detecting hidden process, DLL injection and 
EAT /IAT hooking.  

2.! KeServiceDescriptorTable Structure - this structure 
references the System Service Dispatcher Table (SSDT) 
that contains a list of the native kernel APIs and their 
addresses, making it one of the central points of execution 
flow control in the kernel. Monitoring this structure 
externally without relying on the kernel enables detecting 
any system-wide hook. 
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−! CloudSec VM; CloudSec VM is configured with 2 GB of 

RAM and two virtual CPUs. CloudSec is a virtual 
appliance running Ubuntu Linux 8.04 Server JeOS, and 
hosts the vCompute APIs and our monitoring software. 
Our monitoring software is a normal Linux C program 
written using vCompute APIs and Posix Threads APIs to 
support multi-threading , in order to enable monitoring 
multiple VMs concurrently. CloudSec is isolated from 
other server network workload in a separate virtual 

network by creating a dedicated vSwitch in the ESX 
hypervisor. CloudSec has a pre-defined network IP and 
port to enable monitoring other hosted VMs. 

−! Monitored VMs; our prototype contained two hosted 
VMs for validation purposes. The two VMs are each 
allocated with 1.5 GB of RAM and two vCPUs running 
Windows XP SP3 32-bit OS. The VMX files of these 
VMs were configured to allow introspection by the 
vCompute API.  
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