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Despite the potential benefits, cost savings and revenues that can be gained from adopting the cloud computing model, a 
downside is that it increases malicious attackers’ interest and ability to find vulnerabilities to exploit in cloud software 
and/or infrastructure. In addition, the cloud model is still not fully mature and lot of issues that impact the model’s 
creditability and pervasiveness are still open. These include vendor lock-in, multi-tenancy and isolation, data placement and 
management, service portability, elasticity engines, SLA management, and cloud security are well known open research 
problems in the cloud computing model [1].  

Cloud consumers consider security as a major concern that hampers their adoption of the cloud computing model [2]. This is 
because: (i) enterprises outsource the security management of their cloud-hosted assets to a third party (cloud provider) that 
hosts their IT assets. This leads to the well-known loss of control problem [3], where cloud consumers do not have security 
control on their outsourced assets; (ii) co-existence of different tenants’ assets in the same location and using the same 
instance of a software service. This makes them unaware of the soundness of service security and what security controls are 
used to secure each tenant’s data and ensure no data confidentiality breaches exist; (iii) the lack of security guarantees in the 
Service Level Agreements (SLAs) between cloud consumers and cloud providers. Most existing SLAs focus on reliability, 
availability and performance of services rather than security [4]; and (iv) hosting valuable enterprise assets on publicly 
accessible infrastructure increases the possibility of attacks and interest of attackers to exploit vulnerabilities in such services 
to achieve benefits (such as compromising one tenant’s data by other tenants who may be competitors). 

From the cloud providers’ perspective, security requires a lot of expenditure (e.g. security solutions’ licenses), resources 
(security is a resource intensive aspect), and is a difficult problem to master due to its complexity (in terms of number of 
services, stakeholders, security solutions, etc.). However, ignoring or delaying the improvement of security in the cloud 
computing roadmap will not meet expected revenues and take-up. Thus, cloud providers have to understand consumers’ 
concerns and seek out new security solutions that resolve such concerns.  

Finally, from the security vendors’ perspective, developing different security adaptors to integrate with different cloud 
services is a big headache for them. The development of a security management framework helps mediate between cloud 
services and security controls. Such a framework should integrate with security solutions through a common security 
interface (thus vendors will have to develop only one adaptor), and at the same time integrates with the cloud services to be 
secured using runtime software instrumentation approaches. 

Security management systems help in capturing and defining enterprise asset security, enforcing specified security details, 
monitoring the security status of these assets, and improving security to meet target security objectives that may also 
change overtime according to business needs. The security challenges of the cloud computing model make it too hard to 
depend on manual approaches that require deep involvement of stakeholders, either cloud or service providers or service 
consumers, to deliver the aimed security level. In order to address cloud security challenges, we have identified five main 
areas we need to consider in order to deliver an adaptive security management framework for the cloud computing model. 

•  Cloud computing: We need to study the cloud computing model characteristics and what are the main factors that 
contribute to the cloud computing security problem. We need to identify the key requirements that should be 
addressed when developing such a security management model for the cloud computing model. This issue was 
discussed in previous chapters of this book;  

•  Security management: We need to study the existing security management efforts and standards. We need to 
identify what are the key limitations of these efforts when applied to the cloud computing model, and which one(s) to 
use or extend when addressing the cloud computing model; 
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•  Security analysis: We need to determine what are the main security analysis tasks; what are the existing security 
analysis efforts that exist in web applications security analysis area; and how far these efforts support automation of 
the security analysis task. Moreover, we need to know how these efforts are extensible to support discovery of 
existing as well as new vulnerabilities that emerge at runtime; 

•  Security engineering: We need to capture, inject, and update cloud services’ security for different tenants at runtime 
taking into consideration different SaaS multi-tenancy models. We need to study the existing security engineering 
efforts; identify key limitations of these efforts that arise from applying these techniques to the cloud services; and 
how they fit with the multi-tenancy requirements. Moreover, we need to know how much automation is possible with 
these approaches to facilitate the automated integration of these approaches with the target cloud services; 

•  Security monitoring: We need to determine what security monitoring platforms exist and how these platforms fit 
into the cloud multi-tenancy model – i.e. how can we capture different tenants’ security metrics and how can we 
plug-in security probes that collect measurements required to assess the security status specified by different tenants. 

The remaining part of this chapter is organized as follows. In Section 1, we discuss the key security management standards, 
differences, and limitations to fit with the cloud computing model. In Section 2, we discuss key efforts in security analysis (as 
a main source of security requirements). In Section 3, we discuss key efforts in security enforcement. In Section 4, we discuss 
key efforts and limitations in security monitoring area. In Section 5, we introduce our proposed solution for the cloud 
computing security management problem and the main framework architecture components. In Section 6, we introduce a 
structure 

8.1 Security,Management,Standards,
Information security management systems [5-7] are defined as systems that deliver a holistic “model for establishing, 
implementing, operating, monitoring, reviewing, maintaining and improving the protection of information assets”. We have 
identified two key security management standards. The first one is the Federal Information Security Management Act 
introduced by the National Institute of Standards and Technology - NIST-FISMA [5]. The second one is the International 
Organization for Standardization and the International Electro-technical Commission - ISO/IEC – ISO27000 [6]. Below we 
summarize these two standards. 

8.1.1 NIST7FISMA,Standard,
NIST-FISMA was originally declared as an e-Government Act in 2002 [5]. The FISMA standard delivers the guidelines to 
develop agency-wide security management program that help in categorizing information systems, capturing security 
objectives, enforcing specified security, and monitoring the security status of agency assets. The standard includes a set of 
guidelines and standards that help implementing the information security management program as follows: 

• Standards for categorizing information and information systems by mission impact – i.e. the impact of security 
breach on a given information system on the assigned security. 

• Standards for minimum security requirements for information and information systems. Based on the security 
categorization of the information systems, a set of minimum security requirements and security controls baseline is 
selected from the set of the available security control baselines – i.e. if an information system is assigned a low 
security impact, this means that the low impact security requirements and controls baseline is selected and should be 
enforced by the security experts.  

• Guidance for selecting appropriate security controls for information systems. Different information systems may 
have different natures that may require using specific rather than common security controls.  

• Guidance for assessing security controls in information systems and determining security control effectiveness. This 
guideline defines how to select security controls to be assessed, method of the assessment, metrics that could be used, 
and how the assessment could be conducted. 

• Guidance for the security authorization of information systems. This guideline specifies who should be responsible 
for authorizing the security management plan developed including how the identified risks are addressed /mitigated. 

• Guidance for monitoring the security controls and the security authorization of information systems. This guideline 
defines, for each security controls’ family (FISMA standard divides the security controls into a set of 17 security 
controls families), the set of security metrics that should be measured to monitor the security status of a given system, 
frequency of applications, nature of the metric, formula of the metric, unit of measure, etc. 



8.1.2 ISO27000,Standard,
The ISO27000 standard [6, 8] provides a model to guide the definition and operation of information systems security 
management. The ISO27000 targets all types of organizations other than federal agencies as intended in the FISMA standard. 
The ISO27000 standard has a series of security standards that address different areas in the information systems security 
management framework as follows: 

• ISO 27001: This standard gives an overview of the specification of any ISMS that is based on ISO27000 standard. It 
shows how the ISMS standard is aligned with the Plan-Do-Check-Act (PDCA) management model. It summarizes 
the key terminologies existing in the security management process and gives a summary of security controls 
objectives that should be operated. 

• ISO 27002: This standard focuses on security controls’ implementation guidance to help organizations during the 
ISMS implementation, reviewing and authorization phases. It covers how these phases could be done to address 
different security targets including Human Resources, physical security, communication security, access control, etc.   

• ISO 27003: This standard gives guidance on implementation of different ISMS phases including planning processes, 
do processes, check processes, and act processes phases. 

• ISO 27004: This standard addresses the ISMS measurements and metrics that could be used, stakeholders and 
responsibilities, measurement operations, data analytics of the measurement results, and further improvement actions 
that could be taken.  

• ISO 27005: This standard addresses the security risk management process. It details a methodology for information 
security risk management including risk analysis, treatment, and acceptance. 

• ISO 27006: This standard provides guidelines to help organizations in the accreditation process of ISMS certification. 
It documents the key requirements that should be satisfied and how they can be addressed.  
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8.1.3 Differences,between,NIST7FISMA,and,ISO27000,
We have determined that a lot of similarities exist between ISO27000 and NIST-FISMA standards. This includes the general 
approach, phases of security management, complexity of both standards to implement and satisfy, relatively similar concepts, 
and risk management, provide a list of security controls (NIST specifies links to ISO27000 security controls). However, we 
found a set of key differences between them as well. NIST-FISMA targets federal agencies while ISO27000 target 
commercial organizations; however, there is no problem to apply NIST standard to commercial organizations. NIST-FISMA 
focuses mainly on one or more IT systems. On the other hand, The ISO27000 has organizational-wide focus. NIST uses IT 
systems’ categorization as a selector to decide the set of security controls (baseline) to apply, while ISO27000 assumes that 
the set of security controls provided in the standard are available to be picked up and used according to the situation. In our 
opinion, this helps in the security controls selection phase by minimizing the scope of security controls to select from 
(minimize the possibility of error or missing security). Moreover, this security controls baseline could be customized later 
according to identified and assessed security risks. 

8.1.4 Security,Management,Standards,and,the,Cloud,Computing,Model,
Both ISO27000 and NIST-FISMA standards assume that the assets (i.e. IT systems) owner has full control over the security 
management process of their assets – i.e. these assets are mostly hosted internally inside their network perimeter or at least 
they can specify and monitor the security of their assets if hosted on a service provider. Thus both standards, in terms of their 
current specifications, do not fit well with the cloud computing model and the multi-tenancy model where tenants do not have 
any control on their outsourced assets where service consumers do not have any participation in securing the cloud services . 
This is a well-known security problem with the cloud computing model known as the “loss-of-control” problem. Multi-
tenancy adds a new, complex dimension to the loss-of-control security problem. These security management standards are 
not designed with taking into consideration the service sharing concept introduced by multi-tenancy – i.e. how to capture, 
enforce, and monitor service security status for different tenants given that these security requirements may change overtime. 
Moreover, the set of service tenants evolves at runtime. New tenants may register to use the service at runtime. At the same 
time, other tenants may unregister from the service. 
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8.1.5 Rethinking,about,Security,Management,Standards,,
From this analysis of current security management standards, we need to rethink security management systems by 
considering three key phases: defining security, enforcing security, and monitoring and improving security, as shown in 
Figure'3.  

• Defining Security: This task focuses on how to identify IT assets to be secured and how to categorize them 
according to their importance, how to capture different stakeholders’ security objectives and goals, how to identify 
security threats, vulnerabilities and attacks, and how to identify the security requirements and controls that mitigate 
these (identified) security risks and satisfy these (specified) security objectives.  

• Enforcing Security: This task focuses on how to implement and configure the specified security controls and how to 
integrate these security controls within the target IT systems that need to be secured, how to manage changes required 
to effect new security updates resulting from new business needs and new security risks. 



• Monitoring and Improving Security: This task focuses on how to capture stakeholders’ security metrics, how to 
generate necessary security probes that can collect measurements of security controls and IT system status, how to 
analyse these results, and how to improve the operated security to improve the security status to match the specified 
stakeholders’ security objectives. 

In the next sections, we discuss each of these building blocks with detailed analysis of the existing efforts and their key 
limitations, taking into consideration key cloud security challenges, especially service outsourcing and multi-tenancy 
dimensions. 

8.2 Security,Analysis,
Possible system threats and vulnerabilities represent a key source of security requirements. Security analysis approaches 
usually depend on (i) static techniques that are applied directly to the system source code. This includes pattern matching: 
searching a “pattern” string inside the source code and the instances where patterns occurred; (ii) Dynamic techniques 
introduce faults in order to test the behaviour of the system under test. Some knowledge about the system is required; and (iii) 
Hybrid techniques that use both static and dynamic analysis techniques to achieve high accuracy and detect complex 
vulnerabilities.  

Attack Analysis is a security analysis area that targets identifying possible attack paths required to achieve a specific attack 
goal on a target system entity. Chinchani et al [9] propose an approach to represent a possible attack vector on a given target 
component. The approach is based on modelling a system as a set of entities (targets). These targets are connected to each 
other if there is a physical link. Each target has a set of information it processes (keys). If the attacker does not know this 
information then there will be a cost to get it. Thus the attack vector reflects the set of entities that an attacker has to go 
through in order to reach his target. This approach was introduced as a replacement of attack graphs (action-centric) that 
suffer from the state explosion problem. Sheyner et al [10] propose an automated approach to generate an attack graph 
required to achieve a given attack goal. Their approach is based on creating a network model that reflects all atomic attacks 
existing in each node. They used a modified version of model checking that can generate all possible combinations of 
possible paths (not only paths that violate or satisfy a given property). They specify the attack goal as CTL expression. The 
CTL expression is the negation of the attacker objectives.  Hewett et al [11] introduce another approach for formal attack 
analysis that focuses on hosts rather than on network entities. This is another approach to mitigate the state explosion problem 
arising from using attack graphs. Ou et al [12] introduce an approach for attack graph generation based on logic-
programming. This approach represents attack scenarios as a set of data-logs and associated rules.  

Threat Analysis is the second side in the security analysis triangle that aims to identify possible threats on a given system 
using the set of identified vulnerabilities or attack graphs and the system architecture details. We may conduct threat analysis 
on high level system architecture before the system exists using a set of common known weaknesses in the underlying 
technologies used. George et al [13] introduce an automated approach for threat identification based on a predefined set of 
expert-defined rules. Given a UML diagram of the target system along with the set of vulnerabilities existing in a given 
program, it applies the rules to identify the possible system threats. The approach has a lot of limitations related to the system 
model and the threat identification rules. Measuring the attack surface of an application is another approach for threat 
analysis. Pratyusa et al [14] propose a metric for system security based on system attack surface. This approach is based on 
calculating entry and exist points and the communication channels used. Abi-Antoun et al [15] propose an approach that 
looks for security flaws in a given system based on the Microsoft STRIDE model. They introduce a set of rules that can be 
used to identify and decide the possibility of a given threat based on checking rules related to the preconditions of a 
discovered vulnerability and the existence of sufficient security controls. 

Vulnerability Analysis: Existing vulnerability analysis efforts are mostly designed to analyse against specific vulnerability 
types, such as SQL Injection and Cross-Site Scripting. Jimenez et al. [16] review various software vulnerability prevention 
and detection techniques. Broadly, static program analysis techniques work on the source code level. This includes pattern 
matching that searches for a given string inside source code, tokens extracted from source code, or system byte code e.g. calls 
to specific functions. NIST [17] has been conducting a security analysis tools assessment project (SAMATE). A part of this 
project is to specify a set of weaknesses that any source code security analysis approach should support including SQL 



Injection, XSS, OS command Injection, etc. They have also developed a set of test cases that help in assessing the capabilities 
of a security analysis tool in discovering such vulnerabilities. Halfond et al. [18] introduce a new SQL Injection vulnerability 
identification technique based on positive tainting. They identify “trusted” strings in an application and only these trusted 
strings can be used to create certain parts of an SQL query, such as keywords or operators. Dasgupta et al. [19] introduce a 
framework for analysing database application binaries to automatically identify security, correctness and performance 
problems especially SQLI vulnerabilities. They adopt data and control flow analysis techniques as well as identifying SQL 
statements, parameters, tables and conditions and finally analyse such details to identify SQLI vulnerabilities. Martin et al 
[20, 21] introduce a program query language PQL that can be used to capture definition of program queries that are capable 
to identify security errors or vulnerabilities. PQL query is a pattern to be matched on execution traces. They focus on Java-
based applications and define signatures in terms of code snippets. This approach limits their capability to locate vulnerability 
instances that match semantically but not syntactically. Wassermann et al. [22] introduce an approach to finding XSS 
vulnerabilities based on formalizing security policies based on W3C recommendation. They conduct a string-taint analysis 
using context free grammars to represent sets of possible string values. They then enforce a security policy that the generated 
web pages include no untrusted scripts. Jovanovic et al. [23] introduce a static analysis tool for detecting web application 
vulnerabilities. They adopt flow-sensitive, inter-procedural and context-sensitive data flow analysis. They target identifying 
XSS vulnerabilities only. Ganesh et al [24, 25] introduce a string constraint solver to check if a given string can have a 
substring with a given set of constraints. They use this to conduct white box and dynamic testing to verify if a given system is 
vulnerable to SQLI attacks. Bau et al [26] perform an analysis of black-box web vulnerability scanners. They conducted an 
evaluation of a set of eight leading commercial tools to assess the supported classes of vulnerabilities and their effectiveness 
against these target vulnerabilities. A key conclusion of their analysis is that all these tools have low detection rates of 
advanced and second-order XSS and SQLI. The average percentage of discovered vulnerabilities is only 53%. Their analysis 
shows that these tools achieve 87% in detecting session management vulnerabilities and 45% in detecting cross site scripting 
vulnerabilities. Kals et al [27] introduce a vulnerability scanner that uses a black-box to scan web sites for the presence of 
exploitable SQLI and XSS. They do not depend on a vulnerability signature database, but they require attacks to be 
implemented as classes that satisfy certain interfaces. Balzarotti et al [28] introduce composition of static and dynamic 
analysis approaches, “Saner”, to help validating sanitization functions in web applications. The static analysis is used to 
identify sensitive sources/sinks methods. Dynamic analysis is used to analyse the identified suspected paths.   

8.3 Security,Enforcement,

8.3.1 Security,Engineering,
Software security engineering aims to develop secure systems that remain dependable in the face of attacks [29]. Security 
engineering activities include: identifying security objectives that systems should satisfy; identifying security risks that 
threaten system operation; elicitation of security requirements that should be enforced on the target system to achieve the 
expected security level; developing security architectures and designs that deliver the security requirements and integrates 
with the operational environment; and developing, deploying and configuring the developed or purchased security controls. 
Approaches typically focus on security engineering during system design. Misuse cases [30] capture use cases that should not 
be allowed and may harm the system operation. UMLSec [31] extends UML with a profile with set of stereotypes to annotate 
design elements with security requirements. UMLSec provides a comprehensive UML profile but it was developed mainly 
for use during the design phase. SecureUML [32] provides a meta-model to design RBAC policies of a target system. Both 
approaches are tightly coupled with the software system design models. 

8.3.2 Adaptive,Application,Security,,
Adaptive application security is another key area in security engineering that focuses on enabling a given system to adapt its 
security capabilities at runtime. Extensible Security Infrastructure [33] is a framework that enables systems to support 
adaptive authorization enforcement through updating in memory authorization policy objects with new low level C code 
policies. It requires developing wrappers for every system resource that catch calls to the resource and check authorization 
policies. Strata Security API [34] hosts systems on a strata virtual machine. This enables interception of system execution at 
the instruction level based on user security policies. The framework does not support securing distributed systems and it 



focuses on low level policies again specified in C code. Serenity [35] enables provisioning of appropriate security and 
dependability mechanisms for Ambient Intelligence systems at runtime. Security attributes are specified on system 
components at design time. At runtime the framework links such Serenity-aware systems to the appropriate security and 
dependability patterns. Serenity does not support dynamic or runtime adaptation for new unanticipated security requirements. 
Morin et al [36] propose a security-driven and model-based dynamic adaptation approach enabling applications to reflect the 
specified context-aware AC policies. Engineers define security policies that take into consideration context information. 
Whenever the system context changes, the tool updates the system architecture to enforce the suitable security policies. 

8.3.3 Multi7tenancy,security,engineering,,
Multi-tenant security engineering is a new branch of security engineering. Hong Cai et al [37] proposed an approach to 
transform existing web applications into multi-tenant SaaS applications. They focus on the isolation problem by analyzing 
applications to identify required isolation points that should be handled by the application developers. Chang Jie Guo et al 
[38] developed a multi-tenancy enabling framework based on a set of common services that provides security isolation and 
performance isolation. Their security isolation pattern considers the case of having different security requirements (for 
authentication and access control only). However, it depends on the tenant’s administration to manually configure security 
policies, map tenant’s users and roles to the application’s predefined roles. Pervez et al [39] developed a SaaS architecture 
that supports multi-tenancy, security and load dissemination. Their architecture is based on a set of services that provide 
routing, logging, security. Their proposed security service delivers predefined authentication and authorization mechanisms. 
No control by service consumers of the security mechanisms is supported and no isolation is provided between the 
authentication and authorization data of different tenants. Menzel et al [40] proposed a model driven approach and language 
to specify security requirements on web services and web applications composed of web services. Each application instance 
(and its services) is deployed on a VM.  They assume that web applications are composed of web services only, and that 
multi-tenant security is maintained through using VMs for each tenant (the simplest case of supporting multi-tenancy). 
(

8.4 Security,Monitoring,and,Improving,
NIST [41] characterizes security metrics into three types: (i) Implementation metrics. These metrics are intended to 
demonstrate progress in implementing information security solutions and related policies and procedures; (ii) 
Effectiveness/efficiency metrics. These metrics are intended to monitor if the implemented security controls are implemented 
correctly, operating as intended and meet the desired outcomes. Effectiveness focuses on the robustness of the security 
controls while efficiency focuses on the capability of the security controls to mitigate the security objectives; (iii) Impact 
measures are used to articulate the impact of IT security on mission including cost savings, public trust. Existing efforts in 
information security measurements and monitoring focus on proposing guidelines or processes to be followed when defining 
metrics and collecting measurements. Chandra et al [42] introduce steps to identify the required security metrics in a given 
system. This includes specify metric requirements, identify vulnerabilities, identify software characteristics, analyse security 
model, categorize security metrics, specify security metric measures, design metric development process, develop security 
metric, finalize metric suite. Similar efforts have been introduced for the cloud [43].  

8.5 A,Collaboration7based,Cloud,Security,Management,Framework,,

8.5.1 ,Aligning,NIST7FISMA,with,the,Cloud,Computing,Model,
To build our adaptive model-based cloud computing security management approach, we found it crucial to base such an 
approach on well-known and well-defined security management standards, such as ISO27000 or NIST-FISMA. However, 
such security management standards are far from covering the full complexity of the cloud computing model and mainly 
multi-tenancy and outsourcing of IT assets. In this Section, we introduce our proposed alignment of the NIST-FISMA 
standard to fit with the cloud computing model, enabling cloud providers and consumers to be maintain their security 
management processes on cloud platforms and services. This framework, as summarized in Table'1, is based on improving 
collaboration between cloud providers, service providers and service consumers in managing the security of the cloud 
platform and the hosted services. Below we explain how we aligned each phase of the NIST-FISMA standard with the cloud 
computing model. 

1. Service Security Categorization 

Each service (SJ) hosted on the cloud platform can be used by different tenants. Each service tenant (Ti), or cloud consumer 
(CC) owns their information only in the shared service (SJ). The tenant is the only entity that can decide/change the impact of 



a loss of confidentiality, integrity and availability on their business objectives. Each tenant may assign different impact levels 
(Low, Medium, or High) to security breaches of their information. NIST has introduced a new project that proposes new 
model for security management of the cloud computing model - FedRAMP [44]. In FedRAMP, the cloud provider specifies 
the security categorization of services delivered on their cloud platform. However, this is not sufficient as the cloud provider 
does not have sufficient knowledge about the impact of information security breaches on their tenants’ business objectives. 
Our approach enables cloud consumers to be involved in specifying the security categorization of their information. 
Moreover, our approach enables both scenarios where we can consider the security categorization (SC) per tenant or per 
service. The security categorization of the service is calculated as the maximum of all tenants’ categorizations: 

SC (Ti) = {(confidentiality, impact),  
 (integrity, impact),  

   (availability, impact)},  Impact !∈!{Low, Medium, High}              Eq. (1) 
  SC (S j) = {(Confidentiality, Max (∀ Ti (impact)), 

 (Integrity, Max (∀ Ti (impact)), 
 (Availability, Max (∀ Ti (impact)) }                    Eq. (2) 

 
2. Security Control Selection 

The selection of the security controls to be implemented in protecting tenants’ assets has two steps: (a) baseline security 
controls selection - the FISMA standard provides a catalogue of security control templates categorized into three baselines 
(low, medium and high). Based on the security categorization of the tenant or the service we select the initial baseline of 
controls that are expected to provide the required level of security specified by tenants. (b) tailoring of the security controls 
baseline - we tailor the security controls baseline identified to cover the service possible vulnerabilities, threats, risks and the 
other environmental factors as follows: 

I. The service risk assessment process 
• Vulnerabilities Identification - this step requires being aware of the service and the operational environment 

architecture. We consider the involvement of the service provider (SP) who knows the internal structure of the 
provided service and the cloud provider (CP) who knows the cloud platform architecture.  

• Threat Identification - the possible threats, threat sources and capabilities on a given service can be identified by 
collaboration among the SPs, CPs, and CCs. CCs are involved as they have the knowledge about their assets’ value 
and know who may be a source of security breaches. 

• Risk Likelihood - based on the capabilities of the threat sources and the nature of the existing vulnerabilities, the risk 
likelihood is rated as low, medium or high. 

• Risk Level (Risk Exposure) - based on the risk impact (as defined in phase 1) and risk likelihood we drive the risk 
level as (Risk Level = Impact X Likelihood). 
 

II. The security controls baseline tailoring process 
Based on the risk assessment process, the selected security controls baseline can be tailored to mitigate new risks and fit 
with the new environment conditions (scoping of the security controls) as follows: 

• Identify the common security controls; the cloud stakeholders decide on which security controls in the baseline they 
plan to replace with a common security control (either provided by the CPs or by the CCs); 

• Identify critical and non-critical system components; the SPs and CCs should define which components are critical to 
enforce security on it and which are non-critical (may be because they are already in a trusted zone) so no possible 
security breaches; 

• Identify technology and environment related security controls; used whenever required, such as wireless network 
security controls; 

• Compensating Security Controls - whenever the stakeholders find that one or more of the security controls in the 
tailored baseline do not fit with their environment conditions or are not available, they may decide to replace such 
controls with a compensating control; 

• Set Security controls parameters - the last step in the baseline tailoring process is the security controls’ parameters 
configuration, such as minimum password length, maximum number of unsuccessful logins, etc. This is done by 
collaboration between the CPs and CCs. The outcome of this phase is a security management plan that documents 
service security categorization, risks, and the tailored security controls baseline. 
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3. Security Controls Implementation 

The security plan for each tenant describes the security controls to be implemented by each involved stakeholder based on the 
security control category (common, service specific). The common security controls implementation is the responsibility of 
the common control provider who may be the CPs (in case of internal security controls) or the CC (in case of external 
controls). The service-specific security controls implementation is the responsibility of the SPs. Each stakeholder must 
document their security controls implementation configuration in the security management plan. 

4. Security Controls Assessment 

Security controls assessment is required to make sure that the security controls implemented are functioning properly and 
meet the security objectives specified. This step includes developing a security assessment plan that defines: what are the 
security controls to be assessed; what are the assessment methods to be used; and what are the security metrics for each 
security control. The results of the assessment process are documented in a security assessment report. This step may result in 
going back to the previous steps in case of deficiency in the controls implemented or continuing with the next steps. 

5. Service Authorization 

This step represents the formal acceptance of the stakeholders on the identified risks involved in the adoption of the service 
and the agreed on mitigations. The security plan and security assessment plan are the security SLA among the involved 
parties. 
6. Monitoring the Effectiveness of Security Controls 

The CPs should provide security monitoring tools to help the CCs in monitoring the security status of their assets. The 
monitoring tools should have the capability to capture the required security metrics and report the collected measures in a 
security status report either event-based or periodic-based. The results of the monitoring process may require re-entering the 
SMP to handle new unanticipated changes. 

8.5.2 %Security%Automation%
After aligning the FISMA standard with the cloud model we adopted a set of security standards to help improving the 
framework automation and its integration with the existing security capabilities, as shown in Figure'4 and examples listed in 
Table'2. 

• Common Platform Enumeration (CPE) [45]: The CPE provides a structured naming schema for IT systems 
including hardware, operating systems and applications. We use the CPE as the naming convention of the cloud 
platform components and services. This helps in sharing the same service name with other cloud platforms and with 
the existing vulnerabilities databases such as NVD [46]. 

• Common Weakness Enumeration (CWE) and Common Attack Pattern Enumeration and Classification (CAPEC) 
[45]: The CWE Provides a catalogue of the community recognized software weaknesses. The CAPEC provides a 
catalogue of the common attack patterns. Each attack pattern provides a description of the attack scenario, likelihood, 
knowledge required and possible mitigations. We use the CWE and CAPEC as a reference for the cloud stakeholders 
during the vulnerabilities identification phase. 

• Common Vulnerability and Exposure (CVE) [45]: The CVE provides a dictionary of the common vulnerabilities 
with a reference to the set of the vulnerable products (encoded in the CPE). It also offers vulnerability scoring that 
reflects the severity of the vulnerability.  We use the CVE to retrieve the know vulnerabilities discovered in the 
service or the platform under investigation.  

• Common Configuration Enumeration (CCE) [45]: The CCE provides a structured and unique naming to systems’ 
configuration statements so that systems can communicate and understand such configurations. We use the CCE in 
the security controls implementation phase. Instead of configuring security controls manually, the administrators can 
assign values to security control templates’ parameters. Our framework uses these configurations in managing the 
selected security controls. 



Table'2.'Formats'of'the'adopted'security'standards'

Standard  Format  Example  
CPE  cpe:/part: vendor : product 

: version : update : edition: language 
cpe:/a:SWINSOFT: Galactic:1.0: 
update1:pro:en-us  

CVE  CVE-Year-SerialNumber  CVE-2010-0249  
CWE  CWE-SerialNumber  CWE-441  
CAPEC  CAPEC-SerialNumber  CAPEC-113  
CCE  CCE-softwareID-SerialNumber  CCE-17743-6  
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Figure'4.'A'class'diagram'of'the'adopted'security'standards'and'their'relationships'
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Figure'5.'Our'collaboration=based'security'managmenet'framework'architecture 

8.5.3 Cloud%Security%Management%Framework%Architecture%
Our framework architecture consists of three main layers: a management layer, an enforcement layer, and a feedback layer. 
These layers, shown in Figure'5, represent the realization of the ISMS phases. 

• Management layer. This layer is responsible for capturing security specifications of the CPs, SPs, and CCs. It 
consists of: (a) The security categorization service used by the hosted services’ tenants to specify security 
categorization of their information maintained by the cloud services; (b) The collaborative risk assessment service 
where all the cloud platform stakeholders participate in the risk assessment process with the knowledge they possess. 



(c) The security controls manager service is used to register security controls, their mappings to the FISMA security 
controls’ templates, and their log files structure and locations. (d) The security metrics manager service is used by the 
cloud stakeholders to register security metrics they need to measure about the platform security. (e) The multi-tenant 
security plan (SLA) viewer service is used to reflect the tenant security agreement. This shows the tenant-service 
security categorization, vulnerabilities, threats, risks, the selected mitigation controls and the required metrics. (f) The 
multi-tenant security status viewer. This reflects the current values of the security metrics and their trends. 

• Enforcement layer. This layer is responsible for security planning and security controls selection based on the 
identified risks. The selected security controls are documented in the security management plan. The implementation 
service then uses this plan for maintaining security control configuration parameters and the mapping of such 
parameters to the corresponding security controls. 

• Feedback layer. This layer has two key services. The monitoring service is responsible for collecting measures 
defined in the security metrics manager and storing it in the security management repository to be used by the 
analysis service and by the multi-tenant security status reporting service. The analysis service analyses the collected 
measures to make sure that the system is operating within the defined boundaries for each metric. If there is a 
deviation from the predefined limits, the analysis service will give alerts to update the current configurations. 

8.6 Usage%Example%
To demonstrate the capabilities of our cloud computing security framework and our prototype tool implementing this 
framework we introduce a motivating example, shown in Figure'6, that happens in any SaaS delivery platform.  

Sw
in
So
ft Get*Currency0Now

Build*Workflow*

Use*Galactic*ERP

Execute*Batch*
processing

Gr
ee
nC

lo
ud

Sw
in
So
ft

Sw
in
bu

rn
e

Au
ck
la
nd

Bl
ue

Cl
ou

d

'

Figure'6.'Motivating'Example 

Consider SwinSoft, a software house developing business applications. Lately, SwinSoft decided to develop a multi-tenant 
SaaS application “Galactic-ERP”. During the development of Galactic, SwinSoft used some of the external services 
developed and deployed on GreenCloud (a cloud platform that will be hosting Galactic as well) and BlueCloud (a cloud 
platform hosting some business services). In the meanwhile, SwinSoft has got two tenants (Swinburne and Auckland) who 
are interested to use Galactic service. Both tenants have their own business as well as their own security requirements. Both 
of them are worried about the loss-of-control problem arising from the adoption of the cloud model. They would like to 
maintain their own security requirements on their cloud hosted assets.  

The first step in our approach is to register the Galactic ERP service in the cloud platform service repository so that it can be 
used by the CCs. This step can be done either by SWINSOFT or by GC. In this step we use the CPE name as the service ID, 
Figure 7 (top). A new tenant, Auckland, can register their interest in using the Galactic service. Then Auckland will be 
granted a permission to manage the security of his information maintained by Galactic service. The same is done by 
Swinburne, Figure 7 (bottom). Now Auckland and Swinburne can use our framework to maintain their SMP on their assets 
as follows: 

1) Service Security Categorization: The Swinburne security administrator specifies the impact level of losing the 
confidentiality, integrity, and availability of their data maintained by the Galactic ERP service. The same will be done by the 
Auckland security administrator, as shown in Figure 7 (bottom). Whenever a new tenant registers their interest in a service 
and defines their security categorization of data processed by the service (or any of the existing tenants update his security 
categorization), the framework will update the overall service security categorization. 
 



 

'

Figure'7.'Registering'a'service'(top)'and'tenants'(bottom) 

'

Figure'8.'Security'controls'baseline'with'controls’'status'

2) Security Controls Selection: GC as a cloud provider already publishes their security controls database. Swinburne and 
Auckland can register their own security controls using the security controls manager service. Based on the security 
categorization step, the framework generates the security controls’ templates baseline. This baseline identifies the security 
controls’ templates that are: satisfied (matches one of the registered security controls), missing (does not match registered 
security controls), and duplicate (more than one matched control), shown in Figure'8.  
a. The Service Risk Assessment Process. Galactic vulnerabilities are identified for the first time by SWINSOFT with the 
help of GC who know the architecture of the service and the hosting cloud platform. Both SWINSOFT and GC have the 
responsibility to maintain the service vulnerabilities list up to date. The framework enables to synchronize the service 
vulnerabilities with the community vulnerabilities database - NVD. Each CC – Swinburne and Auckland – should review the 
defined threats and risks on Galactic and append any missing threats. The framework integrates with the CWE and CAPEC 
databases to help stakeholders in identifying possible vulnerabilities whenever the service does not have vulnerabilities 
recorded in the NVD. 
b. The controls baseline tailoring process. The CCs decide which security controls in the baseline they plan to replace with 
common security controls provided by the CP or the CC, as shown in Figure'8. Then SWINSOFT, Auckland, and Swinburne 
select the critical service components that must be secured. Swinburne and Auckland define their security controls’ parameter 
configurations. The security controls provided by the cloud platform can only be reviewed.  
The final outcome of this step is a security management plan that documents the service security categorization, 
vulnerabilities, threats, risks, and the tailored security controls to mitigate the identified possible security breaches, as shown 
in Figure'9. 
3) Security Controls Implementation: Each stakeholder implements the security controls under their responsibility as 
stated in the security plan and the security controls configurations as specified before. 
4) Assessing the implemented security controls: The controls to be assessed and the objectives of the assessment are 
defined by GC, Auckland and Swinburne, and are documented in the tenant security assessment plan. The execution of such a 
plan, the assessment process, should be conducted by a third party. Our framework helps in assessing security controls status 
when using security controls that integrate with our framework (the framework can understand and read their log structure). 
The outcome of the assessment phase is a security assessment report. 



5) Service Authorization: Swinburne and Auckland give their formal acceptance of the security plan, assessment plan, and 
the assessment reports. This acceptance represents the authorization decision to use Galactic by the CC. 
6) Monitoring the effectiveness of the security controls: The framework collects the defined security metrics as per the 
assessment plan of each tenant and generates status reports to the intended cloud stakeholders. A report shows the metrics 
status and trends, as shown in Figure'10. 
 

The procedure we went through in the example above should be applied not only for published services but also on the cloud 
platform services themselves. In this case the CP uses our framework to manage the platform security from a consumer 
perspective. We have done this for the Galactic exemplar used above.  

'

Figure'9.'Auckland'security'management'plan 

'

Figure'10.'Sample'of'Swinburne'security'status'report 



8.7 Discussion%
Our approach provides a security management process; a set of standards-based models for describing platforms, platform 
services, and services; the security needs of different stakeholders; known threats, risks and mitigations for a cloud 
deployment; and a tool supporting security plan development and partial automation of a derived security plan. Our approach 
is comprehensive, supporting all stakeholder perspectives, and collaborative, allowing different stakeholders to develop a 
mutually-satisfying security model. It addresses the multi-tenancy nature of shared cloud-hosted services when tenants have 
different security requirements and different SMPs. This is achieved by maintaining and managing multiple security profiles 
with multiple security controls on the same service. Such controls are delivered by different security vendors. This enables 
managing traceability between controls and identified risks, and identifies which risks are still not fully mitigated.   

The security management process (SMP) of a cloud service has two possible scenarios: either to let each tenant go through 
the whole SMP as if he is the only user of the service (tenant-based SMP), or to accumulate all tenants’ security requirements 
on a given service and maintain the SMP at the service level (service-based SMP). The later scenario is more straight forward 
because cloud stakeholders collaborate together to secure the cloud platform and their services with one set of security 
requirements. The former scenario gives the CCs more control in securing their cloud hosted asset but it has the following 
problems: (i) the current multi-tenancy feature delivered by cloud services enables tenants to customize service functionality 
but it does not enable tenants to customize service security capabilities; (ii) the underlying cloud platform infrastructure, such 
as the VM OS, does not often support multi-tenancy. This means that we cannot install multiple anti-viruses or anti-malware 
systems on the same OS and be able to configure each one to monitor specific memory processes for a certain user. One 
solution may be to use a VM for each tenant [40]. However, this work around may not be applicable if the service is not 
designed for individual instances usage or if the cloud platform does not support VM technology. 

Whenever the CCs are not interested in following the security standards or require a light-weight version of our approach, 
they can leave out as many steps as they want including security controls implementation and customization, security 
assessment and service authorization steps. The mandatory steps are service categorization and controls selection. Another 
variation of our framework is to enable CPs to deliver predefined security versions for the service such as service X with 
(low, medium, high) security profile. CCs can select the suitable version based on their security needs.  

8.8 Adaptive%Cloud%Computing%Security%Management%%
The new cloud security management approach we have introduced in the previous sections addresses the loss-of-control and 
lack-of-trust problems by getting cloud stockholders involved in securing their outsource cloud assets. Our framework is 
based on the NIST-FISMA standard after aligning it to fit with the multi-tenant cloud model. Moreover, it adopts a set of 
security standards to automate the security management process. However, our framework lacks two key points: (i) 
automated integration of security solutions with the target services at runtime without a need for service customization or 
special preparations at service design time; (ii) automated security analysis of cloud services using an online security analysis 
service that can analyse services against such vulnerabilities as well as new vulnerabilities at runtime. 

Figure 11 shows a more refined version of our framework using models as an abstraction approach. Each stakeholder 
summarizes their information in models according to their roles. Cloud providers model their platform details, service 
providers model their service details, and cloud consumers model their security model. These models are weaved in secure-
system model (integrated model reflecting critical system entities and security details to be applied on these entities). This 
model is used to generate a security management plan that guides the configuration of security controls, integration of 
security controls within the target critical entities either in the service or in the cloud model. In our approach we move from 
top to bottom in refinement process starting from models to real configurations “Enforcement”. On the other side, we collect 
measure from the services and security controls and consolidate such measures into metrics reflecting security status 
“Feedback”.  

Figure 12 shows the high-level architecture of our adaptive-security management framework that we have been working on 
over the last three years. This security framework should be hosted on a cloud platform and used to manage cloud services 
security. Our approach architecture is inspired from the MAPE-K autonomic computing [47]: 

• Management'Component'
This is a model-based security management component that is responsible for capturing services and security details 
where service provider system engineers model their services architecture, features and behavior and tenants’ security 
engineers model and verify their own security objectives, requirements, architecture, and metrics. Both models are then 
weaved together in a tenant secure-system model that guides the next steps of security enforcement and monitoring.  



• Enforcement'Component'
This component is responsible for integrating specified security details specified by different tenants with the target cloud 
services. To support flexible security controls integration with the target services, we developed a common security 
interface that defines a set of functionalities to be realized by the security vendors through a common security controls 
adaptor. This enables security controls to easily integrate with our enforcement component which integrates with the 
cloud services.  

• Monitoring'Component'
This component is responsible for generating required security probes according to tenements’ specified metrics 
(captured in the management layer). These probes are then deployed in the cloud services to start capturing measures. 
Moreover, this component is responsible for collecting the measures from these probes (according to metrics specified 
frequencies) and passing such measures to the analysis component. 

• Analysis'Component'
The analysis component is responsible for two main tasks: performing security analysis of the cloud services including 
vulnerability and threat analysis. The analysis component analyses the deployed services and their architectures to 
identify flaws and security bugs. Such issues are delegated to the security management component in order to incorporate 
in the security status reports for tenants as well as dynamically updating the security controls deployed to block the 
reported security issues. The analysis component also analyse the measurements reported by the monitoring component 
against a set of predefined metrics stable ranges – e.g. number of incorrect user authentications per day should be less 
than 3 trials, so the analysis component should analyse the reported measures of incorrect authentications. This may also 
include taking corrective actions to defend against such probable attack. 
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Figure'11.'General'Approach'
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8.9 Future%Research%Directions%
The area of the cloud computing security is relatively new. Many security problems need to be addressed to promote the 
trust of the cloud computing model. Here, we summarize three of the key research problems: 

• Data Confidentiality: Service consumers are worried about their assets (data) security. Thus, they tend to keep 
their data encrypted while being in transmission, storage, and processing; however, applications need to work on 
plaintext data. Thus, these applications will need to decrypt customers’ data on the cloud platform. This task is 
prone to attacks from malicious insiders (cloud platform administrators) who have access to the physical servers and 
may deploy any malicious software to access plain data while being processed in memory. It is highly required to 
find some approaches that conform that tenants’ data confidentiality cannot be breached by malicious insiders. 

• Tenant-oriented Security Engineering: Multi-tenant applications are shared among different service tenants who 
may be competitors or malicious tenants. Thus, each tenant is interested to define their own security requirements 
and enforce their own security controls. Moreover, the set of service tenants emerges at runtime; new customers 
register to use the service and existing customers may unregister from using the service. Thus, there is a high need 
to security engineering approaches that help in developing cloud services that can capture, enforce, and integrate 
different tenants’ security requirements and controls at runtime. This also requires developing some security 
standards that both service providers and security vendors have to follow in order to facilitate the integration 
between services and required security solutions. 

• Security SLA: The area of service level agreement becomes one of the hot topics with the wide-adoption of the 
service outsourcing either as SOA or as cloud computing. However, most of the efforts in the SLA management 
focus on how to negotiate and define SLA terms including availability, reliability, and performance but not security. 
Moreover, they focus on how to monitor and avoid violation of the SLA terms. Thus, there is a big need to security 
SLA management approaches that can define security terms to agree on, monitor the realization and satisfaction of 
these terms and take proactive and corrective actions whenever needed. 

8.10 Conclusion%
In this chapter, we introduced a new cloud computing security management model based on joint-collaboration between 
different cloud platform stakeholders according to who owns the piece of information required to go through the full 
security management process. This in turn reflects our proposed alignment of the NIST-FISMA standard as one of the main 
security management standards. We also introduced a usage example of the proposed approach where we have different 
tenants sharing the same service instance while each stakeholder would like to enforce his security requirements on his 
cloud hosted assets. We discussed our comprehensive, adaptive security management platform that helps in capturing 
tenants’ security requirements, realizing these requirements and integrating security controls with target cloud services at 
runtime, and monitoring the security status of these cloud services according to tenants security objectives captured in terms 
of security metrics. 
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