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Abstract. We outline some of the key challenges in supporting diverse
human aspects of end users in software engineering. This includes ex-
amples of age, gender, physical and mental challenges, human values,
personality, emotions, language and culture. We review key related work
from a range of disciplines, and propose an initial taxonomy of end user
human aspects that need careful consideration throughout the software
engineering life cycle. Finally we outline a research road map of key areas
requiring further investigation and work.
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1 Introduction

Software is designed and built to solve human challenges in almost every domain
[27]. However, we continually hear about many issues with current software re-
lating to its poor fit with its target end users. This results in hard-to-use software
that does not meet the user’s needs and causes frustration, economic cost, inef-
ficiencies, not fit-for-purpose solutions, and even dangerous and life-threatening
situations. Many of these problems can be traced to a lack of understanding and
incorporation during software engineering of end user human aspects. Humans
are diverse and present software designers and builders with diverse challenges,
including but not limited to different age, gender, culture, language, language
proficiency, socio-economic status, physical and mental challenges, personality,
emotional reaction to technology, engagement, and many others [30, 31].

In this paper we present an initial taxonomy of end user human aspects that
impact software usage and hence design, implementation, testing, defect report-
ing and correction and ultimately its requirements and processes, methods and
and tools needed for development. Providing a taxonomy of human centric as-
pects in software engineering helps not only to classify human-centric aspects,
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Fig. 1. A clinician-oriented Domain-specific Visual Language for care plan modelling
and generating eHealth app (from [42])

but also provides a language to use when describing human aspects [64]. Tax-
onomies are used in science to define, group and rank by similar characteristics,
and by doing this we will generate a scientific nomenclature that can be used to
explore and address human centric aspects relevant to the industry.

Our aim is to better characterise these diverse end user aspects and their
impact on software development, with some examples from our recent work ad-
dressing some of these. We begin with a motivating example in Section 2 and
review of key related work in 3. We follow this by introducing our initial tax-
onomy of end user human aspects needing careful consideration during software
engineering in Section 4. In Sections 5 to 10 we discuss a range of our recent work
to try and address some of these human aspects during different software engi-
neering tasks. In Section 11 we outline a research roadmap needed to continue
to advance this area, and summarise this paper in Section 12.

2 Motivation

Motivating Example: Figure 1 shows an example model-driven engineering
tool that takes a high level visual care plan model (a) and uses this to gener-
ate a fully functional eHealth app to implement the care plan (b) [42]. While
in theory this is a good idea, the tool fails to account for the fact that end
users of the app are generally elderly, many have English as a second language,
they are unfamiliar with much of the health and technology terminology used,
come from different cultures with differing concepts of and approaches to health
and illness, many users have diverse physical and mental challenges that im-
pact using the app, the app is boring for many to use, and many users worry
about their data privacy and transparency of recommendations the app makes
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to them. The resultant app is unusable for many target end users, illustrating
the problem of failing to consider diverse end user human aspects, individually
and in combination, during development.
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Fig. 2. End user human aspects survey respondents judge to be critical (or not) in
their work (from [31])

Developer Survey and Interviews: We wanted to gain a better under-
standing of current developer approaches to addressing such diverse end users’
human aspects, key open challenge areas in this domain, and determine key focus
areas for researching new techniques and tools to address these, both in general
and specifically for eHealth app development [31,68]. We conducted a detailed
survey, answered by 61 developers and managers, and then interviewed a further
12 developers in detail. We wanted to better understand how these diverse end
user human aspect issues are understood and addressed from a software engi-
neering perspective. Figure 2 summarises our respondents’ ratings of some of the
end user human aspects they encountered in their work.

Some of the key reasons given by respondents why they find these end user
human aspects challenging to address included: the broad range of the end user
human differences that exist and have to be catered for; the different languages
and range of comfort with technology of different user groups; different problem
solving styles of many end user groups; complexity of user interfaces in many
application domains; and differences in terminology used, digital literacy and
the need to carefully consider text and icon usage for many target end users.

We asked developers what would help them to improve development of their
software to better address some of these diverse end user human aspects. Exam-
ples reported included: better requirements capture and human aspect modelling
support; providing developers with better guidelines and practices to follow to
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address diverse end user human aspects; better design frameworks and tooling
to address a greater range of end user human aspects; development tools that
automatically prompt and advise on missing end user human aspect issues in
designs and implementations; simpler interfaces in software for many end user
groups; more live testing with representative end users, including better par-
ticipant recruitment approaches ensuring more diverse end users are included;
better defect reporting to enable end users to more easily identify, describe and
report problems with their software; the need for better development processes
to improve target end user involvement; a need for better education of software
engineers about diverse end user human aspects and their impact on software
usage; and more research into human aspects in software engineering.

eHealth App Guidelines Assessment:We assessed a number of eHealth
app guidelines, and have been interviewing eHealth app developers and end users
to determine how human aspects impact their development [68]. Many current
guidelines are very general, not giving clear instructions for how to integrate
different human aspects impacting health-oriented apps. Surprisingly, despite
the range of challenges many eHealth app users have, many current guidelines
do not take these into account when recommending approaches to build app
features or overall eHealth app design.

App Review Analysis: We semi-automatically reviewed a very large app
reviews for a large number of apps to determine (i) human values violations
[59], and (ii) privacy concerns [33]. Similar to our findings from eHealth domain
guidelines analysis and end user aspects developer survey and interviews, there
are many issues in taking into account diverse end user values in app design.
How to fix many of these human values issues is still unclear.

3 Related Work

Human aspects impacting software design, implementation and evaluation have
been studied for many years. Work of particular note has occurred in the disci-
plines of business, ergonomics, and human-computer interaction (HCI). Several
taxonomies and classifications have been created as part of these efforts [57,
4,72,67,58]. However, we argue that these taxonomies have shortcomings that
limit their applicability for practical software development activities:

1. they focus on problem-solving rather than comprehension of diverse human
needs and empathising with the people behind these needs and expectations;

2. they predominantly centre on the formal representation and modelling of
software features derived from human needs - often at a higher level of ab-
straction - thus bypassing the people and their natural characteristics, skills,
abilities, strengths, weaknesses, etc; and

3. they lack comprehensiveness.

We argue that these shortcomings result in a lack of support that developers
require for critical activities, not only during requirements elicitation and capture
but also software design and testing.
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Morris and Stauffer [57] developed a taxonomy of keywords that is aimed at
helping with requirements elicitation activities by providing a systematic struc-
ture for user / customer interviews. It is deliberately kept short in order to allow
its application under tight time-to-market deadlines. The elements of the tax-
onomy refer to features of computer systems rather than human aspects. Each
keyword is presented at a higher level of abstractions (e.g. ‘control’, ‘display’,
‘form’), thus potentially providing barriers between the developers and users
who are not familiar with this terminology and way of thinking.

Saurin and Patriarca [4] specifically focus their taxonomy on interaction
(human-to-human as well as human-to-machine) in socio-technical systems. The
‘nature of the agent’ taxonomy category is a generic placeholder for collecting
information about human aspects but it does not provide support for systemat-
ically and comprehensively cover such aspects.

Longo et al. [48] propose a taxonomy of human factors to enable the sys-
tematic capture of cognitive and physical abilities and psychological attitudes of
industrial workers. The taxonomy comprises very detailed sub categories such as
attention, comprehension, knowledge, memory functions, musculoskeletal health,
neurological health, motion, perception (including sight, sound, and touch) to
name a few. The categories are certainly human-centric, however the entire tax-
onomy does not link them back to people. Moreover, the large number of 50 sub
categories may potentially make this taxonomy hard to operationalise.

Singh et al. [72] discuss a taxonomy to capture usability requirements for
telehealth systems. The scope of the taxonomy is tailored towards addressing
concrete usability and accessibility needs. However, the categories of the taxon-
omy are structured based on abstract terms such as ‘natural input’ and ‘guided
instructions’. The taxonomy is designed from a system perspective and does not
centre on people and their needs per se. Furthermore, the categories of the tax-
onomy are accompanied by long descriptions. This may indicate that additional
training is required to work with this taxonomy and individual categories may
be interpreted and applied differently by developers.

Seneler et al. [67] propose a technology adoption taxonomy aimed at sup-
porting developers to identify key properties of user interfaces that promote the
adoption of a technological solution. The motivations behind this taxonomy are
usability and accessibility aspects and several categories relate to human aspects
such as ‘user characteristics & mental and emotional states’. Each category has
a number of sub categories that are aimed at helping to systematically document
information about human users. However, the set of sub categories is incomplete,
for example they do not cover physical aspects and needs.

Mosqueira-Rey et al. [58] propose two taxonomies. Firstly, a usability tax-
onomy organised in abstract categories, e.g. knowability, operability, safety, effi-
ciency. Secondly, a context-of-use taxonomy with three main categories named
‘user’, ‘task’ and ‘environment’. Both taxonomies remain at an abstract level.
Human values, needs and characteristics are not in focus.

Our approach does not overcome all shortcomings of these existing tax-
onomies. However, we believe that by making the end user human central and
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focusing on taxonomy categories that reflect human values, needs and charac-
teristics, we provide developers with knowledge and tools to better understand
the needs of diverse users and consequently to develop more inclusive software.

Table 1. Personal characteristics of end users and their impact on software usage and
engineering

Human Aspect Impact / Issues to consider

Impact of age on usage and/or age bias in design of software systems.
People of differing ages e.g. young vs older may have quite different ex-
pectations, challenges and reactions to software which need to be carefully
designed into solutions[53]

Impact of gender bias towards software end users. Not just terminol-
ogy/words used, but unconscious biases including treatment, assumptions
Gender about users and software usage [76]. Several prominent mainstream arti-
cles and books have highlighted the gender bias in e.g. apps and smart
technologies [74].

Ethnic bias against some end users, assumptions about users from different

Age

Ethnicity ethnic backgrounds, biased training sets etc [69, 78].
Researchers have studied personality impact on programming, testing, de-
. sign, requirements engineering and maintenance, which has shown to have
Personality

impact on developer performance [19]. Much less researched to date has
been on impact of personality of different end users.

Different people react differently to technology solutions from an emo-
tional perspective [23]. Impact of emotional reactions, effective and cogni-
Emotions tive states on use of software, perception of software. Some react positively,
while others negatively, to the exact same solution, which can dramatically
impact the acceptance and usage of the software.

No one wants to use boring or disengaging software; this is especially
Engagement important for software for behaviour change e.g. diet, fitness eHealth apps,
finances etc, and also for games in general [44].

Impact of wide range of physical challenges on end users e.g. colour-blind,
sight challenges, hearing, coordination, stroke, obesity, cardiac, infection,

Physical or mental

challenges etc [39]. Impact of mental challenges e.g. due to injury or illness.

Cognitive style Impact of different problem-solving approaches e.g. neuro-atypical users.
The users own personal preferences, whatever their particular demograph-

Preferences ics - all else may be the same, but individual users might have different

personal preferences for some aspects of their software.

4 A Preliminary Taxonomy — End User Human Aspects
and Software Engineering

In previous work we have developed taxonomies to better structure and under-
stand different domains in software engineering. This included a new synthesized
taxonomy for usability defect report classification[80] and human aspects im-
pacting software engineers involved in the requirements engineering process[34].
We want to develop a similar taxonomy of human aspects impacting end users
of software, and/or how human aspects of end users impact the engineering of
software[30]. We started by dividing human characteristics into three groups: 1.
personal demographic characteristics (Table 1); 2. skill or expertise-based char-
acteristics (Table 2); and 3. group-based characteristics (Table 3).

Table 1 summarises some key personal, demographic characteristics of end
users that (i) may impact their usage of software and (ii) need to be taken into
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Table 2. Skill, experiential or environmental-influenced characteristics of end users
and their impact on software usage and engineering

Human Aspect Impact / Issues to consider
Impact of spoken and written language assumptions on software end users.
Spoken Language Does the software support users who need different read/spoken lan-

guages? Are translations accurate? Are requirements multi-lingual [41].
Different end users may have very different access to technology, living
Socio-economic sta-|and work environments etc [32,75]. Can they afford the latest handset to
tus run an app on? Does their internet connection support expectations of
high bandwidth?

giirrll%;lage profi- Impact of language complexity, jargon, dialogue on users.
Education Impact of different end user educational attainment, range of technology

and domain-specific skills developed [10].
Comfort with tech-{Many end user groups are much less comfortable using technology solu-

nology tions than the software engineers that develop them [62].
Where an end user is may impact their software usage, including the dif-
Location ferent environments the software is used in, rural vs urban living, different

software regulations, etc [79].

End users have wide variety of different beliefs and practices, some greatly
impacting their use of software in different parts of their living and work.
Set of human values important to individuals, teams, organisations, end
users, societies [59]. Includes but not limited to values including inclu-
Human values sive, transparent, creative, authoritative, belonging, secure, security, fam-
ily, tradition, devout, polite, open, obedient, loyal, forgiving, social justice,
protecting environment, privacy, ...

Personal (vs team) experience in a work domain that impacts software
usage.

Religious beliefs

Skill level

consideration by software engineers to ensure software meets that characteristics,
different to other end user groups. It is understood that people can have multiple
combinations of these characteristics.

Table 2 summarises some end user human aspects that are context driven,
due to external influences such as upbringing, training, experience or other in-
fluences. Many of these aspects change over time unlike characteristics in Table
1 which may also change e.g. due to ageing or illness, but generally remain more
or less the same over one’s lifetime.

Table 3 summarises end user human characteristics that result from social
contexts and interactions, including living and working with other people.
Some may change over time as social interactions and contexts change, while
some have a life-long influence.

In following sections we give some examples of our recent work addressing
some of these human aspects of end users in the context of software engineering.
For each we briefly describe the end user human aspect, discuss issues software
engineers face in addressing the human aspect, and briefly describe the research
we are undertaking to try and assist them. We then summarise key outstanding
issues we have found and present the outline of a research roadmap to address
these.
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Table 3. Group or multiple human characteristics of end users and their impact on
software usage and engineering

Human Aspect Impact / Issues to consider

Different cultural practices, assumptions, behaviours, accepted and unac-
cepted practices, biases against particular users of software [5, 6, 78].
Where end users are located geographically may impact them and a range
of software systems significantly [79].

Working in a team environment means end users need to interact with
Team climate others and may be impacted by other individuals, group, organisational
and even societal differences [47].

Culture

Geographic location

Family environment
and Martial status,
Child status, Caring
responsibilities

Impact of various living arrangements that differ from person to person
and family unit to family unit. Potential for bias against different arrange-
ments or simply not sufficiently taking into account differences [43].

Impact of having no work, being under-employed, working in preferred vs
non-preferred job, income, and other work-related differences [51].
Living and working with others requires communication and collaboration
skills, many of which need to be adequately and appropriately supported
in software systems.

Work status

Collaboration, Com-
munication style

Organisational or|Related to personal human values above, collective group / organisational
Societal values / societal values differences that impact end users and their software usage.
5 Age

5.1 Design for Differently-aged Users

There is an increase in the average age of internet users, with 73% of United
States adults over the age of 64 accessing the internet according to the internet
usage report from Pew Research centre [63]. Web-browsing behaviour differs be-
tween various age groups according to a study by Joyce and Nielsen in 2019 [36].
Elderly users may face issues such as screen readability due to visual impairment
associated with ageing [36]. Young people also report age-specific preferences.
Despite developers and designers are mainly being younger[61], teenagers also
complain about poor visual designs, such as font size, background colour and
layout of certain websites.

Based on the findings by Masood et al., younger children also commonly have
problems working with mobile applications, such as the system status not being
apparent for them, having a hard time working out what to do next, and not
remembering which page or button was accessed earlier [50]. They recommend
that children-oriented software needs to more clearly show the current state of
the page, and sometimes the child users may need some guidance to do the next
step. Moreover, the buttons and menus need to be simple enough and buttons
and menu links should be easily identified as being clickable while menu headings
and titles as being not clickable. A Fingerprint app [60] is used to describe how
to design the software user interface for the children. This work discusses four
key points for the vision element regarding kids — integer vision effect, functional
area design, icon and button design, and font design. The work of Michaels and
Boyatzis et al. discusses colour preferences of children users as well as the effect
of colour on children’s emotions [55, 13].
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5.2 AgeMag: Countering Age Bias in eCommerce Software

Boll et al. provide a set of user interface design guidelines for people between
55 to 75 years old [12]. Based on their studies with older users, most reported
that the icons were too small, and that double-clicking a small button was a
problem for older people. Moreover, they found that the menu needed to be put
in conventional positions to make consistent in the software.

We had similar findings in our study exploring age bias in eCommerce soft-
ware. We found age bias in the design and presentation of eCommerce websites.
Elderly people had a lot of difficulty navigating their way around eCommerce
websites as the interface was difficult to see (small font) and visually confusing
(too cluttered). Older people had trouble navigating back and forth through the
website and could not easily locate what they were looking for. Often they had
to ask for help, and were likely to give up rather than try to resolve a problem.
Interestingly, there was a clear delineation between the elderly or ‘Silent Genera-
tion’ (born between 1928 and 1945), and the ‘younger generations’ (born before
1945) when using eCommerce, suggesting people in their 60s and even early 70s
had less difficulty in using eCommerce.

From our results, we developed an ‘AgeMag’ to evaluate eCommerce applica-
tions for age bias. The AgeMag had two personas - an ‘elderly user persona’ and
a ‘general user persona’ - which were used to conduct a cognitive walk-through of
eCommerce websites. The cognitive walk-through involves using the personas as
if they are real people, to identify where they might struggle to use the website,
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and how the design and interface of the website might be adapted to make it
more usable. Given many people have been forced to rely on eCommerce for their
necessities during the pandemic, this is a simple way to evaluate eCommerce for
age bias and adapt the design of eCommerce websites for elderly people, many
of whom are using eCommerce for the first time [53].

Designing emotion-oriented software has been the focus of some researchers
[23]. A goal model for a smart home device was created by analysing the emotions
of older people to helps developers to understand the expectations of an older
adult. The model included different emotions for the elderly people to help get
the elderly people to accept the device and feel like this is what they need.
Curumsing et al. demonstrate a case study of an emergency alarm system for
elderly people [24]. They suggested a few important factors in designing the
framework and also keeping the interest of the elderly people. These include
designing solutions in a way that is easy to use and cost-effective.

These studies reflect the fact that users’ age should be taken into account
when designing software applications. Age-related considerations need to be
taken into the account from the early stages of software development, i.e. mod-
elling and design of the software. There are many existing modelling frameworks,
most do not currently support modelling the age of end users and providing dif-
ferent design solutions for different age groups and needs of end users [40]. We
developed a set of extensions to the commonly used wire-frame modelling ap-
proach to incorporate different designs for child, adult and senior end users in
[40]. The modelling approach was evaluated with developers and a prototype
news app was developed using our approach with a range of differently aged end
users. Further work includes incorporating other human-centric aspects into the
extended wire-frame model e.g. gender, culture, language, and trying the same
model extension approach in other modelling frameworks, such as user stories,
use cases, and sequence diagrams. Figure 3 shows an example of such an ex-
tended wire-frame design. This shows multiple “pathways” suitable to different
aged users planned for in the application under design.

6 Gender

Gender is another important human aspect of the end user. After a compre-
hensive review of literature Burnett et al. [16] concluded that there are five
facets where people differ based on gender. Those include: motivation, informa-
tion processing style, computer self-efficacy, risk aversion and tinkering. They
incorporate the facets into persona descriptions of users and propose a cognitive
walk-through approach of usability inspection on problem solving software. They
developed a tool called GenderMag based on the approach [16]. They reported
several application of GenderMag tool to successfully identify gender inclusive-
ness issues in problem solving software [15].

In our study of understanding the characteristic, challenges and goals of do-
mestic workers in Bangladesh, in order to design digital solution for them, we
found that there are 1.8 million domestic workers in Dhaka and around 90% of



Addressing the influence of end user human aspects on software engineering 11

them are female. The research project is in progress and with the focus groups
already conducted we have already identified some gender-based characteristics
such as motivation behind using digital solutions. We plan to use these require-
ments to inform future domestic work recruitment, management and payment
solutions with these requirements. In addition, many works have low educational
attainment, come from rural areas, and often share smart phones among several,
introducing several other important human aspects to the design process.

7 Physical Challenges

7.1 Adaptable User Interfaces for Diverse End Users

At a time where User Interfaces (UI) are becoming increasingly complex, it is
no longer sufficient to develop a single Ul for all users with a ‘one size fits all’
approach. As a solution, designers can aim to cater all diverse users with a single
design, but this will lead to compromises due to conflicting user requirements.
Therefore, in most software design, usability is generally designed for the ma-
jority of users with homogeneous characteristics, often neglecting those in need
of special features and support. These users who need special features can be
users with vision impairments, cognitive impairments, aging population as well
as users from socially and culturally diverse backgrounds.
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Fig. 4. Adaptive Zomato — text size increased, colour changed (from [49])

Our solution to this problem is to develop an Adaptable UI, which allows
users to tailor the UI components to their individual needs [49]. To achieve this,
we developed a framework with an adaptable user interface component library.
We implemented it with the open-source web development platform, Flutter,
which is increasingly becoming famous among web developers. Our framework
supported the following three adaptable features:

1. adaptive colour themes: Pre-defined colour vision and custom colour themes;
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2. adaptive image settings: Allowed selecting image colour filters to apply on
all images; and
3. adaptive font settings: changeable text colour, size, font type.

We rebuilt the popular Zomato website using our framework and provided
the adaptive feature via an accessibility menu. In this prototype, to represent
the diverse users, we chose users with colour blindness, low vision and dyslexia.
We evaluated the rebuilt Zomato in a user study, based on W3C guidelines for
accessibility [77]. Due to COVID-19 restrictions, we adopted a Persona based
evaluation method, where each participant was assigned a Persona with a vision
impairment and this impairment was simulated via browser plugins during the
study. Figure 4 shows an example of our adaptive Zomato app in use.

All participants found the functionality provided by the adaptive features
helpful for their simulated vision deficiency, enabling them to view certain ele-
ments of the website easier. Our evaluation indicated that the adaptable version
of Zomato outperformed the original Zomato website in all anticipated sections
from the W3C guidelines. Therefore, we recommend web developers to explore
the use of such adaptable widgets via a framework similar to ours as this would
assist them to cater for the diverse user needs with a less workload.

7.2 Improving human-centric software defect evaluation, reporting
and fixing

Customarily, defect reporting exists in most applications and web sites to en-
able end-users to report issues and for developers to receive actionable feedback.
However, the impact of “human-centric” issues - such as age, gender, language,
culture, physical and mental challenges, and socio-economic status - is often over-
looked in defect reporting. Therefore, most defect reporting tools lack focus on
human-centric features to enable a challenged user (eg: a vision impaired user)
to adequately navigate and report defects. Furthermore, most defect reporting
tools lack sufficient defect report structuring, reporting guidance, and do not em-
phasize the perceived severity of the defect to developers. Due to these usability
issues, sometimes diverse end-users are unable to report defects effectively and
thus developers find it difficult to understand and fix the reported defect.

In our research, we aimed to understand the issues faced by diverse end-
users in reporting defects and developers issues in understanding them via a
novel human-centred defect reporting tool prototype [37]. Our research con-
tained two stages. In the first stage, we developed a simple prototype of a defect
reporting tool and developed Personas to represent diverse end users with vision,
hearing, motor and reading impairments. Using these Personas, we conducted
cognitive walk-throughs on four chosen applications (Grab, a university Moodle,
Snapchat and Skype) and requested participants to report any human centric
issues via the prototype. Based on this, we identified a list of potential improve-
ments that could be introduced to a human-centric defect reporting tool. In the
next stage, we re-implemented the prototype tool by addressing most of the
identified improvements and conducted a second cognitive walk-through. In this
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walk-through, we evaluated the end users’ ability to report a defect as well as
developers’ ability to understand the reported defect, using Personas of both end
users and developers. Figure 5 shows an example of some of the defect reporting
app screens we prototyped.

* [
Report a bug Report a bug Report a bug
_— 0% 0% Descripnuno
summary @) Summary ©

(A) Dark I Enlarged
Mode fonts
Mode

Description Description
Additional Information (@) Additional
Information (C) Voice
record
mode
How often do you use this app? Phoigva%%gn do you use
How often do you encounter this How often do you

issue? encounter this issue?

Fig. 5. Human-centric defect reporting prototype with Additional accessibility controls
turned on (from [37])

Based on both these stages, we developed a set of guidelines to improve the
usability of defect reporting for diverse end users and to increase the useful in-
formation provided to developers. Additionally, we identified three major factors
that can assist developers in human-centric defect evaluation and resolution: 1)
Educating users about defect reporting and educating developers about Per-
sonas of different users and their diverse challenges 2) Capturing the frequency
of the application use and defect encountering frequency does not affect the
developers perceived severity of the issue 3) Increasing the amount of extra in-
formation collected about a defect, while taking appropriate steps to prevent the
over complication of defect reports, is effective. We recommend developers and
defect reporting tool designers to adopt these guidelines and findings to generate
more human-centric defect reporting tools.

8 Human Values

Human values such as tradition, helpfulness, freedom, creativity, etc. are a crit-
ical human aspect and should be considered in the design, development, and
deployment of software systems. Human values are the guiding principles for
what people consider to be important in life [22] and these affect the choices and
decisions that they make including technological choices. Because human values
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serve as a vehicle for expressing need [26], they should be properly articulated
and captured in the requirements gathering process. Moreover, human values
also determine behaviour and attitude [66], thus users’ and other stakeholders’
values should be embodied in the interaction models of the software systems —
showing how their interaction with the system reflects and supports their values
(or at the least not violate their values).

Human values, if they are not properly captured and integrated throughout
the entire software development process, can have deleterious consequences, not
only on direct stakeholders such as companies and end-users but also on indi-
rect stakeholders and society as a whole. Recent media has shown some of these
violations of human values and their associated negative consequences, e.g., Ro-
bodebt - an inaccurate automated debt recovery tool that distressed thousands
of Australians [52], Facebook Cambridge Analytica scandal - privacy and tool
for social manipulation and undermining of democratic processes [17], Amazon
algorithms terminating contracts of package delivery drivers [73].

We have carried out some work in mining values requirements and detecting
violations of human values from app reviews [59]. App reviews provide useful in-
formation such as critiques, bug reports, feature requests from a user perspective,
and have been mined to support change requirements for future software updates
and evolution. We analysed 22,119 app reviews from the Google Play store using
natural language processing (NLP) techniques to understand potential values vi-
olation as reported by users. We analysed reviews from 12 apps chosen to cover
different audiences and age groups, with different expectations and interactions
with technology. We based our NLP values violations detection approach on
the widely accepted Schwartz theory of basic human values. The results of our
analysis showed that 26.5% of the 22,119 app reviews contained user-perceived
violations of human values. In terms of the broader values categories, benevo-
lence and self-direction were the most violated values categories while tradition
and conformity were the least violated values categories. Moreover, looking into
the finer details of specific values items showed that helpfulness, pleasure, and
curiosity ranked amongst the topmost violated value items while obedience and
influential were the least violated values items.

Our results show that values requirements can be mined from app reviews.
Nonetheless, we note that app reviews mining is still a reactive approach that
happens post-factum, and we recommend proactive approaches such as partici-
patory design and the direct engagement of and elicitation of values requirements
from all stakeholders involved in the software project. Furthermore, careful con-
sideration of stakeholders’ specific domain context in the design of values elici-
tation protocols should be made - thus effectively capturing human values as an
important human aspect.

9 Emotions

Different end users may react to the same software application in quite different
ways, in terms of their “emotional response” [23]. For example, in an in-home ag-
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ing user support solution, a “smart home” software solution can be perceived in
quite different ways by different elderly end users and their carers. For example,
one person may find the presence of sensors and voice-enabled interaction in-
duces a feeling of safety, care, security, and reduces feelings of isolation. Another
end user may find the exact same software solution overly controlling, inducing
feelings of lack of control, invasive, and even threatening to their self-worth and
liberty. This will lead to very different experiences, acceptance and take-up of
the solution. Very different configuration of the solution — or adoption of a to-
tally different solution — may be needed to satisfy the range of diverse end user
emotional reactions.

We used extensions to a goal-directed requirements modelling language[56] in
a case study of designing and building a smart home for elderly[23]. An example
of an extended goal-directed requirements model is shown in Figure 6. This
allows requirements engineers to reason about potential emotional reactions of
stakeholders, positive and negative, look to address these in design solutions,
and evaluate whether these are adequately addressed in testing.
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Fig. 6. An Emotion-oriented Domain-specific Visual Language (from [29]).

10 Language and Culture

Socio-cultural context and language preferences are important human aspects
that influence end users’ interaction with software. In our on going research
project with domestic workers and fisher-folk in Bangladesh [2], we identified
that user interface and voice instructions in the software developed for them
needs to be in “Bangla”. English language literacy of the target end users are
low, therefor in order to make the software interface usable by them the com-
munication language used in the software needs to be “Bangla” - only language
they are proficient in. We have found that, due to socio-cultural context, mobile
phones are often shared among family members, as such designing of personal-
ized user interface needs to consider “plural” end users.
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In another on going project of identifying interrelationship among different
factors influencing online shopping, we have found the influencing factors are
related very differently for Australian and Chinese online consumers. For Chi-
nese consumers, their demographic characteristics influence how web aesthetics
is perceived, on the other hand, for Australian online consumers demographic
characteristics have connection with web aesthetics, however both demographic
characteristics and web aesthetics influence their overall shopping experience.
This can be related to “Indulgence Vs Reatraint” dimension of Hoftesde cross
culture theory [35]. According to this dimension indulgence society tends to en-
joy life and free gratification of human desires while restraint society tends to
restrain one’s desire to abide by social norm.
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Fig. 7. Comparing Australia and China by Hofstede’s cross-culture theory (from [1]).

In our smart parking development project [46], we identified several personas
with a variety of differing human aspects impacting their usage of the smart
parking app. Several of these factors we have highlighted in previous sections —
age, gender, emotional frustrations with current solutions. Other key differences
included language proficiency — both primary spoken language and also level of
read language ability. We needed to provide users the ability to ask for the app
to display text in their preferred spoken/read language, and to request simplified
descriptions of tasks to perform. Similar to the human-centric defect reporting
app and adaptive user interface widgets projects, we also encountered users with
dyslexia who wanted different fonts be used and reduced text label usage.

11 Research Roadmap

To further investigate a range of end user human aspects impacting software
engineering, we propose a number of research directions below. Some of these
we are currently working on. Some extend previous work, and some we think
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are promising directions for the research and practice communities to explore.
These fall into several research themes:

— End user human aspects — better understanding the nature of human aspects

— Engagement of stakeholders — better engaging diverse stakeholders through-
out development

— Requirements capture — eliciting, modelling and reasoning about require-
ments relating to diverse end users of software

— Understanding end users — helping developers to better empathise with,
appreciate challenges of and address diverse end user human characteristics
and challenges using software

— Design support — providing developers with better techniques and tools for
design and implementation of software to address diverse end user human
characteristics and challenges

— End user empowerment — helping end users take greater control of their
software solutions and engagement with developers

— Developer human aspects — understanding how developers own diverse hu-
man aspects impact different aspects of developing software

11.1 Address Diverse Human Aspects: End User Human Aspects
to Further Investigate

A number of human aspects require further research to determine (i) how to
describe and discuss them; (ii) how best to elicit software requirements from
and regarding end users with these human aspects; and (iii) how to take better
account of them during software design, implementation and defect fixing:

— personality — while a lot of SE research has investigated personality impact
on software engineers, little to date has focused on how different end user
personalities impact software usage;

— ethnicity — Al-based software biases have been highlighted in recent times.
How to better address these has been subject to recent work, but more work
is required.

— engagement — how to understand diverse end user preferences and needs
around their engagement with their software requires more research.

— cognitive style — limited understanding of how different cognitive styles can
and should be taken account of during software development exists. To date
this has main focused on children or elderly with specific cognitive challenges.

— socio-economic status — and its impact on access to and use of software is
still not well understood. Addressing the growing digital divide is critical.

— human values — and taking account of different end user values has become
an area of increasing interest in recent years. The impact of different values
on software design is still poorly understood.

— culture — understanding diverse end user culture, incorporating cultural val-
ues into software, and fixing culture-related defects is also poorly understood.

— family environment — diverse non-work living environments and its impact
on software design and usage by end users also requires further study.
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— organisational values — and their impact on teams and individuals comple-
ments individual human values research.

As noted in several of our projects, humans have multiple characteristics. It is
largely unknown in many domains and in general how these interplay to influence
software usage i.e. which is the most important characteristic to consider, or how
different characteristics interact in different ways for different people and have
a major influence on their software experience. Studying various combinations
of human aspects is of course very difficult as there are an almost infinite set
of combinations. In addition, one’s own experiences, current state of physical or
mental health, family, team or organisational usage context, and other variables
might themselves have a major influence on what makes a “good” or “bad”
software design for a particular user.

11.2 Address Engagement of Stakeholders: Co-creation Living Lab

We have begun to explore the “Living Lab” approach to co-creating software
requirements and designs with end users [30]. The idea is to better involve end
users, and indeed all stakeholders whether eventual end users or not, throughout
the software development process as equals with software engineers. Living lab
approaches have been used in a variety of domains but most particularly for
eHealth software and smart living software domains, but not usually from a
software engineering perspective. We would like to explore the use of such an
approach on software engineering processes, techniques and tools. The attraction
of this approach is the concept of co-creation with diverse stakeholders that fully
takes their varied human characteristics into account during requirements and
design, and treat them as equal co-creators of the solutions.

11.3 Address Engagement of Stakeholders and Better
Requirements: Stakeholder Identification

Not all stakeholders of a software system are end users. How different stake-
holders e.g. sponsors, managers, affected people who do not directly operate or
interact with the software used by others, etc are impacted by their own hu-
man aspects is a potentially important area for further study and translation to
practice. Using living lab and other techniques, we would like to develop better
guidelines for identifying and having dialogue with diverse software stakeholders,
taking better account of their human aspects as well as those of direct end users
during its development.

11.4 Address Better Requirements and Understanding Diverse End
Users: Diverse Personas

Software is increasingly used by more diverse users. How to convey this diversity,
their differing needs, differing experiences with the same software, and how to
ensure peoples’ differing needs are met is still unclear. One approach we have
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used in several projects is developing a range of personas to represent diverse
end user demographics, goals, and frustrations with current solutions. Some of
these have used data-driven techniques to help construct the personas, such as
app reviews highlighting key unmet needs [46]. We have been compiling persona
examples for diverse end users, particularly the elderly and children, reported in
a variety of literature to inform development for these user groups [45, 3,8, 71].

11.5 Address Better Understanding Diverse End Users: Modelling
Human Aspects

Human aspects of end users are sometimes captured during requirements engi-
neering and design phases of software development. However, we currently lack
suitable approaches to formally model these in models and then reason about
completeness, correctness and whether addressed in software solutions [40]. We
have been developing preliminary extensions to a number of models — includ-
ing iStar, wire-frame designs, goal-based requirements, user stories and others
— to try and support better capture, reasoning and use of differing end user
characteristics [40, 23, 46].

11.6 Address Better Understanding Diverse End Users and Better
Designs: Design Support for End User Human Aspects

As well as better identifying diverse end user needs during requirements engineer-
ing, developers need to be better supported to recognise, appreciate, understand
and design for these diverse end users during their design and implementation
tasks. Some end users have different problem solving styles, depending on gen-
der, age, cognitive style, personality, etc [76, 19, 21]. Accessibility has been long
studied and design approaches to address developed for many end user chal-
lenges. However, many of these approaches are as yet not well known or well
supported in software design tools, platforms and APIs [7]. Adaptive interfaces
have been trialled to address platform differences, but also to a lesser degree end
user differences [49].

11.7 Address Better Designs and End User Empowerment: End
User Development

End user development offers the promise of end users being able to develop, or at
least reconfigure, their software solutions to suit their individual preferences and
needs. Many approaches have been tried, from programming by example to low
code/no code pre-packaged solutions to (more or less) configurable applications
[11,14]. While software is too complex in general for end users to develop solu-
tions, in controlled settings giving end users the ability to (re)configure software
solutions may greatly improve their experiences and efficiency and effectiveness
of the software. This includes reconfiguring user interface layout and flow [49],
specifying rules and constraints around data, data integration support from di-
verse sources [9], configuring domain-specific applications [28], and integration
of multiple disparate solutions [18].
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11.8 Address End User Empowerment and Better Understanding
Diverse End Users: Human-centric Defect Reporting and
Fixing

We carried out a preliminary investigation of improving “human-centric defect
reporting”, including developing a set of human-centric defect reporting inter-
faces and a set of personas to represent different defect reporters [37]. This
highlighted a number of unsolved and under-researched to date issues in de-
fect reporting, understanding, diagnosing and fixing. Examples of further re-
search to carry out include understanding if personas representing end user de-
fect reporters help developers to understand, diagnose and fix human-centric
defects; how industry teams currently handle such defect reports; whether dif-
ferent users have different challenges reporting defects with their software; and
whether software domain, company culture and developer human characteristics
impact human-centric defect fixing.

11.9 Address Developer Human Aspects: Understand impact of
developers’ own diverse human aspects

While end users are naturally diverse in terms of their human aspects for many
software domains — banking, education, home automation, business etc — soft-
ware developers are far less diverse and often very different to their end users
[70,65]. Most software developers are relatively wealthy, highly educated, have
high language proficiency, most are male, and most relatively young [70]. Many
of the end users and stakeholders they develop software for are often quite dif-
ferent to this profile, particularly in software domains. Assisting developers to
appreciate, understand, empathise with and ultimately design and build software
more suited to people very different to them remains a challenge for the soft-
ware engineering discipline. A greater diversity of software engineers and better
education about the challenges of supporting diverse end users are claimed by
various studies to improve this situation [20, 54, 65, 25]. However, how a variety
of developer human aspect differences impact software engineering in general
and particular phases of software development is still largely unclear[34, 38, 25].

12 Summary

End users of a software application have many different “human characteristics”.
Some have been studied extensively in psychology, human-computer interaction,
management and other disciplines, if not Software Engineering researchers. We
have presented a preliminary taxonomy of some of these human aspects and
some key related work done to date, predominantly in other disciplines. Some of
the areas that we have been studying how they impact software engineers and
their work include age, gender, physical and mental challenges, emotions, cul-
ture and language. Many however are as yet unclear in terms of their impact on
software engineering, how well they are accommodated by software teams, and
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how combinations of human differences impact software engineering and soft-
ware products. Some areas we see as how potential for further research include
some under-researched human aspects; improving stakeholder identification and
engagement via living lab co-creation approaches; further use of diverse personas
in software engineering; better modelling and design support for diverse human
characteristics and challenges; end user development allowing end users to tailor
their solutions to their own needs; and improved human-centric defect report-
ing. Understanding how developers own diverse human aspects impact software
engineering and interplay with their end user human aspects is also a rich area
for continued work.
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