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Abstract

Generative Al technologies, particularly Large Language Models (LLMs), have trans-
formed numerous domains by enhancing convenience and efficiency in information
retrieval, content generation, and decision-making processes. However, deploying
LLMs also presents diverse ethical challenges, and their mitigation strategies remain
complex and domain-dependent. This paper aims to identify and categorise the key
ethical concerns associated with using LLMs, examine existing mitigation strategies,
and assess the outstanding challenges in implementing these strategies across vari-
ous domains. We conducted a systematic mapping study, reviewing 39 studies that
discuss ethical concerns and mitigation strategies related to LLMs. We analysed
these ethical concerns using five ethical dimensions we extracted from various exist-
ing guidelines and frameworks, along with an analysis of mitigation strategies and
implementation challenges. Our findings reveal that ethical concerns in LLMs are
multi-dimensional and context-dependent. While proposed mitigation strategies ad-
dress some of these concerns, significant challenges still remain. Our results highlight
that ethical issues often hinder the practical implementation of mitigation strategies,
particularly in high-stakes areas such as healthcare and public governance. Existing
frameworks are often inflexible, failing to accommodate evolving societal expecta-
tions and diverse contexts.
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1. Introduction

The evolution of Generative Al (GenAl), particularly Large Language Models
(LLMs), has seen remarkable advancements since 2020 with the introduction of
models like ChatGPT and Bard. LLMs have revolutionised tasks such as writing
assistance, code generation, and customer support automation by leveraging vast
amounts of data to generate coherent, contextually relevant natural language (NL)
responses [II, 2]. As a subset of GenAl, LLMs go beyond traditional Al techniques,
which focus primarily on analysing existing data. LLMs are capable of generating
text, images, and music that mimic human creativity based on prompts provided
by humans [3, 4]. This capability is powered by advancements in neural network
architectures, especially transformers, which enable LLMs to learn the nuances of
human language and produce semantically accurate content [5]. LLMs, such as Ope-
nAl's GPT-4 and Google’s Gemini, utilise transformer architecture to understand
and generate human-like text. GPT-4, for instance, employs a transformer-decoder
architecture with billions of parameters, enabling it to generate detailed, contextually
relevant text across various topics [6].

LLMs have been used to address numerous challenges, offering innovative solu-
tions across sectors such as healthcare, education, and finance. It has the potential
to bring efficiency into these areas [7]. However, as a rapidly emerging technology,
LLMs currently operate under limited regulation and oversight, raising significant
ethical concerns [§]. Without mature, robust guidelines, these potent tools risk mis-
use or improper application. For instance, there have been cases where Al-generated
content has perpetuated biases or disseminated misinformation, underscoring the
critical need for comprehensive ethical guidelines [9-12]. Although ethics is a broad
concept that varies across contexts and fields, understanding the ethics of LLMs is
becoming increasingly important for guiding their responsible use and development.

To effectively mitigate these risks and harness the full potential of LLMs, it is
crucial to understand the existing ethical concerns and the strategies proposed to
address them. To this end, we present our systematic mapping study (SMS) aimed
at identifying primary studies that have investigated the key ethical challenges asso-
ciated with LLM use and analysing these studies to provide insights for developing a
more comprehensive ethical framework to guide their responsible use. We observed
that all the articles provided their understanding of the ethical concerns and cate-
gorised these concerns into specific ethical dimensions. The ethical dimensions were
categorised based on existing ethical guidelines and regulatory frameworks. These
ethical dimensions refer to topics that group similar ethical issues arising within the
field, e.g., privacy and bias. We found that, while all the articles proposed differ-



ent strategies to address these ethical concerns, most were conceptual and lacked
evaluation of their effectiveness in resolving ethical issues arising from generative Al.

We followed Kitchenham et al.’s [13] six-step protocol for systematic reviews:
defining research questions, developing a search strategy, selecting studies with clear
inclusion and exclusion criteria, assessing study quality, extracting data, and synthe-
sizing results for performing systematic reviews. In parallel, we adopted Peterson et
al.’s [14] systematic mapping guidelines, which emphasise designing a classification
schema, mapping publications into that and identifying research trends and gaps.

We note that several recent reviews have explored Al ethics in different domains.
However, none of them cover a cross-domain, methodologically mapped approach
that includes both peer-reviewed studies and industry/governmental guidelines, as
well as the empirical evaluation status of the proposed mitigation strategy and im-
plementation challenges. For example, Li et al. [15] systematically mapped ethical
concerns and mitigation strategies for Al in healthcare, highlighting privacy, trans-
parency, and accountability issues in clinical decision support systems; however, their
scope was confined to medical settings. On the other hand, Sanchez et al. [II] ex-
amined ethical dilemmas in Al-driven urban planning, focusing only on governance
and public safety. Morley et al. [16] reviewed publicly available Al ethics tools and
methods for translating high-level principles into practice, yet they did not evaluate
their effectiveness in real-world settings. Atlam et al. [17] have provided a high-level
mapping of 127 ethics studies; they did not assess the empirical evaluation status or
the implementation challenges of the studies they identified. By contrast, our study
represents a cross-domain mapping that (a) involves both peer-reviewed studies and
industry /governmental guidelines, (b) assesses the empirical evaluation outcomes
of each mitigation strategy, and (c) identifies the implementation challenges of the
strategies in real-world settings. We answer the research questions (RQs) noted be-
low in our study. In our RQs and throughout the paper, we refer to the term ethical
dimensions. We use the term ethical dimensions to refer to broad, higher-order con-
structs that group closely related ethical concerns. An ethical dimension is therefore
a conceptual lens, rather than a single measurable variable, through which multi-
ple concrete issues can be examined and compared. Specifically, we consider Safety,
Privacy, Transparency, Bias and Accountability as the core dimensions based on our
review of academic studies and existing guidelines.

RQ1. What are the ethical dimensions defined in the use of generative
AT across various fields? In RQ1, we wanted to identify key ethical dimensions
associated with deploying and creating LLMs by analysing relevant literature. These
ethical dimensions were then mapped against existing ethical guidelines and regula-
tory frameworks to assess whether they are acknowledged within these standards.



RQ2. What strategies are used or proposed to address the ethical
concerns of using generative Al across different fields? Having identified
specific ethical dimensions and issues in RQ1, we then examined mitigation strategies
mentioned in the analysed primary studies used to address these ethical concerns
across different dimensions.

RQ3. What are the challenges when implementing the strategies? We
reviewed any reported challenges associated with implementing the identified miti-
gation strategies, detailing specific limitations and obstacles encountered in practice.

The main contributions of this mapping study include:

e We identified 39 primary studies that address the ethical concerns of using
generative Al. All the studies identified various ethical concerns across specific
ethical dimensions and provided strategies to address them.

e Of these 39 papers, 13 conducted some form of empirical evaluation to ei-
ther investigate or validate a proposed strategy. The remaining 26 papers are
conceptual papers that propose strategies but do not conduct empirical evalu-
ations, or in some cases, empirical evaluation is not feasible.

e We identified the most prominent ethical dimensions where ethical concerns
are concentrated, as well as those that require more focused attention.

e We identified a set of key research directions to address ethical issues arising
from the use of LLMs in practice.

The rest of the paper is structured as follows: Section [2| provides the background
and related work on ethical concerns of the use of generative Al. Section [3] details
our methodology for conducting a literature search and selection process on ethical
considerations of generative Al. Section [4] reports the results from the selected pri-
mary studies. Section [0 discusses key results and summaries. Section [6] addresses
threats to validity. Section [7| concludes our study:.

2. Background

2.1. Terminology

Ethics is the discipline (or philosophy) that deals with conduct and questions
of morality, exploring what is right and wrong, as well as key principles that govern
human behaviors [I8]. This exploration includes normative ethics, which seeks to



establish general principles for how people should act; applied ethics, which addresses
concrete ethical issues in various fields; and metaethics, which involves analysing the
nature of moral judgments and the underlying assumptions of ethical theories [19, 20].

AT ethics is a multidisciplinary field that examines the ethical, legal, and social
implications of Al systems [21]. It involves developing frameworks, principles, and
guidelines to ensure that Al technologies are designed, implemented, and used to
align with societal values, human rights, and ethical standards [22]. AI ethics is
heavily grounded in normative ethics, as it seeks to establish principles and guide-
lines for designing and using Al. Normative questions in Al ethics include what
constitutes fair Al, ensuring Al respects human rights, and developers’ and users’
responsibility in mitigating AI’s potential harms [23]. AI ethics is also primarily a
form of applied ethics, as it directly addresses practical ethical issues in real-world
contexts, including the ethical deployment of AI in areas such as healthcare and
law enforcement, which involve specific scenarios and case studies [24]. Metaethical
questions are also addressed in the context of Al ethics, including the debate over
whether Al systems can be considered moral agents and what ethical responsibilities
should be assigned to them [25]. In other words, AI ethics applies ethical (moral)
frameworks to considerations such as the responsibilities of developers and deployers
toward affected stakeholders, the harms and benefits that should be accounted for
in algorithmic decision making, and the values in practice [26].

Ethical dimensions are the ethical considerations that arise when developing,
deploying, and utilising LLMs, informed by existing ethical guidelines and regula-
tory frameworks. When using LLMs, various ethical dimensions may need to be
addressed. Mitigation strategies are action-oriented, specific, and actionable ap-
proaches designed or proposed by the authors to address and resolve ethical issues
directly; they can be evaluated. Recommendations are guidance-oriented, broader
suggestions or guidelines proposed by authors that aim to influence future actions
or policies regarding generative Al ethics; they are not usually subject to empirical
testing or short-term evaluation. In our analysis of primary studies in this paper,
we identify whether the strategies mentioned in the studies have been evaluated in
practice. A strategy is evaluated if it has undergone some form of empirical testing,
validation, or assessment to determine its effectiveness. If the strategy is theoretical
or conceptual, based on logical reasoning, best practices, or expert opinion without
verification of actual impact, it is not evaluated.

2.2. Evolution and advancements of Generative AI and LLMs

AT ethics have been discussed since the 1950s, and the discussion related to LLMs
began in 2018, with various scholars and institutions proposing frameworks to ad-



dress the ethical implications of AI technologies [27]. However, it was not until after
2020 that authorities began implementing concrete regulatory and policy frameworks
to govern these rapidly emerging and adopted AI technologies. The increasing com-
plexity and capabilities of LLMs, as well as incidents of data breaches and misuse,
underscore the urgent need for robust ethical guidelines and regulatory oversight [28§].
For instance, the mass data leakage from Chinese applications in 2020 highlighted
significant privacy concerns, prompting a global call for stronger data protection
measures [29]. Below, we review the evolution of generative Al and LLMs, the eth-
ical concerns they raise, and the regulatory responses from major jurisdictions and
industry leaders.

Initially, AI research focused on rule-based systems and basic machine learning al-
gorithms, but the development of Generative Adversarial Networks (GANs) marked
a breakthrough [30]. GANs enabled Al to create realistic images, videos, and text,
laying the foundation for Generative Al and opening the way for further advance-
ments. The introduction of the Transformer model in 2017 revolutionised Natural
Language Processing (NLP), leading to the creation of powerful LLM models like
GPT, which advanced the generative Al field to a large extent [31].

2.2.1. OpenAl’s GPT Series

These models leverage large amounts of data to perform complex language pro-
cessing tasks with proficiency. GPT-3, introduced in 2020, comprised 175 billion
parameters, was well known for its size and scope, and has been used across a wide
range of applications, from creative writing to code generation and translation, ques-
tion answering with fine-tuning, demonstrating its learning capabilities where the
model can learn from a few examples of a given task [32].

The successor to GPT-3, GPT-4, advances these capabilities by incorporating
more parameters to improve its accuracy, fluency, and versatility across tasks. It is
evident in areas requiring context-sensitive information, such as legal document draft-
ing, medical diagnosis support, and scientific research summarization [33]. There are
several other LLMs. However, the GPT series of LLMs is the most widely known;
hence, we only mention them, and specific LLMs are beyond the scope of this paper.

2.3. Ethical Implications of LLMs

The ethical concerns surrounding LLMs have been extensively discussed in the
literature, with bias and privacy as the primary concerns. Bender et al. [34] high-
lighted the risks of bias and misinformation inherent in LLMs, as those trained on
large, diverse datasets from the internet often reflect and amplify societal biases,
potentially leading to harmful stereotypes and discrimination. This issue is com-
pounded by the “black box” nature of LLMs, where decision-making processes are



not easily interpretable and opaque, making them difficult to identify and correct
biases [35]. Additionally, LLMs’ ability to generate realistic text can be misused to
spread misinformation and conduct social engineering attacks.

On the other hand, the extensive data requirements for training LLMs raise se-
rious privacy issues. In 2017, Shokri et al. [36] demonstrated that AI models could
be vulnerable to membership inference attacks, where an attacker can determine
whether a specific individual’s data was included in the training set. This has un-
derscored the need for robust privacy-preserving techniques in the development and
deployment of LLMs. In 2021, Facebook experienced a significant data breach in-
volving several popular applications with embedded Al components. The incident
exposed the personal information of over 500 million users. The database containing
user details, such as real names, usernames, gender, location, and phone numbers,
was exposed and offered for sale [37]. Since LLMs are trained on datasets and
user-generated content from social media platforms, such breaches raise significant
concerns about privacy and data security in Al training processes, particularly prob-
lematic if the leaked data includes personal identifiers or proprietary details [38].

2.4. Regulatory and Policy Frameworks

The ethical and privacy concerns associated with LLMs have prompted various
regulatory responses worldwide. The European Union’s proposed Artificial Intelli-
gence Act aims to establish a comprehensive legal framework to ensure the ethical use
of Al technologies, focusing on transparency, accountability, and human oversight.
This legislation addresses the need for Al systems to disclose Al-generated content
and provide explanations for Al-driven decisions, particularly in high-risk applica-
tions such as healthcare and law enforcement [39]. In the United States, the Federal
Trade Commission (FTC) has issued guidelines emphasising fairness, transparency,
and accountability in AT systems [40].

Additionally, the National Institute of Standards and Technology (NIST) is devel-
oping a framework for Al risk management to provide organisations with practical
tools for managing Al-related risks [4I]. China’s Interim Measures for the Man-
agement of Generative Al Services, introduced in 2024, require clear labelling of
Al-generated content and enforce strict data collection and usage guidelines to pro-
tect user privacy [42]. These regulatory efforts aim to balance innovation with ethical
considerations, ensuring the responsible development and deployment of Generative
AT technologies. Furthermore, industry-specific guidelines, such as those from IEEE,
provide a framework for ethical Al design, highlighting principles such as trans-
parency, accountability, and data privacy [43].

Tech companies have also established their own ethical guidelines. For instance,



Table 1: Timeline of AI-Ethics Guidelines and Frameworks

Framework / Guideline Year
AT Principles (Google) 2018
OpenAl Charter (OpenAl) 2018
Ethics Guidelines for Trustworthy Al (EU) 2019
Ethically Aligned Design (IEEE) 2019
FTC Guidelines 2021
Artificial Intelligence Act (EU) 2021
AT Risk Management Framework (NIST) 2023
Interim Measures for Generative Al Services (China) 2024

Google’s Al principles emphasise fairness, interpretability, privacy, and safety, aiming
to prevent misuse of Al technologies [44]. OpenAl has similar guidelines focusing on
long-term safety, robustness, and compliance with ethical standards [45].

Despite these regulatory advancements, challenges remain. Overly descriptive
regulations might slow down innovation and make compliance burdensome for com-
panies, particularly smaller enterprises that need to use LLMs. Additionally, the
global nature of Al development necessitates international cooperation to integrate
standards and ensure effective enforcement across jurisdictions. The varying reg-
ulatory landscapes across different countries can lead to inconsistencies and gaps
in ethical standards and protections |27, 46]. The timeline of the development of
regulatory and policy frameworks is shown in Table [}

2.5. Industry and governmental guidelines selected

As mentioned in the previous section, multiple frameworks and guidelines have
been developed to aid in identifying and addressing Al ethics and governance is-
sues. We selected four guidelines/frameworks due to their availability, authority,
and significant impact on shaping the ethical use of Al technologies.

The IEEE Ethically Aligned Design Document aims to establish ethical
principles for Autonomous and Intelligent Systems (A /IS) that advance human benef-
icence, i.e., prioritise benefits to humanity and the environment, and mitigate risks
associated with these technologies. It emphasises that prioritising human well-being
must not conflict with environmental sustainability [47].

National Institute of Standards and Technology (US)’s Artificial Intel-
ligence Risk Management Framework (NIST) outlines characteristics neces-



sary for building trustworthy Al systems, recognising both the transformative poten-
tial and unique risks of Al. The document emphasises the importance of balancing
various trustworthiness attributes to minimise potential harms [48)].

Microsoft Responsible AI Standard aims to operationalise ethical principles
across Microsoft’s Al development and deployment processes by providing concrete,
actionable guidelines [49]. The goals are organised into six key areas, each designed
to support responsible and trustworthy Al

European Union (EU)’s AI Act introduces a comprehensive regulatory frame-
work to manage the development and deployment of AT across the EU, using a risk-
based approach to tailor requirements for various Al applications [39].

2.6. FExisting Mitigation Strategies for Ethical Concerns

Several mitigation strategies have been proposed and implemented to address
the ethical concerns associated with LLMs. One key approach is the development of
bias detection and mitigation techniques. Researchers have created tools such as the
Large Language Model Bias Index (LLMBI) to quantify and address biases in LLM
outputs [50]. These tools use advanced NLP techniques to detect and correct biases
related to race, gender, and other sensitive attributes.

Another strategy involves enhancing transparency and interpretability through
techniques like SHapley Additive exPlanations (SHAP) and Local Interpretable Model-
agnostic Explanations (LIME), which provide insights into how models make deci-
sions and allow users to understand and trust AI outputs [51]. Privacy-preserving
techniques such as differential privacy and federated learning are also being used to
protect individual data during LLM training. Differential privacy introduces noise to
the data to prevent the identification of specific individuals, while federated learning
allows models to be trained across multiple decentralised devices without sharing
raw data, thus enhancing privacy [52].

Collaboration between AI developers, policymakers, and other stakeholders is
crucial in creating ethical guidelines and regulatory frameworks that are both effec-
tive and adaptable. Industry-wide initiatives, such as the Partnership on Al, bring
together diverse perspectives to address ethical challenges and promote best practices
in AT development and deployment [53]. However, these strategies also have limita-
tions. Bias detection tools can only address known biases and may miss subtle or
emerging issues, potentially leading to ongoing ethical challenges [50]. Transparency
techniques like SHAP and LIME can help interpret decisions but do not eliminate
the fundamental complexity of LLMs, and their effectiveness relies on users correctly
applying and understanding these methods [51]. Privacy techniques like differential
privacy and federated learning require careful implementation to balance privacy



with model performance, and there is limited empirical evaluation of their effec-
tiveness in large-scale deployments [52]. Moreover, the current mitigation strategies
often lack comprehensive evaluation, and their long-term impacts on Al ethics and
performance remain uncertain [53].

Overall, while these mitigation strategies are essential for addressing ethical con-
cerns, they must be continuously refined and adapted to keep pace with the rapid
advancements in Al technology. Collaborative efforts and ongoing research are vital
to realising the benefits of Generative Al while minimising potential harms.

2.7. Related Systematic Reviews

The ethical implications of Al systems have garnered increasing attention in re-
cent years, resulting in several systematic reviews and mapping studies. Li et al.
(2023) conducted a systematic review focusing on the ethical concerns and related
strategies for Al in healthcare, identifying 45 relevant studies. This review high-
lighted the need for transparency, privacy, and accountability in AI design and im-
plementation, but it was primarily centred on healthcare applications, leaving a gap
in understanding how these ethical concerns translate across other domains [15]. At-
lam et al. (2024) mapped Al ethics research over the past seven years and identified
127 primary studies. Their findings revealed a concentration of research on fairness,
transparency, and accountability while pointing out a lack of empirical evidence
supporting Al ethics principles [I7]. However, the study was more of a high-level
categorisation, lacking in-depth analysis of specific methodologies used to address
these ethical concerns. A systematic literature review by the International Journal
of Data Science and Analytics (2023) identified 66 papers focusing on developing ob-
jective metrics to assess the ethical compliance of Al systems [54]. While this review
underscored the need for standardised, quantifiable metrics to evaluate Al ethics, it
was limited by its exclusion of frameworks that require human intervention, which
might be necessary for a comprehensive understanding of ethical AI [54]. Although
these studies have provided valuable insights into the current development of Al
ethics, their limitations highlight gaps in the literature. There is a need for a more
comprehensive analysis that covers various domains of Al application when the fo-
cus is on healthcare, provides high-level categorisations, and excludes human-centred
frameworks. This systematic mapping study aims to fill these gaps by providing a
broader, more detailed exploration of Al ethics across diverse sectors, identifying
strategies for addressing ethical concerns, and laying a foundation for the develop-
ment of comprehensive, cross-domain ethical guidelines and frameworks.
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3. Methodology

We conducted an SMS on the emerging ethical concerns surrounding the use of
GenAl, particularly LLMs. We conducted our study on the scientific literature, exist-
ing frameworks, and guidelines, e.g., industry guidelines and governmental guidelines
for AI ethics. Given the rapidly evolving nature of the field, we recognised that a
comprehensive understanding of the ethical concerns surrounding LLMs cannot be
derived solely from scientific literature. Therefore, we expanded our study to include
industry frameworks, governmental guidelines, and other authoritative sources, en-
suring a more holistic and up-to-date perspective on the ethical challenges in this
dynamic area. This SMS has been carried out in accordance with the guidelines for
systematic mapping studies as outlined by Peterson et al. [14].

Our mapping study was conducted in three stages: planning, conducting, and
reporting the review. The planning phase involved writing a protocol, formulat-
ing research questions (RQs), and reviewing it for alignment with the main aim of
our study. The protocol included a search strategy. During the conducting stage,
the first author developed search strings that the other authors reviewed. A li-
brarian from our university was also consulted at this stage to ensure alignment
with the best practices for conducting systematic reviews. The search strings went
through an iterative process, and some that were not specific or only marginally
relevant were removed. The first author then led our search process (illustrated in
Figure [I) with the search strings in various databases and selected ACM Digital
Library, IEEE Xplore, Proquest, Wiley, Web of Science, and Science Direct. The
first author searched all selected databases and removed duplicates using EndNote
in the initial paper screening. We identified relevant keywords and search strings to
exhaustively explore existing empirical evidence. We note that, in accordance with
the guidelines for this stage, we used the search process to identify relevant scientific
literature. We identified industry and governmental guidelines using references in
the scientific literature and snowball sampling. Following Wohlin’s guidelines [55],
we applied forward snowballing to the 37 studies remaining. Two researchers inde-
pendently screened the citing articles against our predefined inclusion and exclusion
criteria, resulting in 2 additional eligible studies. In total, our search process led to
39 scientific studies and six industry and governmental guidelines.

3.1. Research Questions

We formulated three high-level research questions (RQs):
RQ1 - What are the ethical dimensions defined in the use of generative Al across
various fields?
RQ2 - What strategies are used or proposed to address the ethical concerns of using
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Figure 1: Study Search Process

generative Al across various fields?

RQ3 - What are the challenges when implementing the strategies?

We use these RQs to identify studies on the ethical dimensions of Generative Al
use and the strategies to address them. In our study, an ethical dimension refers to
specific ethical considerations arising from the use of GenAl or LLMs [19, 20, 22].
These dimensions encompass a range of ethical concerns, principles, and guidelines
that are crucial to the responsible development and use of LLMs.

3.2. Search Strategy

3.2.1. Search String Formulation

We formulated a search string to query online databases using key and alterna-
tive terms across four main areas: large language models, guidelines, development,
and ethics. However, we acknowledge that these areas may sometimes overlap with
related concepts. Thus, we included a comprehensive set of terms in the search
string to capture all relevant literature, shown in [0} The search string was tested
across six online databases: IEEE Xplore, ACM Digital Library, ProQuest, Web of
Science, Wiley Online Library, and ScienceDirect. These databases were chosen be-
cause they are comprehensive and widely recognised sources of high-quality research
in computer science, engineering, and technology. In addition to these databases,
we conducted a parallel search on Arxiv, finding three preprint studies that met our
inclusion criteria. We included these papers to capture the most recent and relevant
studies. We included the Arxiv papers as the topic of Ethical Al is relatively new,
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and Arxiv provides us with studies and research that may not yet have gone through
peer review, which allows us to explore emerging ideas, diverse perspectives, and
early-stage research that might not yet be available in journals and conferences.

The ACM Digital Library and IEEE Xplore are particularly relevant as they
contain a vast collection of research papers and conference proceedings focused on
Al and machine learning. ProQuest, Wiley, Web of Science, and ScienceDirect were
included for their extensive coverage of multidisciplinary studies, including regulatory
guidelines and ethical considerations in technology. Additionally, we included some
of these databases to capture grey literature, e.g., the industry and governmental
guidelines. Given that Al ethics is a relatively new field, grey literature (not part of
the main 39 papers) provides valuable insights and complements our understanding,.

The search string was refined over several iterations to maximise the relevance of
the results. For instance, the first author would randomly select a sample of 8-10 pa-
pers, review them for relevance, and further refine the search string. In constructing
search strategies for various databases, we used a range of logical connectors to en-
sure comprehensive and relevant retrieval of literature on large language models and
related topics. Each database required specific adjustments to optimise the search
strategy, using various connectors and operators tailored to the database.

In IEEE, Web of Science, Wiley Online Library, and ScienceDirect, the search
strategies used the “AND” connector to combine key concepts, ensuring that search
results included multiple relevant topics, such as governance, ethics, transparency,
and accountability, in relation to large language models (LLMs). The “OR” operator
was used to include alternate expressions of similar concepts (e.g.,“ethic” OR “moral”,
“development” OR “design”). Additionally, symbols like the asterisk (*) were used to
capture word variations. For instance, “Large Language Model®” ensures that both
“Large Language Model” and “Large Language Models” are retrieved. This strategy
helps retrieve documents that mention different term forms, maximising the search’s
comprehensiveness. In ACM Digital Library, the search strategy used the “AND"
operator and “OR" operator to combine multiple concepts and capture alternate
terms. “AND” was used to ensure that search results contained all the specified
concepts, such as “large language model*” AND “ethics” AND “governance.” This
ensures that the retrieved documents address all selected topics. “OR” was used to
include variations or synonyms of a concept, such as “ethics” OR “moral”, broadening
the search to include documents that may use different terms for the same idea.

In ProQuest, we used a more refined approach by employing the “noft” operator,
which stands for “not in full text”. This operator excludes terms that appear only in
the body of the document and not in more critical fields such as the title, abstract, or
subject headings. The use of “noft” is beneficial in ProQuest because this database
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often contains a large volume of full-text content, including dissertations, reports,
and articles that may mention key terms incidentally without focusing on them in
depth. By using “noft”, we can filter out documents in which a term like “governance”
is only briefly mentioned and not central to the research focus. For example, using
“noft(governance)” ensures that we retrieve documents where “governance” is empha-
sised in key fields, like the title or abstract, indicating that the topic is a primary
focus of the work rather than a tangential mention. This increases the relevance and
specificity of the search results, ensuring that only documents that deal substantially
with “governance” are included. Additionally, the “AND” operator and “OR” opera-
tor were also used in ProQuest to combine different thematic elements and provide
alternate terms for key concepts, ensuring comprehensive coverage of topics while
maintaining the precision of the search.

To include grey literature, we conducted targeted searches of the websites of
major Al ethics bodies (IEEE, NIST, Microsoft, and the European Commission).
Because these documents are not indexed in academic databases, we did not apply
a Boolean search string. Instead, we navigated each site and used its built-in search
tools with keyword filtering (e.g., “Al ethics” “responsible AI”). We identified four
guidelines/frameworks for the paper, which are presented in Section .

Table 2: Inclusion and Exclusion Criteria

Criteria ID ‘ Criterion

Inclusion Criteria

101 Papers discussing ethical concerns in the use of Generative Al

102 Full text of the article is available.

103 Peer-reviewed studies, sector-specific studies and grey literature
(Arxiv, Guidelines and Frameworks).

104 Papers written in English language.

Exclusion Criteria

EO01 Papers about GenAl that do not discuss ethical concerns

E02 Papers about ethical concerns that are not in the field of GenAl

E03 Papers that are less than four pages in length.

E04 Conference or workshop papers if an extended journal version of
the same paper exists.

E05 Papers with inadequate information to extract relevant data.

E06 Vision papers, books (chapters), posters, discussions, opinions,
keynotes, magazine articles, experience, and comparison papers.
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3.2.2. Automated Search and Filtering

Our search was conducted on databases between April and May 2024. The final
search string was applied to the selected database online search engines, and an initial
pool of 5013 papers was extracted. The list of papers was downloaded and exported
to EndNote. Despite the large number of database results obtained by our search
string (5013 papers), many papers were irrelevant or duplicates.

We first removed all duplicates (remaining papers = 4218) and applied a set of
inclusion and exclusion criteria to filter out pertinent studies as part of our SMS
protocol, shown in Table . For this mapping study, we considered only English-
language studies that directly discuss the ethical dimensions or concerns. Given that
the topic is relatively new, we included short papers of more than four pages to
capture emerging ideas. However, we excluded posters, keynotes, opinion papers,
and magazine articles. We required full text availability (I02) to enable thorough
analysis of ethical dimensions, mitigation strategies, and implementation challenges,
which are often absent from abstracts. We excluded book chapters (E06) to main-
tain consistency in peer-review standards, focusing on recent conference and journal
papers that undergo more comparable review processes. The selection criteria were
applied to all studies to identify the most relevant ones, with discussions among all
authors during the study filtering process. This left us with 39 papers remaining.

3.2.83. Data Analysis Process

After completing our automated search and filtering, we conducted a structured
analysis of the 39 selected primary studies. Our data analysis process is shown in
Figure [2l First, the first author created an article matrix to capture the studies’
aims, methodologies, and key results; this matrix was then shared among all authors
to establish an overview of the studies. The first and third authors then systemati-
cally identified and extracted data from each study that were relevant to our three
RQs. The other authors independently reviewed these data extractions to verify
their accuracy and comprehensiveness. The first and third authors then organised
the extracted data into preliminary categories aligned with our RQs. These cat-
egories were refined through an iterative process of condensing and open coding.
During extraction, we labelled each proposed approach as either a mitigation strat-
egy (actionable and potentially evaluable) or a recommendation (broader guidance,
not necessarily designed for short-term empirical testing), following our definitions
in Section2.1] For example, “apply differential privacy during training to reduce
membership inference risk” is treated as a mitigation strategy, whereas “organisa-
tions should adopt privacy-by-design policies” is treated as a recommendation. We
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Figure 2: Data Analysis Process

highlighted the relevant information for each RQ from the extracted data. We coded
them according to the key information, and similar codes were then combined into
themes. Throughout this phase, all authors met regularly to discuss coding decisions,

reconcile discrepancies and reach consensus.
4. Results

4.1. Selected Studies

After filtering, we selected 39 primary studies on ethical concerns in LLMs, pub-
lished from 2020 to 2024 (Table [3JA). Publications were limited from 2020 to 2022,
with only five studies total. However, in 2023, the number increased sharply to 27
studies, reflecting significant growth in research interest. The lower number in 2024
(7 studies) likely results from our June 2024 search cutoff. Table shows venue
distribution: 61.5% in journals, 30.8% in conferences, and 7.7% on Arxiv. We in-
cluded Arxiv papers to capture recent research in this fast-changing field, allowing
us to examine early-stage ideas together with established peer-reviewed publications.

Our selected primary studies span multiple application domains. Each domain
brings its own set of challenges and ethical considerations, reflecting the diverse
applications and potential impacts of LLMs. This section categorises the studies by
the domains mentioned in the primary studies, offering a detailed exploration of how
ethical concerns manifest across different contexts.
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Table 3: Distribution of Publications by Year and Venue
(A) Number of Publications Per Year

Year Number of Publications
2020 I'1

2021 |1

2022 s

2023 I 27

2024 I

Total 39

(B) Publication Venue Distribution

Venue Type Number (Percentage)

Journal B 24 (61.5%)
Conference B 12 (30.8%)
Arxiv B 3(77%)
Total 39 (100%)

e General AI: Papers categorised under “General AI" address Al’s broad concepts
and applications without focusing on a specific domain. They discuss relevant
ethical challenges across multiple sectors where Al is deployed.

e Healthcare: Healthcare is a domain that frequently raises ethical concerns, such
as privacy, safety, and bias, especially as Al and LLMs are increasingly used
for medical applications. The papers in this domain discuss how Al-driven
systems can both enhance and complicate healthcare practices, with patient
confidentiality, data security, and algorithmic fairness being recurring themes.
This domain is highly sensitive due to the direct impact on human well-being
and medical decision-making.

e Legal: Papers in this domain highlight the intersection of Al and law, exploring
issues such as accountability, transparency, and bias in legal Al systems. The
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integration of Al in legal contexts raises concerns about fairness, potential
racial biases in predictive policing tools, and the transparency of Al-driven
legal decisions.

Education: The educational domain explores the ethical use of Al in learning
environments, with concerns including privacy, fairness, and the transparency
of Al systems in assessing student performance and providing educational con-
tent.

Public safety: This domain involves the use of Al in public safety systems,
where the ethical dimensions centre on accountability, bias, and safety. Al
systems used in policing, emergency response, and public surveillance must be
scrutinised for fairness and transparency to avoid unintended harm to commu-
nities, especially marginalised groups.

Societal Impact: Papers in this domain examine how LLMs interact with
broader societal issues, such as their role in shaping public discourse, pol-
icy, and societal norms. Ethical concerns focus on the responsibility of those
deploying LLMs to consider their social impact, including how they influence
public opinion, access to information, and equality.

Cybersecurity: This domain primarily focuses on privacy concerns related to
systems that use AI components or LLMs. Papers here focus on issues such as
the protection of personal data, the risks of data leakage, and how AI systems

can be designed to respect user privacy, especially focusing on data-hungry
models like LLMs.

Economics: Papers in this domain focus on the economic impact and ethical
concerns surrounding Al and LLMs, particularly in relation to automation,
job displacement, and the ethical use of Al in economic decision-making. The
economic dimension of LLMs also raises issues of accessibility and fairness in
how AI systems are deployed and who benefits from their use.

The specific papers associated with each domain and ethical dimensions can be

seen in Table [] organised into three columns. The first column “Domain” groups
the selected studies by domains. The second column “Papers” lists each primary
study in that domain. The third column, “Ethical Dimensions (n),” shows, for each
domain, how many of its studies address each ethical dimension, along with the
count. From the studies, it is worth noting that accountability is rarely addressed in
the education and public safety domains, while both transparency and accountability
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Table 4: Domains mentioned in papers and their ethical-dimension counts

Domain Papers Ethical Dimensions (n)

Cybersecurity | |P1}||P23[|P27| [P29] |P31||P33 Safety (2), Privacy (6), Bias (1),
Transparency  (0),  Accountabil-
ity (0)

Education P14{ P16 [P26 Safety (2), Privacy (3), Bias (2),
Transparency  (2),  Accountabil-
ity (1)

General Al P2| [P4] [P5[P15| |P17] P20 [P28| [P30] |P35| [P37| [P39] | Safety (4), Privacy (7), Bias (8),
Transparency  (5),  Accountabil-
ity (4)

Healthcare P1{|Pof|P10| [P11]||P13||P21| [P22] |P24 |P32| [P34 Safety (7), Privacy (7), Bias (7),
Transparency  (7),  Accountabil-
ity ()

Societal Impact | [P2||P25| (P38 Safety (2), Privacy (3), Bias (2),
Transparency (2),  Accountabil-
ity (1)

Legal P3| PG| P8 Safety (2), Privacy (1), Bias (3),
Transparency (2),  Accountabil-
ity (1)

Public Safety Pl |P18| [P19]|P27 Safety (4), Privacy (1), Bias (2),
Transparency (1),  Accountabil-
ity (0)

are completely absent from the cybersecurity literature. Transparency also receives
only minimal attention in the education, societal impact, legal, and public safety
papers. It is critical that future research focuses on these underrepresented ethical
dimensions within their respective sectors.

We identified a diverse range of LLM models being used in the selected primary
studies, shown in Table[5] A significant number of papers used versions of ChatGPT
, and @ , highlighting its versatile use across various domains such as health-
care, education, and general conversational interfaces. Conversational Agents (CA),
another key area of focus, were discussed in multiple papers (P15} [P29] [P31]
[P36] These agents are known for their roles in interactive and supportive capacities,
including customer service and educational tools.

General LLMs were featured in several papers (P4} [P6] [P20] [P21], [P30] [P32] [P33]
P38|). These papers emphasised the broad capabilities of LLMs in understanding
and generating human-like text, highlighting their potential across various sectors.
Additionally, LLM-based chatbots and virtual assistants were discussed in papers
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Table 5: Generative Al Technologies Used in Primary Studies
LLM Models Number Mentions
ChatGPT 18
Conversational Agents
DALL-E

EduLLMs

Gemini (Bard)

GPT-2

General LLMs
LLM-based Chatbots
LLM Virtual Assistants
RoBERTa
Transformers

(=]

= =] =] =] oo = | = =

such as [P9] [PI0] and [P13] indicating their growing relevance in enhancing user
interaction and automating responses.

Models such as GPT-2 and transformers were also explored, with
RoBERTa being mentioned alongside ChatGPT in [P23] for the use of fine-tuning
LLMs. Educational Large Language Models (EduL.LLMs) were specifically addressed
in showcasing their application in creating and facilitating educational content.
Moreover, newer Al models such as Gemini (Bard) and DALL-E were discussed in
the context of their capabilities and potential applications in papers and [P39

4.2. RQ1 Results

We wanted to identify the various ethical issues related to Al that have been
discussed across the selected papers. The purpose was to explore both the breadth
and depth of these issues and how they align with key ethical dimensions. We
operationalised five core ethical dimensions (Safety, Privacy, Bias, Transparency,
and Accountability) because they are consistently emphasised across the four major
frameworks reviewed in Section [2.5] and were also the most recurrent categories in
our coding of the 39 primary studies. Related values (e.g., fairness, autonomy, con-
sent) were captured within these dimensions (fairness under Bias; autonomy under
Accountability; consent under Privacy).

Safety: reliability, robustness, and harm prevention in high-risk settings.
Accountability: responsibility assignment, governance, auditability, and liability.
Bias: fairness and non-discrimination in model behaviour and outcomes.
Transparency: explainability, disclosure, traceability, and audit support.
Privacy: data protection, confidentiality, minimisation, and user control.

We use these dimensions as top-level categories for coding ethical issues and
grouping them into themes. We also considered the authors’ perspectives in each
paper, incorporating their opinions on which ethical dimension specific issues should
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Figure 3: Ethical dimensions mapped with RQ1 themes

fall under. This ensured that our categorisation was informed not only by the frame-
works and guidelines but also by the authors’ interpretations. The analysis involved
carefully reviewing each paper and coding the ethical issues mentioned, which were
then grouped into themes within these categories. In total, we identified 130 differ-
ent ethical issues across the studies, which we categorised into 17 distinct themes.
Figure [3] shows the key ethical dimensions to theme mappings. Table ?? shows the
primary studies addressing each dimension.

4.2.1. Safety

The theme “Ethical Use of Al in Language Understanding” highlights the ethical
challenges related to how Al systems, particularly virtual assistants (VAs), process
and respond to language, including inappropriate or harmful speech. In a key
concern is raised about the need to train VAs with inappropriate language for them
to recognise it. This raises ethical questions about whether the VA should be able
to recognise insults or offensive language and, if so, how it should respond.

The theme “Misinformation Risk Issues” identifies the ethical concerns related

to Al systems generating and disseminating false or misleading information, which
can have serious consequences. This theme was covered in [P2] [P6] [P8], [P10] [P12]
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P13| [P14], [P28] [P30] [P32] [P38l In [P12] a significant risk is highlighted: ChatGPT

may produce sophisticated but hallucinatory fake information, especially in financial
outputs, which could be hard to detect and lead to substantial financial losses. In
[P30], another concern is raised about LLMs generating misinformation, resulting in
less informed users and eroding public trust in shared information.

The theme “Economic, Political, and National Security Risks" focuses on the
dangers posed by Al systems in sensitive areas, particularly regarding the misuse of
generative Al like ChatGPT. This theme is covered in and includes political se-
curity risks. Al could inadvertently access and assimilate sensitive information, such
as national secrets, trade secrets, or personal data, through user inputs, potentially
leading to information leakage. Furthermore, military security could be threatened
by the potential misuse of Al to generate attacks targeting critical infrastructure.
Economic security might also be at risk, as tampering with training data could create
false financial data and market predictions, undermining economic integrity.

The theme “Content Filtering Issues” addresses the ethical concern of LLMs, pro-
cessing both accurate and harmful content due to inadequate filtering mechanisms.
This theme covers [P13] In [PI3] it is noted that LLMs can ingest and incorporate
harmful content alongside accurate information, leading the AI to produce outputs
that may be inappropriate or damaging.

The theme “Reliability and Safety of AI Systems" focuses on the ethical concerns
surrounding the accuracy and dependability of Al, particularly in critical situations;
this theme is covered in [P7], [P9] [PI3] [P14] P19, [P21] [P25] [P27] P28 [P30} P34
In P19 a significant issue is the provision of oversimplified and erroneous safety
advice, which often lacks traceability due to missing cited sources, making fact-
checking difficult. This raises concerns about AlI’s reliability in delivering accurate
and trustworthy information in safety-critical contexts. In [P2I] the issue of trust
is discussed, especially regarding the reliability of LLMs in situations outside their
training conditions. This phenomenon, known as an “out-of-distribution shift,” can
lead to performance failures.

4.2.2. Privacy

The theme “Control over Personal Data” emphasises the ethical importance of
protecting individuals’ privacy and ensuring they have control over how their personal
information is used, particularly in Al-driven systems. As Al increasingly relies on
sensitive data, especially in fields like healthcare, safeguarding this data becomes
crucial to prevent misuse and ensure privacy compliance, this theme is covered in
[P} [P14] and P31} In [PI], one key concern is the need for robust data protection
and transparency in Al’s decision-making, especially in healthcare, to avoid bias
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and ensure fairness. In[P14] an example highlights the potential for adding privacy
settings to give users control over how their data is collected and shared, reinforcing
the need for individual autonomy over personal information.

The theme “Data Protection and Leakage” addresses the ethical concerns related

to the privacy and security of data in Al systems, particularly regarding the risk
of unauthorized access or data breaches, this theme is covered in [P}, [P2] [P7]
S, (P9, [PT0, [PTT} [PT2, [PT4, [PT0, [PT7, P23, P25, P24, P25, [P26, P27, P28, [P,
P30, [P33], [P34], [P37, [P38], [P39] In [P23] the issue is highlighted in the context of Al
researchers fine-tuning pre-trained models with private data for various tasks. These
models are vulnerable to privacy attacks due to their tendency to memorize training
data, known as the "memorization issue," posing risks to sensitive information. In
[P26] concerns arise about smart education systems that collect and analyse vast
amounts of student data to provide personalised learning.

The theme “Data Collection Ethics” focuses on the ethical issues surrounding
how data is gathered for training LLMs. This theme is covered in and [P27]
In [P27] concerns are raised about scraping information from internet forums and
other sources without proper consent or oversight, which raises questions about the
ethicality of the data collection process. In[P14] another issue is the lack of disclosing
the underlying sources used in LLM training, as they are not shared with the public.

4.2.8. Bias

The theme “Algorithmic Bias” highlights the ethical concerns regarding how
Al models can perpetuate social stereotypes and discrimination, particularly when
trained on biased data. This theme is covered in [P4] [P5] [P6] [P12] [P22] [P24] [P25]
P28 [P30], [P34], [P35] [P38] In[P25], an example is provided where Amazon used Al in
human resources, and it was found that women were consistently rated lower than
men. This bias arose because the Al analyzed resumes from the past decade, a period
where most resumes came from men, indicating that the data was neither large nor
diverse enough to mitigate bias. In a similar concern is raised about how LLMs
can perpetuate social stereotypes and introduce representational and allocational
harms, leading to discrimination.

The theme “Training Data Bias” addresses the ethical concerns that arise when
AT models are trained on datasets that either overrepresent or underrepresent cer-
tain demographic groups. This theme is covered in [P} [P3] [P4] [Pg| [P10, [P11], [P16]
P17 [P28] [P35l In [P35, demographic bias is highlighted as a major issue, as data
imbalances can cause models to exhibit biased behaviour toward specific genders,
races, ethnicities, or other social groups. In [P28] the concern is further emphasised,
showing how biased data can perpetuate social stereotypes and lead to unfair dis-
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crimination. When models are trained on skewed representations of certain groups,
this can result in unjust outcomes that reinforce existing inequalities.

The theme “Temporal Bias” focuses on the ethical concerns arising from the time-
based limitations of training data used in Al models. This theme is associated with
[P35 In [P35 it is noted that these models are often trained on data from specific
time periods or include temporal cutoffs, which can introduce bias when reporting
on current events, trends, or opinions. This limitation may result in the model
providing outdated or inaccurate information when addressing contemporary topics
and an incomplete understanding of historical contexts due to the lack of temporally
diverse data. This can affect the relevance and accuracy of Al-generated content in
time-sensitive situations.

The theme “Accessibility and Inclusivity Bias” highlights the ethical concerns
related to how Al systems may overlook the needs of individuals with disabilities
or those from diverse linguistic backgrounds, this theme is covered in [P14]
P18 P19, [P20], [P35l In [P14], it is highlighted that accessibility features, such as
screen readers, alternative text for images, or video captions, are often inadequate or
absent in Al systems. Additionally, limitations in language translation capabilities
may exclude non-native speakers or those with diverse linguistic needs.

4.2.4. Accountability

The theme “Legal and Ethical Responsibility” focuses on the challenges surround-
ing accountability and moral responsibility when using Al in decision-making pro-
cesses, especially in critical contexts, this theme is covered in [P5] [P21] [P34] [P37]
P38l In[PF it is noted that accountability is a pivotal element of Al governance,
particularly when delegating tasks such as prediction or decision-making to Al sys-
tems. However, the definition of accountability in AI remains ambiguous and should
be clarified based on the subject, scope, and context of its application. In[P21] the
issue of moral responsibility arises in high-stakes decisions, such as medical care,
where traditionally, a human is held accountable. When an Al algorithm is involved,
it becomes less clear who is responsible for the outcome, especially in adverse deci-
sions. Establishing clear guidelines for when a human professional may “overrule"
the Al is essential to maintaining accountability.

The theme “Academic Integrity and Accountability” highlights the ethical con-
cerns surrounding using Al, particularly ChatGPT, in academic settings, this theme
is covered in[P11],[P16] [P17 In[P16] the broader academic community has raised con-
cerns about students using ChatGPT to plagiarise assignments, research papers, and
other academic work, which undermines academic integrity. In [P17], questions arise
regarding the proper use of ChatGPT’s responses for academic purposes, such as
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whether Al-generated content should be credited and how accountability is managed
if it is misused. The uncertainty extends to legal implications, mainly if Al-generated
material is used maliciously or in ways that breach academic or ethical standards.

The theme “Responsibility for Errors or Harm" involves the ethical concerns
related to Al-driven decisions and the risks associated with responsibility. This
theme is covered in [P1] and In it is highlighted that the availability of Al
and automated decision aids can lead to a human tendency to rely too heavily on
these technologies, often minimising cognitive effort. In healthcare, this over-reliance
on Al-driven decisions by clinicians can lead to misleading conclusions, potentially
endangering patient safety and well-being.

4.2.5. Transparency

The theme of “Explainability of Models” addresses the transparency challenges
posed by the complexity of LLMs. In [P38] the “black box” nature of LLMs is em-
phasised, highlighting the difficulty in understanding their decision-making processes
due to the vast number of parameters they contain—often in the millions or billions.
This theme is covered in [P2] [P5] [Pg| [P10} [P11] P12} [P13] [P15] [P16] [P21] [P22] [P24]
P34] [P38] and [P39] This complexity makes it nearly impossible to explain how these
models generate their outputs fully. In [P39] the mystery surrounding the emergent
capabilities of LLMs is further discussed as researchers remain uncertain about what
drives these behaviors.

The theme “Transparency of the Training Data” focuses on the ethical issues
arising from the lack of clarity regarding the data used to train AI models. This theme
is covered in[P6land [P19] In[PG] it is noted that the training data is often treated as a
trade secret, and while efforts are underway to reverse-engineer which data was used,
companies neither confirm nor deny the accuracy of these guesses. This opacity raises
concerns about the integrity and representativeness of the training data. In
the lack of transparency becomes particularly problematic when ChatGPT provides
answers or recommendations, leaving users without a clear understanding of the
sources behind its advice. Unlike human experts who can cite specific references,
ChatGPT operates on a probabilistic model, making it difficult to trace or explain
the origins of its responses.
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Ethical concerns centre on privacy and bias, while accountability remains crit-
ically underexplored or entirely absent in the education and public safety do-
mains. Safety issues (misinformation, reliability) and transparency challenges
(model explainability, opaque training data) persist across high-stakes applica-
tions. This distribution suggests current frameworks prioritise technical fixes
over governance mechanisms, leaving the question of “who is responsible when
Al fails” systematically unaddressed.

4.83. RQ2 Results

Table 6: Mapping of RQ2 Themes to Ethical Dimensions

Theme Accountability | Transparency | Bias | Privacy | Safety
Ethical Frameworks & Interdisciplinary Col- v v

laboration

Accountability & Continuous Oversight in Al v v

systems

Bias Mitigation & Fairness in Al systems v

User Empowerment & Transparency in Al In- v v

teractions

Enhancing Trust & Interpretability in Al sys- v v
tems

To address RQ2, “What strategies are used to address the ethical dimensions?",
we conducted a thorough review of the studies. We extracted the mitigation strate-
gies and recommendations presented in each paper. A mitigation strategy refers to
a specific approach or action proposed or implemented to directly address or reduce
a particular risk, issue, or challenge. In contrast, a recommendation is a suggestion
or guidance proposed by the authors for future actions, often highlighting potential
solutions or best practices that do not require immediate implementation. These
strategies were categorized accordingly, and we further explored their evaluation sta-
tus. To assess evidence strength, we classified each mitigation strategy as fully eval-
uated (quantitative/qualitative assessment with clear outcome measures, e.g., user
study, trial, benchmark) or not evaluated. Studies reporting only limited empirical
probing without clear outcome measures were conservatively coded as not evaluated.
Two authors independently applied this rubric. Only 5/39 studies (12.8%) fully eval-
uated mitigation strategies. After identifying the evaluation status, we conducted a
thematic analysis and categorised various mitigation strategies or recommendations,
reflecting the proposed or practical solutions presented. Table [6] maps RQ2 themes
to ethical dimensions.
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e Ethical Frameworks and Interdisciplinary Collaboration: Establishing ethical
guidelines for LLMs requires input from diverse disciplines to address the com-

plex ethical challenges they present, this theme is covered in [P} [P2] [P4], [P6]
P16, P18 [P24] [P25], [P30, [P35} [P37], [P38 In [PI} the recommendation em-

phasizes the need to establish ethical guidelines and regulatory frameworks
for Al in healthcare, advocating for interdisciplinary collaboration to ensure
that ethical standards are comprehensive and adaptable to advancements in
technology. This collaboration is essential to create frameworks that are both
effective and applicable across various domains. In [P2] a Machine Ethics ap-
proach is proposed, suggesting that ethical standards and reasoning should be
directly embedded within Al systems. This approach would enable Al to make
ethically informed decisions autonomously, integrating ethical principles into
the core of Al functionality. In [P6] there is a focus on the legal dimensions
of Al suggesting that the training phase of Al may be covered under fair use;
however, clearer guidelines are needed to inform system users. These examples
illustrate the necessity of establishing ethical frameworks that are continually
refined through interdisciplinary cooperation, ensuring that LLMs operate eth-
ically and align with societal expectations.

e Bias Mitigation and Fairness in Al systems: Addressing biases and promoting
fairness in LLMs requires a multifaceted approach, with strategies implemented
at various stages of the Al development process, this theme is covered in
P3| [P4] [P6] [P16] [P19] [P25] [P28] [P35 In [P3] a mitigation strategy
is employed using a fill-in-the-blank method in a GPT-2 model to ensure that
context is carefully considered during predictions, focusing on binary racial de-
cisions between “White" and “Black". This method involves examining racial
bias by masking racial references within the context, prompting the model
to assign probabilities and observe potential biases. In [P4] a combination
of techniques is used to handle biases systematically: pre-processing methods
transform input data to reduce biases before training, while in-processing tech-
niques modify learning algorithms to eliminate discrimination during training.
Additionally, post-processing methods are applied to adjust the model’s output
after training, particularly when retraining is not an option, treating the model
as a black box. These strategies showcase a comprehensive effort to mitigate
biases at different levels of the Al development pipeline, aiming to create fairer
and more equitable Al systems.

e FEnhancing Trust and Interpretability in AI Systems: Building trust in LLMs
relies heavily on making Al systems transparent and understandable to users,
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especially in critical fields like healthcare, this theme includes [P}, [P7], [P9]
P20, [P24] [P30} In[PI]} a recommendation is made to focus on improving the
interpretability of AI algorithms so that healthcare professionals can clearly
understand and trust the decisions generated by these systems. This involves
making the decision-making processes of Al transparent, allowing profession-
als to verify and rely on AI outputs confidently. In [P7] a mitigation strategy
involves using leading questions to guide ChatGPT when it fails to generate
valid responses, enabling users to refine the system’s outputs until they are ac-
curate iteratively. This interaction fosters trust by giving users greater control
over the AT’s response quality. In [P9] the HCMPI method is recommended
to reduce data dimensions, focusing on extracting only relevant K-dimensional
information for healthcare chatbot systems. This reduction makes the AI’s rea-
soning clearer and more interpretable, allowing users to follow the underlying
logic without getting overwhelmed by excessive data. These strategies aim to
enhance Al systems by making them more interactive and interpretable.

User Empowerment and Transparency in Al Interactions: Empowering users
and ensuring transparency in Al systems are critical for fostering ethical in-

teractions and trust, this theme is covered in [P1] P2 [P2] [P5] [P§] [PI0]
P12| [P13] [P16] [P17], [P24] [P28] [P29] [P30} [P31], [P33] In[P2] a recommendation

is made to emphasize critical reflection throughout conversational Al’s design
and development phases. This includes giving users more control over their
interactions with Al agents and being transparent about the AI's non-human
nature and limitations. Such transparency allows users to understand the Al’s
capabilities and limitations, enabling more informed decision-making. In [P} a
mitigation strategy involves techniques like logit output verification and proac-
tive detection of hallucinations. These strategies are paired with participatory
design, where users actively shape Al systems, ensuring that the Al’s responses
remain accurate and meaningful. In[P30] further mitigation strategies include
functionality audits to assess whether LLM applications meet their intended
goals and impact audits to evaluate how Al affects users, specific groups, and
the broader environment. These strategies prioritize user involvement and clar-
ity, fostering a transparent and user-centered Al ecosystem.

Accountability and Continuous Qversight in AI Systems: Ensuring that Al
systems are accountable and continuously monitored is essential to maintain

ethical standards and protect users, this theme is covered in [P5] P9

P11}, [P12] [P13], [P20] [P24], P25 [P30], [P31], [P32], [P35 In[P24] a recommendation
is made for AT tools like ChatGPT to be evaluated by regulators, specifically
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in healthcare settings, to ensure safety, efficacy, and reliable performance. This
highlights the importance of oversight from regulatory bodies to ensure that
AT applications adhere to established standards. In [P9 a mitigation strat-
egy involves the Healthcare Chatbot-based Zero Knowledge Proof (HCZKP)
method, which enables the use of data without making it visible. This approach
reduces the need for extensive data collection, safeguarding privacy, and en-
suring ethical data handling. Additionally, the strategy recommends adopting
data minimization principles by collecting only necessary essential data and de-
centralizing patient data during feedback training. These strategies emphasize
the need for ongoing oversight and accountability in how Al systems manage
and utilize data, particularly in sensitive environments.

Although many recommendations remain conceptual, several mitigation strate-
gies have been empirically evaluated, with mixed outcomes. In NLP, pre-processing,
in-processing, and post-processing techniques have reduced measurable bias but
often fail to generalize across different domains, limiting the impact of achieving fair-
ness in practice. In healthcare, the HCMPI method and HCZKP protocol have
successfully reduced the sensitive patient data exposure without affecting the perfor-
mance of the chatbot, these results are still confined to controlled evaluations in the
experiment, rather than long term practice. In education, the responsible chatbot
framework supported self-regulation and cognitive engagement, showing feasibility
in a small scale experiment; however, robust empirical trials are needed to achieve
more promising results . The results have shown that while mitigation strate-
gies show potential, more empirical evidence are needed to establish their reliability
and effectiveness in practical scenarios.

( |

( J
Only 5 of 39 studies (12.8%) empirically evaluated their proposed mitigation
strategies, revealing a critical gap between conceptual proposals and validated
solutions. Bias mitigation techniques (pre-processing, in-processing, post-
processing) show technical promise but limited cross-domain generalization.
Privacy safeguards like HCZKP protocol succeeded in controlled healthcare
experiments yet lack long-term real-world validation. Transparency and ac-
countability strategies remain predominantly theoretical, with few tested im-
plementations. The heavy reliance on untested conceptual frameworks means
most proposed solutions lack evidence of practical effectiveness, particularly
for governance and oversight challenges.
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4.4. RQ3 Results

Table 7: Mapping of RQ3 Themes to Ethical Dimensions

Theme Accountability | Transparency | Bias | Privacy | Safety
Data-Related Challenges v v
Technical Challenges v v v
Legality Challenges v v
Ethical Standard Challenges v v
Individual Use Challenges v v

Ethical Dilemma Challenges v v

While numerous mitigation strategies have been proposed to address the ethical
concerns surrounding the use of LLMs, many studies indicate that significant chal-
lenges persist even after these strategies are implemented. Authors in several papers
have explicitly acknowledged that the mitigation efforts, while promising, often fall
short due to various technical, legal, and governance barriers. These challenges high-
light the complexity of achieving effective ethical governance in LLM applications.
To better understand these issues, we have categorised the identified challenges into
key themes, each reflecting the unique difficulties encountered during the practical
implementation of these mitigation strategies (also summarised in Table |§ for read-
ability).

Figure 4| summarises how the five ethical dimensions (RQ1) relate to mitigation
strategies (RQ2) and the main challenge categories reported when implementing
these strategies (RQ3).

e Technical Challenges: Technical challenges in implementing mitigation strate-
gies for LLMs often revolve around the complexity of integrating advanced
techniques within diverse and sensitive contexts, this theme is covered in
In [P1] the use of Natural Language Processing (NLP) on Electronic Health
Records (EHR) data highlights multiple challenges, such as accurately identi-
fying clinical entities, ensuring privacy protection, handling spelling errors, and
managing the de-identification of sensitive information. These challenges are
compounded by the lack of labeled data, the difficulty of detecting negations,
and the complexities of deciphering numerous medical abbreviations. In [P2]
Gonen and Goldberg (2019) critique current debiasing methods for word vec-
tors. While these techniques produce high scores on self-defined metrics, they
often only superficially hide biases rather than genuinely eliminate them.
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Figure 4: Flows Between Ethical Dimensions (RQ1), Strategies (RQ2), and Challenges (RQ3)

Table 8: RQ3 at-a-Glance: Challenge Categories and Typical Manifestations

Challenge category Typical issues observed

Technical limited robustness/generalization; debiasing limits; ongoing
security testing (red teaming)

Ethical standards evolving regulations; lack of global standardization; context-
sensitive requirements

Ethical dilemmas transparency vs. secrecy; fairness vs. learned associations;
privacy vs. oversight

Individual use over-trust/misuse; uncritical adoption; stakeholder gaming
or agenda-driven behavior

Legality IP/confidentiality risks; censorship and moderation ambigu-
ity; unclear legal standards

Data-related data quality /coverage; limited access; future scarcity of high-
quality training data

emphasizes that Red Teaming, a method used to identify security vulnerabil-
ities, must be a continuous process and not a one-time solution. It requires a
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persistent commitment to security throughout the development and operation
of Al systems, with careful consideration of both legal and ethical implications.
These examples demonstrate the multifaceted technical hurdles that complicate
the practical application of ethical mitigation strategies in LLMs.

Ethical Standard Challenges: Implementing ethical standards in the context
of LLMs is another challenging task, particularly due to the dynamic and di-
verse regulatory and cultural environments in which these technologies operate,
this theme inclues [P2] [P8], [P10] [P30] [P32] [P34] In [PI0] the proposed recom-
mendations are based on the analysis of the current regulatory landscape and
anticipated regulations by the European Commission. However, as regulations
continue to evolve, these recommendations may need to be revised to remain
applicable and relevant. This highlights the importance of staying updated with
the latest legal requirements in each jurisdiction to ensure ongoing compliance.
underscores the significance of incorporating a user-centered approach in
cybersecurity, recognizing that addressing human factors can enhance the effec-
tiveness of these measures. Yet, as cybersecurity threats evolve, there is a need
for continuous development of strategies to stay ahead of emerging challenges.
In [P§] it is noted that a one-size-fits-all approach to ethical standards is un-
likely to be effective, as LLMs span diverse cultural and global contexts. The
absence of standardized or universally regulated frameworks for LLMs adds
to the complexity, requiring adaptable and context-sensitive solutions. These
examples illustrate the challenges of creating consistent and effective ethical
standards in a rapidly changing and diverse landscape.

FEthical Dilemma Challenges: Ethical dilemmas in the implementation of LLMs
often arise from conflicting values and considerations, especially when navigat-
ing fairness, transparency, and privacy. In[P3] the issue of learned associations
within AI models highlights a significant ethical dilemma, this theme is cov-
ered in [P5 P8 [P9] [PI0 For example, in language models trained
on data that frequently describe suspects and criminals as “black males” may
reinforce stereotypes, raising concerns about legal equality. This brings up the
ethical question of whether such associations, which exist in the training data,
should be allowed in Al systems deployed for legal purposes, where fairness and
equality are paramount. In another ethical dilemma is identified in balanc-
ing transparency and protecting non-public information. While transparency is
crucial for understanding an Al system’s behavior and decision-making process,
companies often prioritize commercial secrecy to protect proprietary technol-
ogy and business models. These conflicts illustrate the complexities of ethical
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decision-making in Al, where satisfying one ethical principle may compromise
another, necessitating careful consideration and context-specific solutions.

Individual Use Challenges: Implementing mitigation strategies for LLMs en-
counters specific challenges related to how individuals use and interpret Al-
generated content, this theme is covered in [P13], [P25], [P27], P30l In [P13] even
with established guidelines and recommendations, reports have surfaced in the
healthcare and wellness sectors where individuals consult LLMs like ChatGPT
for health-related matters and take its advice without proper scrutiny. Despite
mitigation efforts, the widespread sharing of such Al-generated content on so-
cial media demonstrates the difficulty in ensuring that users critically assess
AT advice. In engaging multiple stakeholders introduces further compli-
cations, even when measures are in place to involve diverse perspectives. Some
stakeholders may use their involvement to advance personal agendas, reinforce
existing biases, or misuse sensitive data, undermining transparency and ethical
intentions. These challenges illustrate the complexities in managing individual
behavior and ensuring responsible Al use, despite mitigation strategies aimed
at fostering ethical and informed engagement with LLMs.

Legality Challenges: Legal challenges in implementing mitigation strategies
for LLMs often involve navigating the complexities of intellectual property,
censorship, and transparency, this theme is covered in [P7] [P§] [P30] In [P7] a
significant concern is the potential leakage of business secrets and proprietary
information when users interact with LLMs such as ChatGPT. If proprietary
code is inadvertently shared during Al interactions, it may become part of
the chatbot’s knowledge base, raising issues of copyright infringement and the
preservation of business confidentiality. This poses a risk for organizations
that depend on protecting sensitive information. In [P8, censorship within
LLMs, while intended to prevent harmful outputs, introduces legal dilemmas.
There is often no clear or objective standard for determining what content is
harmful, which can lead to the suppression of free speech or creative expression.
Overly restrictive censorship may also hinder important debates, while a lack of
transparency around censorship policies can create distrust in the Al system.
These examples underscore the legal complexities of implementing effective
mitigation strategies, where balancing ethical considerations with regulatory
compliance is a persistent challenge.

Data-related Challenges: Data-related challenges are a critical factor in the
implementation of mitigation strategies for LLMs, as they affect the quality,
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availability, and reliability of the datasets used in Al development, this theme
is covered in [P11] [PT2] [P28] [P32] In [P28] concerns are raised about the fu-
ture limitations of data collection and usage in machine learning. Research
indicates that high-quality language data could be exhausted by 2026, with
lower-quality data potentially running out by 2060. This forecast suggests that
the limited availability of suitable datasets may constrain the future develop-
ment and improvement of LLMs, affecting their ability to perform effectively
and ethically. In the quality of data is further questioned, as a substan-
tial portion of source material comes from preprint servers that lack rigorous
peer review. This reliance on unverified data can limit the generalizability and
reliability of LLMs, particularly when data is drawn from diverse and variable
contexts. These examples highlight the significant data challenges encountered
when implementing mitigation strategies, where data quality, scope, and future
availability play a crucial role in shaping the effectiveness of LLM interventions.

( |
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Implementation challenges affect 87.2% of studies, with technical barriers (NLP
accuracy, bias detection limits) being the most prevalent (17 studies). Data
constraints raise concerns that identifying high-quality training data may be
exhausted by 2026. Legal challenges appear in three concrete forms: IP dis-
putes over proprietary training data, censorship and transparency trade-offs
in content moderation, and a lack of clear legal standards for Al-generated
content. Ethical dilemmas reveal fundamental tensions: transparency and
commercial secrecy, bias removal and associations in legal contexts. Signifi-
cantly, user behavior challenges demonstrate that guidelines alone fail with-
out enforcement mechanisms; individuals still uncritically accept Al-generated
medical advice despite explicit warnings.

conflicting frameworks.

. Discussion

Our systematic mapping reveals that ethical concerns around LLMs are not

merely “multifaceted” in the abstract: they are weighted very differently across do-
mains, lag behind rapid technical change, and are governed by fragmented, sometimes
Across the studies we analyzed, three recurring tensions
stand out: (1) Ethical priorities shift more across domains than across high-level
principles; (2) Mitigation strategies are often treated as one-off fixes rather than
living processes; and (3) The most sophisticated technical mitigations are also the
hardest to scale. In addition, end users and marginalized communities are still rarely
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positioned as co-designers of LLM systems. Below, we unpack these tensions and
translate them into concrete recommendations.

5.1. Domain-specific ethical priorities and implementation gaps

Our RQ1 analysis shows that the ethical dimensions, i.e., safety, privacy, ac-
countability, bias, and transparency, are weighted differently across application do-
mains. Safety is especially salient in healthcare and education and other public-facing
contexts, where systems must prioritise safeguarding students and other vulnerable
groups [56]. In more general Al applications, safety appears less frequently, while
concerns shift towards bias and transparency in model development and deploy-
ment [57]. For example, in LLM-based recruitment tools that screen resumes and
generate shortlist recommendations, the primary ethical concerns are bias (e.g., sys-
tematically favouring candidates from particular genders, ethnicities, or universities)
and transparency (e.g., being able to explain why a candidate was shortlisted or
rejected). Physical safety is not the central issue in this context; instead, the focus
is on fairness.

Privacy emerges as a non-negotiable dimension in healthcare, where data sen-
sitivity and regulatory mandates (e.g., HIPAA) make strong protections indispens-
able [21]. In economic and auditing contexts, privacy remains relevant but is often
traded off against transparency and explainability, given the need for traceability
of financial decisions and regulatory oversight [58|. Bias is most visible in legal
and economic domains, where predictive models risk entrenching racial or socioe-
conomic disparities [59)], whereas in some general Al applications transparency and
interpretability are foregrounded even when fairness is less explicitly addressed. Ac-
countability is particularly emphasised where legal liability or public trust are at
stake, such as healthcare and government settings [60], but tends to recede in more
experimental or early-stage deployments [61]. Transparency is a concern while using
AT generated content in education [62].

Real-world deployments illustrate both the operationalisation of these priorities
and persistent implementation gaps. In documentation systems, for example, safety
and accountability are enforced through mandatory human oversight, with clinicians
required to review all Al-generated notes before they are entered into the medical
record [63]. At the governance level, frameworks such as the National Academy of
Medicine’s AI Code of Conduct emphasise continuous monitoring and equity metrics
as core accountability mechanisms [64]. Yet a scoping review of 692 FDA-approved
AT/ML medical devices found that only 3.6% reported race or ethnicity data, 81.6%
omitted age information, and 99.1% provided no socioeconomic data [65]. This
gap between governance frameworks that foreground equity and transparency, and
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devices that rarely report basic demographic information, indicates that domain-
specific ethical priorities often remain aspirational rather than fully implemented.

5.1.1. Cross-domain contrasts and under-addressed dimensions

While all five ethical dimensions appear across the 39 studies, Table 4 shows that
they are not distributed evenly across domains, and this unevenness helps explain
where implementation gaps persist. Cybersecurity work is heavily privacy-oriented (6
instances), with limited attention to safety (2) and bias (1), and no coverage of trans-
parency or accountability (0, 0). Public safety studies, by contrast, emphasise safety
(4) but show no explicit accountability (0) and minimal transparency (1). Educa-
tion covers multiple dimensions, yet accountability remains low (1) relative to privacy
(3) and transparency (2). Healthcare is the most balanced domain, with consistently
high attention across all five dimensions (7/7/7/7/5), reflecting higher-stakes deploy-
ment and stronger compliance pressure. Across domains, this pattern indicates that
governance-oriented dimensions, especially accountability (and, in some domains,
transparency) remain systematically under-addressed relative to privacy and bias.
This distribution aligns with our broader evidence gap: only a small proportion of
studies empirically evaluate mitigation strategies, while many proposals remain con-
ceptual (see RQ2 synthesis and Section 5.6). As a result, domains that most need
accountability mechanisms in practice (e.g., public-facing and public-safety contexts)
are also those where accountability is least operationalised in the mapped literature.

Recommendation: Make domain priorities concrete and auditable

1. Domain-specific profiles of high-level principles (e.g., safety, privacy,
bias) be developed for sectors such as healthcare, education and finance, ex-
plicitly stating which dimensions are non-negotiable.

2. Minimum reporting requirements (e.g., for demographic coverage, per-
formance by subgroup) be linked to these profiles, so that priorities like equity
and transparency become auditable rather than symbolic.

3. Oversight mechanisms (such as mandatory human review in clinical doc-
umentation) be explicitly tied to the ethical risks that dominate each domain.
Such profiles help move from generic principles to concrete obligations that
reflect domain-specific stakes.

. v

5.2. Ethics as a living, continuous process

LLMs and their deployment environments change quickly: training data, model
architectures, integration points and user populations all evolve over time. Our
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review indicates that ethical strategies for bias, privacy and transparency are rarely
designed with this dynamism in mind. Frameworks such as the EU AI Act and
the NIST AI Risk Management Framework emphasise ongoing risk management
and adaptation, but the majority of empirical work we identified still focuses on
pre-deployment assessment or initial roll-out [54], [66]. There is comparatively little
evidence on systematic post-deployment re-evaluation.

This static treatment of ethics is problematic because many failures emerge only
after deployment, when models encounter new data distributions, novel uses or pre-
viously under-represented user groups [67]. Strategies that were adequate for earlier-
generation systems may underperform for models trained on more diverse or sensi-
tive data, or when LLMs are repurposed for higher-stakes decisions. The critique of
“checkbox” ethics by Kijewski et al. [68] is reflected in our mapping: many guide-
lines define what should be considered at design time, but few specify how those
considerations should be revisited as systems evolve.

Several organisations are beginning to frame ethics guidance explicitly as a liv-
ing process. NASA, for instance, describes its ethical Al policies as “an evolving,
living set of Al policies, principles, and guidelines” designed to remain responsive
to emerging challenges and advances [69]. Similarly, frameworks such as Microsoft’s
Responsible Al Standard and IEEE guidelines foreground continuous accountability
and monitoring rather than one-off compliance checks [70]. However, implementing
such adaptive approaches requires operational structures for monitoring, auditing
and updating systems over their lifecycle [71].

Recommendation: Operationalise ethics as a living process

1. Tie ethics to lifecycle milestones, linking ethical reviews to multi-year
regulatory cycles (e.g., EU Al Act, NIST updates) and major model changes
(new training data, architecture updates, or deployment contexts).

2. Mandate post-deployment monitoring for key metrics (e.g., perfor-
mance by subgroup, privacy incidents, safety events), rather than treating
evaluation as a one-time activity.

3. Maintain an ethics change log documenting detected issues, mitigation
actions and residual risks, so that governance bodies can trace how ethical
commitments evolve in practice.

Treating guidelines as living documents helps keep them specific, current and
aligned with the behaviour of deployed LLMs.
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5.8. Fragmented frameworks and cross-jurisdiction consistency

Implementing ethical standards for LLMs is further complicated by fragmented
governance. Our mapping confirms prior observations that organisations must navi-
gate a “bewildering variety” of Al ethics guidelines, many of which partially overlap
but diverge in emphasis and legal force [59,[72]. The EU AI Act introduces binding re-
quirements with substantial penalties (up to €35 million or 7% of global revenue) for
non-compliance [73], whereas frameworks from NIST and IEEE are often voluntary
and context-dependent. International organisations operating across jurisdictions
thus face both compliance and harmonisation challenges |74, [75].

Fragmentation increases compliance costs and creates uneven protection for users.
In healthcare, the FDA’s January 2025 guidance for Al-enabled medical devices re-
quires documentation across seven domains, adding another layer of domain-specific
expectations [76]. In finance, institutions must juggle model risk guidance from bod-
ies such as the Federal Reserve, FDIC and OCC [77, [78]. The US Government Ac-
countability Office (GAO) noted in May 2025 that credit unions have no Al-specific
oversight at all, despite rising adoption [79]. Large technology firms have responded
by building internal governance structures; Microsoft, for example, operationalises
six Responsible Al principles through dedicated governance offices and sector-specific
guidance [80]. However, survey evidence from Thomson Reuters shows that only a
minority of legal organisations have formal generative Al policies despite growing
use [81], suggesting that fragmented frameworks disproportionately burden smaller
firms and departments.

Recommendation: Establish a shared core of ethical principles

1. Defining a core global baseline of ethical principles for Al design, de-
velopment, deployment and use (e.g., fairness, privacy, safety, transparency,
accountability) that regulators and standard-setters can adopt and adapt.

2. Layering domain- and jurisdiction-specific guidance on top of this
baseline, rather than creating entirely separate frameworks, to support organ-
isations operating across regions.

3. Providing implementation templates (e.g., documentation structures,
risk registers) to reduce compliance overhead for smaller organisations.

A shared core with adaptable layers can improve consistency while still allowing
for local and sector-specific requirements.

5.4. Designing matigations that scale in practice
Even when ethical principles and frameworks are clear, implementing mitiga-
tions at scale remains challenging. Our review identifies recurrent concerns about
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the resource intensity and context-specificity of bias mitigation, privacy protection
and transparency practices [82-84]. Many proposed interventions require specialised
expertise and bespoke configuration, which can limit uptake beyond well-resourced
organisations [85-87].

Empirical examples illustrate both the potential and limits of scalable approaches.
Privacy-preserving techniques such as federated learning have demonstrated technical
success at scale; the MELLODDY consortium, for instance, processed more than 2.6
billion proprietary data points across ten competing pharmaceutical companies while
protecting each partner’s data and improving aggregate model performance [88]. Yet
a 2024 review found that only 5.2% of federated learning studies had reached real-
world clinical implementation, despite promising technical results [89, @0]. This
indicates that technical viability alone does not guarantee practical scalability.

Bias mitigation shows similar tensions. Recent evidence demonstrates that LLM
outputs can change when only gender is altered: a study using gender-swapped so-
cial care case notes found that Google’s Gemma downplayed women’s health needs
relative to men’s (while Llama 3 showed no difference), and a hiring-style experi-
ment observed that ChatGPT generated and evaluated CVs in ways that favoured
older men over equivalently qualified women [91], 92]. Some of the most impactful
corrective actions in adjacent domains have deliberately avoided algorithmic com-
plexity. US nephrology adopted race-free eGFR equations in 2021, and the Organ
Procurement and Transplantation Network’s 2023 policy retroactively credited wait-
ing time to Black kidney candidates, with early evidence of substantial time credits
and higher transplant rates [93, [94]. Similarly, the American Heart Association’s
PREVENT equations omit race and allow optional inclusion of a ZIP code-based
Social Deprivation Index to represent social risk [95]. These reforms scaled precisely
because they simplified models and decision criteria rather than introducing more
intricate technical fixes.

Recommendation: Prioritise scalable and simple mitigations

1. Scalability be treated as a first-order design constraint for miti-
gation strategies, not an afterthought, with explicit consideration of resource
and expertise requirements.

2. Simple, policy-level interventions (e.g., removal of problematic vari-
ables, standardised reporting and review procedures) be prioritised where they
offer comparable protection to complex technical fixes.

3. Federated and privacy-preserving techniques be paired with opera-
tional plans for deployment, governance and evaluation, to avoid remaining at
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the proof-of-concept stage.

Designing mitigations with scalability in mind increases the likelihood that
ethical commitments will be implemented beyond early adopters and well-
resourced institutions.

5.5. Who defines “ethical”? End-user engagement and collaboration

Finally, our findings underline that ethical LLM deployment depends not only
on technical and regulatory mechanisms but also on who is involved in defining and
assessing harms. Historically, Al development has prioritised performance metrics
over societal impact, with limited structured input from affected communities [96]
97]. This contributes to misalignment between LLM behaviour and the needs and
values of those most affected, particularly marginalised groups.

Interdisciplinary collaboration has been promoted as one route to address these
gaps, bringing together engineers, legal experts, ethicists and domain specialists [98]
99]. Examples such as the American Medical Informatics Association’s 2023-24
multi-stakeholder initiative on Al-enabled clinical decision support — which con-
vened over 200 clinicians, patients, regulators, ethicists and industry partners to co-
develop recommendations including standardised Al labelling and a national safety-
reporting mechanism — demonstrate the potential of structured collaboration [100].
At the same time, deployments such as Los Angeles Unified School District’s “Ed”
generative Al chatbot, which was suspended a few months after launch amid vendor
collapse and concerns about transparency and data protection, illustrate the risks of
insufficient stakeholder engagement and oversight [I0T].

High-profile controversies such as the COMPAS risk assessment tool, which mis-
classified Black defendants as high-risk nearly twice as often as White defendants
who did not reoffend, while underestimating risk for White defendants who did reof-
fend [102], show the consequences of deploying systems without robust community
input or contestability mechanisms. More constructive models remain concentrated
in well-resourced institutions, such as IBM’s Al Fairness 360 toolkit, which translates
fairness research into practical bias metrics and mitigation algorithms across domains
like finance, healthcare and education [I03]. Reviews of explainable Al in medicine
consistently highlight that trustworthy deployment requires substantial investment
in transparency, governance and interdisciplinary teams [104]. Yet our mapping
suggests that structured engagement with marginalised communities is still more of-
ten recommended than implemented, and power imbalances, differing priorities and
communication barriers continue to hinder meaningful participation [105, [106].
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Recommendation: Centre affected communities in LLM design and oversight

We encourage LLM developers and deployers to:

1. Establish structured engagement mechanisms such as community ad-
visory boards, participatory design workshops and iterative user testing with
representatives of marginalised groups, including racial and ethnic minorities,
people with disabilities, LGBTQ-+ communities and Indigenous peoples.

2. Integrate community feedback into governance, for example by in-
corporating stakeholder input into risk registers, model cards and deployment
decisions.

3. Support contestability, by providing clear channels for users to challenge
and appeal LLM-assisted decisions, and by tracking how such challenges lead
to system changes.

Centring affected communities and interdisciplinary expertise helps ensure that
LLM ethics move beyond abstract principles to address concrete, context-
specific harms.

J

5.6. Methodological pathways for empirically validating ethical mitigation strategies

Our mapping indicates that 26 of 39 studies remain conceptual, highlighting
the need for more systematic and replicable evaluation protocols. We propose here
some future research directions outlining methodological pathways for empirically
validating ethical mitigation strategies.

1. Standardized multi-metric benchmarking tests can be used to evaluate trade-

offs across safety, bias and transparency outcomes under controlled settings, for
example, scenario-driven evaluation with multiple metrics instead of accuracy
reporting only [107].

. Behavioral and adversarial testing can be incorporated to uncover the missing

failure models by static benchmarks, examples include red teaming protocols,
which search for harmful model behaviors and test-suite methods for NLP
models [T08], 109].

. For privacy-focused mitigations, empirical validation can specifically measure

leakage reduction using attack-based evaluations like membership inference and
training-data extraction attacks, comparing models before and after mitigation
under consistent threat models [36] [110].
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4. For bias-focused mitigations, evaluation should include targeted bias bench-

marks that operationalize stereotypical preferences, complemented by domain-
specific datasets if applicable [1111, [112].

5. For safety-related mitigations, empirical validation can include risk-focused
benchmarks and stress tests that identify toxic degeneration and truthfulness
failure models, which can be useful in domains like health [113] [114].

5.7. Implications for Applied Soft Computing: Opportunities for Ethical Mitigation

Our mapping highlights a persistent gap between conceptual governance pro-
posals and empirically validated mitigation strategies (RQ2), as well as recurring
implementation barriers, including limited robustness, domain shift, and data con-
straints (RQ3). These gaps suggest clear opportunities for the Applied Soft Com-
puting (ASOC) community, since soft computing methods are designed to handle
uncertainty, trade-offs, and complex constraints, all of which are central to ethical
deployment of LLM-based systems.

Safety and reliability under uncertainty. Safety issues identified in RQ1 (e.g.,
hallucination, misinformation, reliability failures) and technical challenges in RQ3
indicate that mitigation must operate under uncertain model behaviour. Fuzzy in-
ference or fuzzy risk scoring can serve as a lightweight control layer that converts
signals (task criticality, uncertainty proxies, user context) into conservative actions
such as abstention, escalation to humans, or stricter filtering in high-risk settings.

Bias—utility trade-offs and limited generalisation. RQ2 shows bias mitigation
is among the most common technical strategies, yet studies report limited cross-
domain generalisation. Evolutionary or other metaheuristic multi-objective optimi-
sation offers a direct way to tune mitigation settings by explicitly balancing compet-
ing objectives (accuracy/utility vs fairness vs safety/privacy), rather than relying on
a single fixed configuration.

Operationalising transparency and accountability. Our results indicate that
transparency and accountability strategies remain predominantly conceptual and are
less frequently validated empirically (RQ2). Hybrid AI approaches (e.g., LLMs com-
bined with symbolic constraints or rule-based components, such as fuzzy rules) can
make governance requirements executable and provide auditable decision pathways
aligned with accountability needs.

6. Threats to Validity
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In this section, we discuss the threats to the validity of our study.

Internal Validity: One of the key threats to internal validity in a systematic
mapping study (SMS) is selection bias, which can arise from subjective interpre-
tation during the study selection process. To mitigate this, we employed multiple
strategies. We identified a set of keywords considered relevant to the ethical use of
LLMs, tested them, and consulted a university librarian with expertise in system-
atic review search design, who recommended adding controlled vocabulary terms to
refine the keywords. We conducted searches across six databases to ensure a wider
variety of studies could be included. Pilot tests were performed and validated by
all authors to ensure the reliability of the results. Additionally, forward snowballing
was performed to capture studies that may not have been initially identified. Despite
these measures, we acknowledge that selection bias may still have influenced the set
of studies we analysed. Studies published outside our chosen computing databases
were not included. These may focus on different ethical issues or propose alternative
mitigation strategies. Therefore, our results should be viewed as reflecting only a
focused picture of the broader literature.

Construct Validity: Construct validity in our study refers to the extent to
which the selected studies are relevant and appropriate to our research goals. To
address this, we selected papers that directly addressed our research questions (RQs)
and excluded those that focused solely on LLMs without discussing the ethical issues
associated with their use or deployment. We also held meetings and discussions to
establish the inclusion and exclusion criteria for the selected papers. The timeframe
for our SMS was set to 2023-July 2024, so any study published after July 2024 would
not be reflected in our results. A potential limitation in this timeframe is that new
studies published after our cutoff will not be included; therefore, our synthesis may
not capture the most up-to-date developments. Additionally, as our study focused
primarily on existing academic literature, it did not incorporate practitioner insights
to a large extent, which might offer different perspectives on ethical concerns and
mitigation strategies in practice.

External Validity: Our mapping primarily draws on studies originating in
Western jurisdictions, each with its own cultural norms and regulatory frameworks.
As a result, the universal ethical dimensions and mitigation strategies we identify
may not directly translate into non-Western settings with different legal require-
ments or value systems. We intend to incorporate empirical work and guidelines
from diverse regions, such as Asia, Africa, and Latin America, into our future work
to validate findings across different cultural and legal landscapes. Furthermore, by
excluding papers under four pages, we might have omitted brief but potentially rele-
vant contributions. However, this criterion helped us focus on studies with sufficient
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methodological and conceptual content. We would revisit these studies in our fu-
ture work to gather more information. We also note that by focusing our study on
English language publications, our findings may lean toward Western perspectives.
This potential influence can be seen both in ethical priorities (for example, empha-
sised attention to privacy and accountability) and in feasible mitigation strategies.
As a result, the conclusions, such as the significance of privacy concerns, should be
interpreted as reflective of the literature base from this study, rather than universally
generalizable across all cultural and regulatory contexts.

Conclusion Validity: One of the major threats to conclusion validity in sys-
tematic mapping studies is bias in data extraction. In our study, the data extraction
process was guided by our RQ)s, ensuring that the selected data were directly relevant
to our study objectives. To mitigate potential bias, we used Google Forms to facili-
tate coding, enabling us to systematically categorise data through thematic analysis.
This approach enabled us to group the findings according to predefined codes and
themes derived from the existing literature. As new themes emerged during the cod-
ing process, they were incorporated as needed. We held regular meetings to discuss
and refine the data extraction and analysis processes, ensuring agreement on select-
ing relevant data and how it should be presented. Another concern regarding validity
is the quality of evidence and the potential for publication bias. We acknowledge
that a majority of our included studies (26 of 39) are conceptual, which may intro-
duce author perspective bias into the reported strategies and skew the prominence of
specific ethical dimensions. Moreover, our synthesis may be affected by publication
bias, since positive or novel conceptual contributions are more likely to appear in
the literature. To mitigate this, we searched across multiple databases and manually
checked reference lists; we will also incorporate empirical investigations to validate
the results from the conceptual studies. Consequently, our conclusions about the eth-
ical dimensions and the reported effectiveness of mitigation strategies may present
an optimistic view, as conceptual papers often propose solutions without rigorous
testing. Our results should be interpreted as highlighting broad trends and gaps in
the literature, rather than providing definitive measures in practice.

7. Conclusion

This systematic mapping study of 39 papers on generative Al ethics reveals three
novel insights through cross-domain analysis. First, we demonstrate a critical evalu-
ation gap: only 5 of 39 studies (12.8%) conducted a full empirical evaluation of their
proposed mitigation strategies, while 26 papers (66.7%) proposed strategies that
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remain conceptual and untested. Second, we identify a dimension and strategy mis-
alignment: bias was the most discussed concern but received substantial conceptual
attention and lacked empirical validation. Third, we find that although several tech-
nical challenges were addressed through algorithmic measures and ethical challenges
were addressed through governance, there was limited cross-disciplinary integration.
Our analysis identified 130 ethical issues across five dimensions: safety, transparency,
accountability, privacy and bias, revealing that while numerous mitigation strategies
have been proposed, implementation challenges remain across technical, legal, and
ethical standards, individual use, and data-related domains.

7.1. Future Research Directions and Policy Implications

Our findings point to three critical directions for future work:

From conceptual proposals to validated solutions The high ratio of strate-
gies lacking full empirical validation indicates a systemic issue in research. Future
work should not only propose new strategies but also systematically test existing
ones. Research could prioritise replication, validation and comparative effectiveness
studies that close the gap between conceptual proposals and deployable solutions.

Developing domain-specific evaluation standards Our cross-domain anal-
ysis revealed that domains with established evaluation methodologies (healthcare
with protocols) show higher validation rates than emerging domains (education, le-
gal services). Future research should develop standardised evaluation benchmarks,
for example, appropriate metrics for ethical dimensions in practice, diversity require-
ments and protocols for post-deployment.

Operationalising dimensions with strategy We identified that certain eth-
ical dimensions, like bias, were discussed in 62% of papers, but had low validation
rates. This suggests a lack of measurable outcomes. Future work should focus on
developing concrete metrics for abstract ethical dimensions like accountability and
bias. How do we empirically measure improvements in “accountability” when im-
plementing measures? How to construct a valid bias test across different cultural
contexts? These measurement challenges require work beyond algorithmic metrics.

The ethical deployment of LLMs focuses on closing the gaps we identified: be-
tween conceptual proposals and validated solutions, between ethical dimensions in
attention and action, and between disciplines in problem-solving approaches. Future
work must move beyond identifying concerns to systematically testing and deploying
solutions that protect the millions of users already interacting with these systems.
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9. Appendix B: Database Search Strings

Database

Search String

IEEE

((“Large Language Model*” OR LLMs) AND (guideline* OR standard* OR framework*
OR compliance OR principles OR practices OR governance OR impact OR oversight
OR algorithmic OR policy OR policies) AND (development OR deployment OR use OR
design OR implementation) AND (ethics OR ethical OR moral OR bias OR fairness
OR transparency OR accountability OR privacy OR security OR sustainability OR
responsible OR trustworthiness OR equit* OR inclus* OR diversity OR legal OR rights
OR cultural))

ACM DL

(([ALl: “large language model*’| OR [All: llms|) AND ([All: guideline*| OR [All: stan-
dard*] OR [All: framework*] OR [All: compliance] OR [All: principles] OR [All: prac-
tices| OR [All: governance] OR [All: impact] OR [All: oversight] OR [All: algorithmic]
OR [All: policy] OR [All: policies]) AND ([All: development| OR [All: deployment)]
OR |All: use] OR [All: design] OR [All: implementation]) AND (JAll: ethics|] OR [All:
ethical] OR [All: moral] OR [All: bias|] OR [All: fairness] OR [All: transparency| OR
[All: accountability] OR [All: privacy] OR [All: security] OR [All: sustainability] OR
[All: responsible] OR [All: trustworthiness] OR [All: equit*] OR [All: inclus*] OR [All:
diversity] OR [All: legal] OR [All: rights| OR [All: culturall))

ProQuest

((noft(“Large Language Model*”) OR noft(LLMs)) AND (noft(guideline*) OR
noft(standard*) OR noft(framework*) OR noft(compliance) OR noft(principles)
OR noft(practices) OR noft(governance) OR noft(impact) OR noft(oversight) OR
noft(algorithmic) OR noft(policy) OR noft(policies)) AND (noft(development) OR
noft(deployment) OR noft(use) OR noft(design) OR noft(implementation)) AND
(noft(ethics) OR noft(ethical) OR noft(moral) OR noft(bias) OR noft(fairness) OR
noft(transparency) OR noft(accountability) OR noft(privacy) OR noft(security) OR
noft(sustainability) OR noft(responsible) OR noft(trustworthiness) OR noft(equit*) OR
noft(inclus*) OR noft(diversity) OR noft(legal) OR noft(rights) OR noft(cultural)))

Web of Science

(("Large Language Model*" OR llms) AND (guideline* OR standard* OR framework*
OR compliance OR principles OR practices OR governance OR impact OR oversight
OR algorithmic OR policy OR policies) AND (development OR deployment OR use OR
design OR implementation) AND (ethics OR ethical OR moral OR bias OR fairness
OR transparency OR accountability OR privacy OR security OR sustainability OR
responsible OR trustworthiness OR equit* OR inclus* OR diversity OR legal OR rights
OR cultural))

Wiley Online Library

(("Large Language Model*" OR llms) AND (guideline* OR standard* OR framework*
OR compliance OR principles OR practices OR governance OR impact OR oversight
OR algorithmic OR policy OR policies) AND (development OR deployment OR use OR
design OR implementation) AND (ethics OR ethical OR moral OR bias OR fairness
OR transparency OR accountability OR privacy OR security OR sustainability OR
responsible OR trustworthiness OR equit* OR inclus* OR diversity OR legal OR rights
OR cultural))

Science Direct

(“Large Language Model” OR “LLMs”) AND (“guideline” OR “standard”) AND (“devel-
opment” OR “design”) AND (“ethics” OR “moral”)
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